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ES patabase Creation Wizard

Welcome

Welcome to the database creation wizard.

This wizard will guide you through the reguired steps to create the Citrix
Workspace Environment Management database

Click Next to continue
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EH patabase Creation Wizard

Database Information

Server and instance name

Database name

Data file

Log file
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Database Server Credentials

[#] Use integrated connedion (Windows cedentials)
Login

Password
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VUEM Administrators

Initial administrator group

Database Security
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Infrastructure service account
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Database Informations Summary

Server and instance name: |

Database name: |

Data file: |

Loq file: |

Initial administrators group: |

Infrastructure service seourity: |

Infrastructure service acoount: |

Database connection: |

S0L user custom password: |

. Crest=Datsbase |

Actions

o Database oeated successfully!
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EJ Database Creation Wizard

Database Informations Summary
Server andinstance name: |
Database name: [~ |
Data file: [ o ——— v —— -
Log file: | S o & o8 o S -|

Initial administrators group: | |

Infrastructure service seaurity: | [ |

Infrastructure service account: | 0 |

Database connection: I--"-’ |

SOL user custom password: I-. |

- Create Database ||
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WEM Database Management Utility

Database Management

ciinx | Workspace
Environment Management
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WEM Infrastructure Service Configuration == -
Configuration Management
Load Configuration || Save Configuration |
5 IE.J

[ Database Settings lm Advanced Setfings | Datsbase Mantenance | Licensing

Database server and instance:
Databasze failover server and instance:

Database name:

3. E'BRIGE EI+ L, %EEF BA Windows IKFIER, AFRET N,
aFE:

RIBEESE 2 FelE WEM BUIRERFRHAVERE, %3 BA Windows KPR 5%
& vuemUser SQL AP kP&,
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Enable Windows account impersonation

Infrastructure service account:

Infrastructure service account password:

Set vuemUser SQL user account password
Password:

Infrastructure service cache refresh delay (min):
[15 |

Enable debug mode
Use cache even if online

Configure analytics:

Infrastructure service SQL state monitor delay (sec):
30 |

Infrastructure service SQL connection timeout (sec):
E |

i) Help improve Workspace Environment Management using Google Analytics.

) Do not help improve Workspace Environment Management using Google Analytics.

4. BARFP%, BEH0ELN, AREHWHEE

Enter the object name to select [zamples):

5. HAEMZBRMARS KA ZE,
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WEM Infrastructure Service Configuration =[x

Configuration Management

i

Load Configuration || Save Configuration

=

Network Settings |ESEEs=skemuan-8 Database Maintenance | Licensing

Enable Windows account impersonation

Infrastructure service account:

| | g Browse-—mg

Infrastructure service account password:

Set vuemlser SQL user account password

Password:

Infrastructure service cache refresh delay (min): Infrastructure service SQL state monitor delay (sec):
|15 | |30 |
Infrastructure service SQL connection timeout (sec):
IUse cache even if online |30 |

Configure analytics:
() Help improve Workspace Environment Management using Google Analytics.

(& Do not help improve Workspace Environment Management using Google Analytics.

6. EF BRREEET.
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WEM Infrastructure Service Configuration = o x|

Configuration Management

&

Load Configuration || Save Configuration

I

atabase Settings | Metwork Settings [ Advanced Settings

Databaze Maintenance | Licensing

Enable Windows account impersonation

Infrastructure service account:

| | - Browse

Infrastructure service account password:

Set vuemUser SQL user account password
Password:

Infrastructure service cache refresh delay (min): Infrastructure service SQL state monitor delay (sec):
| |30 |

Infrastructure service SQL connection timeout (zec):

Use cache even if online |3D |

Configure analytics:
i) Help improve Workspace Environment Management using Google Analytics.

{ Do not help improve Workspace Environment Management using Google Analytics.
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o XTF Citrix FAIIEARS 254, BAFIERSSBITENZTR. TLREHEE IP

Hitik,
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‘ WEM Infrastructure Service Configuration — |l -

Configuration Management

=

Load Configuration || Save Configuration |

G i:._J
Metwork Settings | Advanced Settings | Database Mantenance | Licensing

Global license server override

Citrix License Server name:

Citrix License Server port:

| 27000

8. Bif B

Infrastructure Service Configuration

0 Broker Service wil be restarted to apply setiings. Do you want to proceed?

| Yes i n Mo I

9. X WEM EHitZRMARSZECE SKAERF.

SR 4. REEEEGS

1. 3B17 Citrix Workspace Environment Management Console.exe,
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| M s | Workspace-Environment-Management
Home Share View

&~ v P » This PC » Windows (C:) » Workspace-Environment-Management

~
Name
> 3 Quick access

Agent Group Policies
> SThisPC Configuration Templates
> ¥ Network &+ Citrix Workspace Environment Management Agent
&+ Citrix Workspace Environment Management Console

4 Citrix Workspace Environment Management Infrastructure Services

2. EIFAIIMNETE L, ERRERTIFA SRR

s+ Citrix Workspace Environment Management Console Setup — X

n Citrix Workspace Environment

Management Console
CITRIX LICENSE AGREEMENT

Use of this component is subject to the Citnx license or terms of service covenng the
Citnix product(s) and 'or service(s) with which you will be using thas component. Thus
component is licensed for use only with such Citnx product(s) and or service(s).

CTX_code EP_R_A10352779

Version 2308.1.0.1 [_]1 agree to the license terms and conditions

Install Close
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Citrix Workspace Environment Management

Welcome!

Workspace Environment Management is a lightweight user environment

management solution designed to let you deliver the best possible workspace
experience to users.

{) Disconnected

2. EHEBMRGRSHFEREAR, LERR, ARREER

Pz

o WFEMBRMARSHRZI, BA WEM EMZRMARSSHEITENRIN. T2REERBTK
IP ik,

M Rja:%igﬁﬁdﬁuy ?fi}\ﬁﬁuﬁmﬁ 8284,
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Administration Port

5234 |

Actions

Citrix Workspace Environment Management

| i Cannect 'Q Configuration set| Default Site '| @ Delete ? Backup |
|a Create | % Restore
%1 Disconnect — 5 Refresh
e &) Edit %= Migrate

T

B Action Groups

[ f Group Policy Settings

| Applications

” Welcome!

£ Printers

S Network Drives Workspace Environment Management is a lightweight user environment

- management solution designed to let you deliver the best possible workspace
experience to users.

| Actions 1

| Filters

[ Assignments

[ | system Optimization

[} Policies and Profiles

| security

[L} Active Directory Objects

[ | Transformer Settings

[[ | Advanced Settings

[ | Administration

[L} Monitoring

@ Connected to : localhost € Current access level : Global Full Access .2

4. ERIBREREOS, BAREENRIED, ARREWE.
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onfiguration Set

[ General l

Display

MName

Description

State

Actions

|| QK || || Cancel ||

5. EIEEX b, EEERT, EEHtIBHNEES.

Citrix Workspace Environment Management

About
| B 'e Configuration set| Default Site - @ Dot ? Backup |
- @) Create Default Site ¥ Restore
[ Disconnect Q o | My config set — | (5 Refresh et

S

[E—

B Action Groups

(P

[ f Group Policy Settings

| Applications

Welcome!

Workspace Environment Management is a lightweight user environment
- management solution designed to let you deliver the best possible workspace
experience to users.

[_ﬁ Printers

5S¢ Network Drives

rlasl-Actions |

Filters

Assignments

System Optimization

BEERERE

Policies and Profiles

L

B

Security

Active Directory Objects

Transformer Settings

B BB

Advanced Settings

1
L

Administration

[

[ 7]

Monitoring

P Connected & os ® Current access level : Global

6. FEINRER S, EEHE'T, BHER. EHHFEREREF.
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Citrix Workspace Environment Management

About

(—— - e Configuration set| My config set

a, Create

M
= Disconnect @ Edit

=)

| Actions.
B Action Groups
[_ f Group Policy Settings

I Applications

Welcome!
& Printers
S Network Drives Workspace Environment Management is a lightweight user environment
- management solution designed to let you deliver the best possible workspace
= - experience to users.
Iir ..-_ Actions |
[ | Filters
i Assignments

System Optimization

BB

Policies and Profiles

!

r
L4

Security

i

Active Directory Objects

Transformer Settings

BB

Advanced Settings

I

Administration

Monitoring

€ Current access level : Global Full Access .2

7. EFERRNAR TIE L, ®EFIRE", ARREET—%%
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EH Restore Wizard

Select what to restore

i) Sequrity settings

Actions

Previous Mext | b Cancel

8. T ERIRE NHEL, BFT—%"
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EH Restore Wizard

Restore settings

Welcome to the Settings Restore wizard.

This wizard will guide you through the required steps to restore Citrie Workspace
Environment Management Setiings

Flease dick on next to continue

Actions

Previous I Mext |i i Cancel

9. ERTIE L, BEHHE
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EH Restore Wizard

Source

Restore from folder

I Browse

Setting Type Selection

Select setting types to restore

Actions

p Previous
10. 7R R HFREOR, MR RRINEFIGE X4 (B Workspace Environment
Management 1gfft) , SAEREHE"

Browse For Folder -

I- ). Agent Group Policies
4 |, Configuration Templates
. Default Recommended Settings
. Emvironment Lockdown Sample
. Sample Applications
- Windows
b <3 CD Drive (D) n
I & Libraries
b € Network |
i B Control Panel

| Make New Folder

1. EORTELE, EFRARGGE . “RELEEBRE N RELTLE", AREEH T
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EH Restore Wizard

Source

Restore from folder
\Workspace-Environment-Management-y || Browse

|C:‘|, -

Setting Type Selection

Select setting types to restore

[#] System Opiimization Setiings

fings ¥| Agent Configuration Setfings
[¥] System Monitoring Settings:

Actions

ir Cancel

.,

SE"T, REERILE

.,

P

12. H'RRIGEXIE TIHE, T9ER
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EH Restore Wizard

Restore settings processing

Restore settings

Actions

13. Ao

Confirm Restore Operation

4 I\ All settings in the current configuration set will be replaced. Are you sure you want to proceed?

|‘ Yes 3o Mo ]

14. BHSER
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EH Restore Wizard

Restore settings processing
Processing System Optimization Setings...

Processing Agent Configuration Setiings...

Processing System Monitoring Setiings...

Restore Finished

Restore settings

Actions

SE 6 . RIMNARERENR (A]E)

IEO] LOUERECE A R, WEM RIZIEF S Pig AR EBA RS BENRAIN T RB VB E KL,
1. FtbE WEM ZE TR HRAERA RIS 432 § HIF)RAY WEM 11525,

2. N .admx X5,

a. ¥%| Agent Group Policies > ADMX X143,

b. E#IXFE N (Citrix Workspace Environment Management Agent Host

Configuration.admx 1 CitrixBase.admx) o

c. ¥%| <C:\Windows>\PolicyDefinitions 343, SAGKEMESIE,
3. #N .adml X4,

a. ¥%| Agent Group Policies > ADMX > en-US X3,

b. E#IXFE MM (Citrix Workspace Environment Management Agent Host

Configuration.adml 1 CitrixBase.adml)
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c. ¥%] <c:\Windows>\PolicyDefinitions\en-Us X3, SAGHMESI 1,

4. TEAAKRBRERmREREOR, EITEYNEE > K8 > BEIERR > Citrix A > Workspace
Environment Management > REBEH\EEEB, AENEEMEEHARSSSS.

¢ R E IR YR IE 2R (/en-us/workspace-environment-management/2407/media/wem-group-policy-

man-editor2.png)

5. A EMZEMRSHEEOT, EFBEA", ARTEEIT, BARE T EMMIEMARSHITE
BY 1P 3ttt PAIRE TG NAFHE"

Ao B4R SRAK - BEAHZe#IARSS 25 (len-us/workspace-environment-management/2407/media/wem-

configure-infra-server-group-policy.png)

6. HEMLIEEN, sTHMRTT, SAE#A gpupdate /force o

E 4R %K B& (/en-us/workspace-environment-management/2407/media/wem-update-group-

policy.png)

SR7 . REAE
EERT:
BNEEMEMARSS 4 L& E WEM I,

1. E1ERIHEN _LIB1T Citrix Workspace Environment Management Agent.exe,

WEM ZREFZF X 43 (/en-us/workspace-environment-management/2407/media/wem-installer-

folder.png)
2. EFHARTIRMINRKY, ARRHRE

ZEARIE 01(/en-us/workspace-environment-management/2407/media/wem-installing-the-
agent-01.png)

3. B IE L, BFET—F"%
ZHEIE 02(/en-us/workspace-environment-management/2407/media/wem-installing-the-
agent-02.png)

4. EEMXMHFRNEL, BFTF—%"%
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LZREAIE 03(/en-us/workspace-environment-management/2407/media/wem-installing-the-

agent-03.png)
5. EEPEXRAETE b, RFEHNMERE, AFELET—F, TURAFP, EIFF1ERE,

ﬁ Citrix Workspace Envircnment Management Agent Setup — >
Deployment Type .
Select the applicable type of deployment. n

(") Cloud Service Deployment
Agent will connect to the Citrix Cloud service,

(® On-premises Deployment

Agent will connect to your on-premises infrastructure service,

6. EEMAEMIRSERERE L, EREEEMESHRS, BAEMEMARSSH FQDN 3¢ 1P it
AEREET—F,

p=3_ g

NFRERS RO, FINRON 8286, WFEEFBIERT RO, BAiAIRON 8288, B X
FAER, BEARORER.
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12 Citrix Workspace Environment Management Agent Set... \;‘i-

Infrastructure Service Configuration
Spedfy the infrastructure service to which the agent connects. n

() Skip Configuration
Select this option if you want to configure the setting using Group Policy.

® Configure the Infrastructure Service
Type the FQDM or IP address of the infrastructure service:

10.158.215.14

Agent service port (default 8288): 3286

Cached data synchronization port (default 8258): |8258

| Back ” Mext | | Cancel
7. ERASEBEEL, BET—%,
ﬁ Citrix Workspace Envirenment Management Agent Setup — >
Advanced Settings
Configure advanced settings for the agent. u
Alternative Cache Location (Optional)
Spedfy an alternative location for agent cache:
I Browse

VUEMAppCmd Extra Sync Delay (Optional)

Extra sync delay interval in milliseconds: ID

The input value specifies how long the agent application lzuncher (VUEMAppCmd. exe)
waits before published resources are started,

8. HERLRENH L, BHREK,

9. BHFTERREZERS.
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SR 8 | FREFRMBIZEIEBNEBS

1. \FFaE 2, T WEM SEBEIE, 2 EActive Directory &R, JARETLHRM.

@2 Configuration set

My config set

- [[| System Optimization

- [} Policies and Profiles

) security

— {

ﬂ Transformer Settings

- [} Advanced Settings

- [} Administration

- | Monitoring

2. BEFRAPHAEAFR, BARY, RHRERM, ARELHAE.

Select this object type:

|Uset3 or Groups

From this location:

==

Enter the object names to select [2amples):

3. BEHHEN.
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[ Assignments d
- [ System Optimization i

- [ Policies and Profiles i

L security '
T— |

ﬁ Transformer Settings 1

[ Advanced Settings i

- [} Administration ||| Actions

P — J fporefren | | oaddou }momecti_h Edt | | Deete 4

@ Current access level : Global Full Access _:

4. FEHENETFE, BN OV ARINNER", UHEEENITENANNRELENEE
%
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RFENR

IR

.NET Framework 4.7.1 NES kA, LttHHEZE Workspace Environment Management CEEFRAE
. MIRHEALTE, WEEAEZRHARNENEZRE. B2, RITENETREREZRFoILEL
NERAE, TN, BEBEHENITENTEELENRIBERE, FETREEERKEFEETTH.

.NET Framework 4.8 S{EFhRA, It4AHE Workspace Environment Management 45 AR
5. BIEESIET Web ZEHISFTRER, MIREARTE, WRELTEIHEBENRTE,

Microsoft Visual C++, It4E{4F 2 Workspace Environment Management™ IZFRAER, RN &
KREEE, Microsoft Visual C++ 2015-2019 A B A{TAG R EREBRER BB,

Microsoft Edge WebView2 Runtime R4 98 S EmhRk4s, Ltt4A 42 Workspace Environment
Management IRSIEFTL TR, MIREARTE, WREREBEREHREENEE,

= g

« HBIRAE 2209 RESRAFTFEILAH

o BETHFH LI Microsoft Edge WebView?2 Runtime, EAMEH Internet 1A R,

Microsoft SQL Server 2012 s{EmhRA. Workspace Environment Management £ %t
SQL Server £IEH sysadmin iFIANRF BECIZEHEIRE, HREEXNBIEEEGRIEAIR
WEEFREEAT. TEHEELIEIFEF, Workspace Environment Management 26—
SQL BR%, ARNIEERFMSHRMEIZERS. AN SRS N IR ERNIR/ B AR
MR, SQL Server RHIMKTERARX DK NENBEEFMU, BN, BIBECIZFHARR
Mo

Pz

EARERIE, HNTEINUERESR sysadmin fRSFABHAFKF
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Microsoft Active Directory, Workspace Environment Management EEEX} &8 Active
Directory EFIEBUARIAER, FrefFicErIREHELRAF,

p=—

« WEM N2 BHRRAZFRFEMFRFE Active Directory W RNEIARNEBIEEX R 18
, WRAEREM X RER, HIMNMEEXR.

« WEM BARSZHIMZ B R RMEEX Ro

Citrix License Server 11.14, Workspace Environment Management 2 Citrix ¥ AJiiE,
Citrix ¥FRIIETE Citrix ¥ AIIEARSS 88 L # 1T E IR F &,

Citrix BB BAME®E, thR4<H Workspace Environment Management £ &4 s 3FMRRA B9
Citrix B RS Citrix EEEIEE.

ERF windows B Citrix Workspace™ N ATERF. EEEEIE M Workspace Environment
Management EIEZH| SEERY Citrix StoreFront™ FE[EXRIR, ST EBIEHISHTENMREE
HitEH EREEAT Windows # Citrix Workspace N TEF. ZIFLUTARA :

- EEEZFISHENL

o 3&HBF Windows BY Citrix Receiver R4 : 4.9 LTSR. 4.10. 4.10.1. 4.11 #1 4.12
o 3&MATF Windows Y Citrix Workspace N FAFERF 1808 & E S hRA

o TERIEEAHNL :

o 3&FF Windows HJ Citrix Receiver iR A : 4.4 LTSR CU5. 4.7. 4.9. 49 LTSR CU1 fl
4.10

o 3&AF Windows Y Citrix Workspace N FAFE 1808 & E = hRA

XMFERT Transformer FR2=MITEN, MALEERATERERHEBENEBI MNIIERER
F Windows B Citrix Workspace 12, B X F4ER, 1ESHCitrix Workspace 2R X 14

o

BIERGIWERN
28
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Workspace Environment Management S H X BXAA (N EEFI SR 2 IR ERARA L2
. o REREMNRERATEHAMET B,

B AliZRAARSS
LR HIRIERY: |

« Windows Server 2025 fR R FEEEA DR
« Windows Server 2022 #RAERRFIZIEH Ok
« Windows Server 2019 #RAERRFIZIEH Ok
« Windows Server 2016 #RAERRFIZIEH/OhR
» Windows Server 2012 R2 #RAERRFIEHEH. AR

Pz

Y IRFTEEERERERFRANRS 25t (BRtiZeMARS28) £iB1T Workspace Environment
Management EZEMARS . EAREMBEWIRSZRIIRERS, BEAETIRERANARE
HEN ERZEREMZEMRS, FRERNEMENRSIREFMEEE, AGMF IR EhtZE
MRS 25,

EREHS
LHHIRIERY: -

+ Windows 11, 32 {ifll 64 fi

» Windows 10 kA 1607 RE=hRA, 32 (Il 64 fu
« Windows Server 2025 R AERRFIZIE Ok

« Windows Server 2022 #rAERRFIZIEH Ok

« Windows Server 2019 #RAERRFIZIEH Ok

« Windows Server 2016 #RAERRFIZIE/ORR

« Windows Server 2012 R2 #RAERRFIEGEH/ORR

Web 2§15
TR IERS ¢
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« Windows Server 2025 R AERRFIZIEA/OhR
« Windows Server 2022 #rAERRFIZIE/ORR
« Windows Server 2019 #RAERRFIZIE Ok
« Windows Server 2016 #rAERRFIZIEA Ok
« Windows Server 2012 R2 #RAERRFIEIEH/ORR

RE
SEFHVIRERS ¢
+ Windows 11, 32 {iifll 64 fi
* Windows 10 kA 1607 MEmhRA, 32 firfl 64 fi
* Windows 8.1 L\ hig#l{kkhir, 32 {70 64 fi
* Windows 7 SP1 T liR. AVRRFNFEARAR, 32 Al 64 fi
« Windows ARZ588 2025 AR ERRFIEHE /AR
« Windows Server 2022 Standard #1 Datacenter hixZ<*
« Windows Server 2019 Standard #1 Datacenter hix4<*
« Windows ARZ588 2016 ARAERRFIEIE A Ok
« Windows ARZ588 2012 R2 ARAERRFIEIE A Ok
« Windows Server 2012 R ERRFNEE A/ Ok
« Windows Server 2008 R2 SP1 frAthR. &Mk ARFIEIE A ORR*

* Transformer NEEE Z RIFIRIERA L AT T,

£ WEM 4.4 /1, ZF Windows XP,
AE

72 B8 Microsoft BITHS AT HZEE (DFSS) Y, EZRIFRIERS L5T1TH Citrix

Workspace Environment Management f{I2TC/AIE 83517, B X A2 F DFSS MR, 15
B[F CTX127135
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SQL Server Always On A] FH144H

Workspace Environment Management Z3EF Microsoft SQL Server B Always On BJ 4 (B
AMEER) , UXMBIBESAIAM, Citrix® EfEMA Microsoft SQL Server 2017 X th## 1T 7
1o

Always-On B] AR IFEIEETE T SQL Server BUBEA S & £ B FERY B o I TEERETS, M

kAR Workspace Environment Management 444532FHA T E, Always-On 7] FIELHINAEE R

SQL Server 32 7E Windows Server B, #ZEfE (WSFC) T b, BXIFMER, FEH
<https://docs.microsoft.com/zh-cn/sql/database-engine/availability-groups/

windows/always-on-availability-groups-sql-server?view=sql-server-veri5> ,
¥ Workspace Environment Management (WEM) 5 Always On R AL S EA ¢
1. 77 WEM BUEREEERSLRER, AEEIE WEM BUERE,

o HAFRIEFEIEE vuemUser SQL AP P BES £, 4 vuemUser SQL FBFIKFSBARR
W FEUEERINR e AMAR, KIRHEIZD,

o XMFIRSZBI/MLFIBI, BAFE SQL Server B9
AR
WEM BUEZEREE SQL Server EBIJER,

2. ¥ 3|FE SQL Server, ARRMIECIER WEM HIEE,

- BRENBIBERMBITRMYA > SREEE TIE LEF WEM BUERE, BARAER (E
TR 1 REENEE) . Ak, BFABRGEDIIPENNZEAKE, BARN, ARSE
e RIFT

o NEIEEEMEF TR KE RN,
3. £ SQL Server L, f WEM BUEENMNBIFT AR, AREKERAIEADITER.

4. WFFE Always On HA A RY5EED SQL 32/l L83 vuemUser R %, BXFER, 55
i) 7ESLf 2 EfE RS RSB FZED - SQL Server,

5. $%3] WEM BEREMARSS 1B, PARHTH WEM BRl4SHfRSSECB S B2

- BUERERRSSBRMELA, AR BMEAITERETT.
- BUERFRERBIRS BNER, BZE,
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- BUBRESRT. RABIEENSGT.

BEMF S IRFAF

ERIZEMARS 4 1 vCPU. 8 GB RAM. 80 GB FIFB4ERZEEl, B X EMZEMARS BIARF A /)GE
BEEU, BERHMENIENRIERE,

EEISE | RENZLIESE, 2 GB RAM, 40 MB B BRiAEZEE] (Z23EHAE) 100 MB)

R . T RAM JEREN 10 MB, BEAZEIEH, EBINIEMH 20 MB, 40 MB AJARLEZEE] (R
18]9 100 MB) .

BUREEE : Workspace Environment Management #3iEEZE V' EE 75 MB 7] BREEE ZE(E),

AR S5 K BT

Netlogon, 1{IEARE (“Norskale Agent Host service”) B75I0%] Net Logon fk#ims&«, UMERE
HITERZ AR EBRSE EEE T,

=
BhfmEHERRIN
ZANB R T, Workspace Environment Management XEEF B AHZEMIRSZS RERIU T X3 ¢
- XI2

C:\Program Files (x86)\Citrix\Workspace Environment Management Agent ({E
64 1R (FRE L)

C:\Program Files\Citrix\Workspace Environment Management Agent (£ 32 fii%

ERgt L)
« BRhZRMARSS

C:\Program Files (x86)\Citrix\Workspace Environment Management

Infrastructure Services

RS RIBRIERERARS B Citrix RS A R FEIA . MRTAN Citrix RS
SRR, MBSTHRU T

TEERIRMIAR S R e

« WEM EHIZHEARSS . exe

- WEM EHtighARSECE L AIZRF.exe
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« WEM Ei&iEEEIESLRIZER . exe

EREBERIEN RS
- RIERAEMETER exe
e AgentCacheUtility.exe
e AgentGroupPolicyUtility.exe
e AppsMgmtUtil.exe
e Citrix.Wem.Agent.Service.exe
e Citrix.Wem.Agent.LogonService.exe
¢ PrnsMgmtUtil.exe
* VUEMAppCmd.exe
* VUEMAppCmdDbg.exe
* VUEMAppHide.exe
*» VUEMCmdAgent.exe
* VUEMMaintMsg.exe
* VUEMRSAV.exe

* VUEMUIAgent.exe
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TERMECE

TREABLENUATANSG :

« BRhZRMARSS
- BEEZFE
« Web Z#la

- 32

EhlZRHIARSS

E— Windows EHitiZe¥gAR5 : Citrix WEM Infrastructure Service(NT SERVICE\\Citrix WEM
Infrastructure Service)o ©&IE Workspace Environment Management (WEM) EZEHIARSS . MK

P @ LocalSystem /& a7 EMZEMIRS IR MRS 2 L BB A AR ANIEERFKF,
RIEEMEEIARS
BERTN:

o« BRZRMARS TIEREEIHIEHISR L. Kerberos SRR E IEEAZEMARSELLS
FEHIE1To

o BNIERET Delivery Controller™ BIARSS 88 E R ERMZEHIARSS .

ERBURISREA

« BRINBERT, BHZRGIRSSMUKE WEM FEHRIERMNESR D HEEE, Fi@d HTTPS iz
B EL & %F| Google Analytics fRZZ 25, D HTBUBWERTS Citrix FRFAZRE,

o RRNFREMEWIRSE, FRIABRHIERSE, BERFRE, 15 WEM EAhZRARSS
FEEMIEEN BRIRE ET £, EZF FER Google Analytics #BIZ# Workspace
Environment Management™ "%,
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B RENMBEWARS, BEEMEMARSS 28 L5517 Citrix Workspace Environment
Management Infrastructure Services.exe, PowerShell SDK HEIRERIINZE, BINBERT,
HM MRS ZERILU T XM ¢ c:\Program Files (x86)\Citrix\Workspace
Environment Management Infrastructure Services . B % SDK X#4, &£ Citrix 7
ENRHE,

RE ORI T R AR EM B WARS . Fa0 -
« .\Citrix Workspace Environment Management Ehitii&fE55.exe /quiet

BrokerLocation="C:\test\Infrastructure Services" /log "C:\test\test.log"

e /quiet BrokerLocation="C:\test\Infrastructure Services" /log "C:

\test\test.log"

/quiet o RIERAIET.
/log o RINBEXMHAIE,

BrokerLocation . FRNEMZIMIIRS L EEREE,
LIRSS (5T
=

« REABE—MPREREIZEZS MRS EERIT (SPN). HIZRBIFRE Bk SS &R N
ERBERRIARS K ST,

- HIEfER ANTE i, PRrEELMILEARSS SEOIERUERERBARS KA B ARHTZEN
foiE,

» Windows B3IIiE E—M A TEA AD Y SQL LA E SR A E, B—FERE
A SOL kP,

TREFTRE, NEMIZHERS6IZE SPN. £ WEM A, IR, Ei&HEARSS FifiZsas
Z BIRNIEZFIEEEE Kerberos #ITRAIIE, Kerberos EAIIEFER SPN #ARS LA 5
RSB RIKF X BGER, W IEEMISHEARS EAIMERIKF HUEME SPN BtKkF 2 ElECE
tb*%. Eitt, ATHE Kerberos BBIIFER, EFERAESEHENGSEE WEM
SPN, HHS5EH AD #KF X BX !

o INRIERMER Windows BRIIES T, BEANUTES !
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o setspn -C -S Norskale/BrokerService [hostname]

Hrf hostname EEAMISHARS25HGTT.
« ANRIEER Windows B IIEH AFHFE (FE Windows BR1IE) , BERUTHS

o setspn -U -S Norskale/BrokerService [accountname]
He accountname ZFTF Windows B2 IRIEAIARSSHK P BIZFR.

SPN X9 K/NE,

PIEERARSS K

EBI 9 WEM SKREZEEE ARSI, (QMSA) BRR A ZR, @id gMSA BERAZE, mI9%H gMSA
FHREBEIRSS, HEBEEER Windows 22, BXER, 5% <https://

docs.microsoft.com/zh-cn/windows-server/security/group-managed-service-accounts/
group-managed-service-accounts-overview> o 3 gMSA B{EARS EFBT, Windows 121ERS

REEKAENL, MARKHMEERRER, XFEMERT EUEERIKFELN, FEERNE
B HEAR S ECEAY Windows ik AR $511% B B R .

7 WEM £ gMSA fRAZE, IFRBUT S RIRE !
1. MMRZEBIE gMSA, BHITIUTIRE :
a. ERALUTRYF Citrix WEM SPN Stk 455E -
* setspn -C -S Norskale/BrokerService [gMSA]$
Hrh gMsA 2 gMSA ik B9 o
b. EAMNTGSNAEX ITENRMBIKSF

* Set-ADServiceAccount -Identity [gMSA]

-PrincipalsAllowedToRetrieveManagedPassword [hostname]
Hrh BEAMZRMIARSS 8R4

2. WIRIEZE gMSA, BERFIRENHERIZE, SIE—, ABEN Citrix WEM SPN 5EE48E, £
UTaHs:

* New-ADServiceAccount [gMSA] -DNSHostName [hostname 1]
-PrincipalsAllowedToRetrieveManagedPassword [hostnhame 2], [hostname 3]
-KerberosEncryptionType RC4, AES128, AES256 -ServicePrincipalNames

Norskale/BrokerService
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Hrh Z DNS RS 2095 5.
Hroh | EEMZEMARS I

BFOE gMSAMEZER, 155078 <https://docs.microsoft.com/zh-cn/windows-
server/security/group-managed-service-accounts/getting-started-with-group-

managed-service-accounts> .
3. FHEE gMSA.
a. B AP LG E3ERE,
i. 73X SQL Server £, SiiF| Security > Logins, A% & Logins, SAEI%ERE New
Login,
i. 7£ Login - New window #, i Search,
iii. 7£ Select User or Group O, HUMTAHREBIRE, AFETE OKBEHEN.

o WRFER, (UREF RSKP
- IiB, % FEERSKP,.
- WREH. BALESE 1 REIEHIKF BT,
iv. 7 User Mapping TUE L, EBRENA gMSA BIEEEE, A/51%1F db-owner {ERiZEK
BENABRRSM.
v. ERETIE L, RIS EEEZFRFNERIED,
vi. REWERHER - FEED,

b. ERAEARMBYARS K B Citrix WEM EREZEHMARSS

i FEEBVEMZRMARSS SR L, T Windows ARS5EIERS, AERT Citrix WEM ERZRH
ARs3, AREERME.

i. FERTEL, ERIKF, RHENE, AERRSRE 3NETFIBHREER
B

iii. EAHMEIR L Citrix WEM EZEMIRSBEE .
iv. 7£ Windows fRS3EI22:H, EFZEH Citrix WEM EREZEHIARSS .

=3 g

HE, EILEA WEM GUI EEKF. 15E8REIE WEM BuEEMAEEMZRMWAR

o
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B A HTE
/7 g

R Citrix ADC # 1T EH T —>OFMAN B 7 A{RIAZE Citrix ADC &EUAFERE WEM B
BRI B WEM LIEEREAIE R,

EEANETFEIRSEE WEM, IBHRITUUTRE !

1. 79 WEM ERHZRMARSS 812 — Windows ERIZEMIARSS K, , MUEEES] WEM #iERE,

2. B WEM FBEERY, #%EZE6EA Windows B4 EIE#TEMEMIRSBIBREEEETHIEEE
BHZRHIBRSSHK P %5, B X IFMELR, BEBREIE Workspace Environment Management £1E
PEo

3. MENEMZEMIRSEE AFER Windows SMIIEMAE SQL HAIEIEES] SQL #UERE !
EE B A Windows I #ERUETI R HEMZBEMRS KA FiE. EXFEHAER, BERLEER
BHZRHIARSS

4. ECiE WEM EhEZHARSSBY SPN LUEREMZEMARS K, 25, BXIFAER, BEHEIER
SRR

=

EEBE WEM IR, REREARSIKFAEZITENKA . WEM HREERE, &
ETRER, B0, MREFEERITHENKF ERENE AERKETAHTE, WAk
R EAKA MAZARS K

5. BIZ—TEEH IP ik (VIP), ZMIEREEHFLET VIP GENEMENRSSHHE, SNEE
2| VIP BY, VIP EHERIFAEEAIRMARSS S E T & &

6. FCEREEANEE GPO B, FrEMZEMIRSZIHREIRN VIP, MARERMBENEMMISMARSS 2
putst, B XIFAER, BERLEMEENE,

7. BB o SEMRORS ZENEREFTERETAL. (RESEMZEMRS 2 ENRIERFA
MARYEN, ) HINEWERE N EEEH oERERDBMRORSRSEE, MAZER
VIP,
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B TEXHIREERBUERE

R’ -

1ZEPILUEER WEM PowerShell SDK #RIRGIZ#IERE, B X SDK X134, 1FEIf Citrix
Developer Documentation,

p=3 g

o WIRIRIETES SQL Server £/ Windows BEAIIE, 1BEEER sysadmin SRR E A TS
TEUEERIZELARER.

« Citrix 2R WEM BHEERNEXH (mdf X#F) BCENRIAK/] 50 MBo

£/ WEM BB ERSIAEFCIERIERE, tLRREFERMRARSTEIREPRE, H
FEIIRNE R,

. WMRBIEEBIELBERERITH, BN FriE g% Citrix>Workspace Environment
Management>WEM Database Management Utility”,
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WEM Database Management Utiity

Database Management

£l

Create Upgrade
Database Database

Latabase Lreauon o pdate

cifnx | Workspace
Environment Management

2. BB BEERE", ARRT TP
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ES patabase Creation Wizard

Database Information

Server and instance name

Database name

Data file

Loq file

Actions

- Previous || Mext

3. BAUTEIEERER, ARBEHT—%":

o IRSZB/AMLHETFR. FTTEEHIEER SQL Server ik, a5 NERZEHIIRSS 2R FEA
Hit e —5, MRSH[BNLOBIHRANTEN R, T2RESHRD P ik, F57E8
SoithitFEE A serveraddress,portllinstancename, HIRKIEEHRO, MEERZIA SQL
1% O5 (1433)0

o BUBEERTR. E6IEM SQL BIEER%T.

AR
BIRELHPARRIFERETR (1) MRMT () ERFHEF -

o BUBESIH : SQL Server + .mdf XA BRI,
o BENXM : SQL Server L .Idf XHEAIBRIBRE,

Pz
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BUREEIESRIEF T A8 SOQL Server LUREREUEF B ESEMEGIAMIE. EI1ZRIA
79 MS SQL Server BINZENHKINME, BRERXFNFERPHERTFE MS SQL
Server TEZIFAR, SNHIEERIZEIZERFEKMK,

EH patabase Creation Wizard

Database Server Credentials
|Ise integrated connection (Windows credentials)
Login
Password
Actions
|| Previous || |i

4. REMSAUATIRBIEFENEERFRSRIE, ARRET—F, XEFERT TFEMEMR
SHERIEELZERATERIBEENERE. ENFaRFE.

ERAKRMERETRAL T ERRT. ERFASERETITEME Windows Bk ERES] SQL
HEVEBIERE. fNRLIt Windows KRB BENIRESIEEIERE, ERIUUERBBNRH
Windows K FSE1TEIEFEEESARER, SEBRILETHZHER BRI SQL KF,
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EH patahase Creation Wizard

YUEM Administrators

Initial administrator group

| DGXGRIDamain Admins | | """"" Select i

Database Securiby

[F] Use Windows authentication For infrastructure service database connection

Infrastruckure service accounk

| Seleck

[7] Set vuemlser SCL user account passward

Passwiord

| Display password

Ackions

|| Previous !l || Mexk !| || Cancel !|

5. A VUEM EESNBEEZ2FAER, ARRET—Y. EELMRENEENBEMLS
MRS TERIEECIR G R TEEEEIEE, e FHEERIEES.

- PIREERA, AP AMRENEEZEFIENTSIFRNEER, RBEEN Workspace
Environment Management BEI2GMAF F A FFEHAEEESS. BEE—TERNAF4A,
BNEREEBITERBERER S,

o« WERERARSBIEEEREMER Windows BRIE, HILIATHIER (BHA) B, BIEE
HAL BB 4EMIBR S5 2 A vuemUser SQL FEFPIKFIEIER]E, vuemUser SQL AFRIKF AR &R
HERIE, XERA SQL LAIEARERIAF ML,

ERIIET S, HIEEREEMEIRSER Windows IKFPIEERIE, EXMERT, FiEF
BY Windows 1P RS E1E SQL 26 EIRBEER %, #AER, EREFERSEBIEEHRERN
Windows P 3s1T RS AR SS

EERE gMSA, BIRIRER AD AP RIEES BIR(E,

* i%iE vuemUser SQL AP KPP &8, FIABERT, vuemUser SQL kP &2 EIE—1 8 NF
ANEE, EPEsXONEFHE. HFMRRFTS. NREEREA R S8 vuemUser SQL 1tk
P& (a0, WRE SQL RRFEE § 2ED) , IFIRFLE,
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BERER:

« TNRIBFTHEE SQL Server Always On B A4 2HAEFZE Workspace Environment
Management &%, MHAIIEE vuemUser SQL B P K 7 253,

« NREFULMGERD, BFISEEEEEEMIEREIRSIEERRNERE.

6. ERMBERT, ERELERNIRE, HRERLIBBEERE.
7. HIERRBIEECIZ M INTT R BB, BESEMRLORHES.

NRELIRECIEIERRLESEIR, BFREEMEMIRS TR BRI BE T Citrix WEM
Database Management Utility Debug Log.log”

EoE B AR IR SS
B -

1852 7] LUfEA Workspace Environment Management PowerShell SDK &3k g & B At ZE AR
%o B X SDK X4, JFEEFECitrix FF AR A RN,

EEMIRARS T A, ERAERWEM EitEMARSEICE S A&7 E, T

puIS
1. MFFRA E hixRCitrix>Workspace Environment Management>WEM Bt ZE¥ RS A ESC
BER.
2. ERIEFFISEETFPRRAUTFARGR !
o BUBRREARSZS MM, £ Workspace Environment Management #(#EZRY SQL Server 52

B9, LS NER R ARS SR RA NI T2 —5, HEELAIMUTETE
79“serveraddress,port\\instancename”, #ARKIEEwmA, MIEMREIA SQL S (1433).

- BUEESERBRSENLA, NREETERBIERFSRS, BELMEERERBRS S
ik,

« BUEREATR. SQL 32k Workspace Environment Management £3&ZBI5a#5.
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WEM Infrastructure Service Configuration

Configuration Management

Li I E

Load Configuration || Save Configuration

L E]

I Diatabase Settings ] Metwork Settings | Advanced Settings | Database Maintenance

Database server and instance:

Database fallover server and instance:

Database name:

3. FEMIGEBIET -+ PR AEMBREIRSERRO

EERO. i EESEES SEEREMEMRS,
RERSEHO. i OREEIEREDBEREMRS.
FEESHO. WEORKCERS B FYEEF5EMEMRSES.
WEM 5#5%0.
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WEM Infrastructure Service Configuration

Configuration Management

B

Save Configuration

L

Load Configuration

P

Ta

| Network settings |ERENE A

Database Settings

Administration port:
3234

Agent service port:

82306

WEM maonitoring port:
8287

Cached data synchronization port:
8288

4. ERERKEXTFH, WARLANBERIFIRE,

« B Windows IFIRElL, FINERT, ETLTFREARS, BiZRMRSERESER
SMIDEREBIERE (ERBUERELIZHRIECIERN SQL tKF vuemUser) o MNRIETTHIE
FEIEHAIENER T Windows ERZEMARSS K, AUk IETHF 5 E BRI Windows
Bk, LAMERBZRAGARSS TEERHRIEH TR, fEERRIKF MU EMZR AR S5 88 LRI
HWEE S,

EEEE gMSA, 1BRIRIERE AD B HIEES Big(E,

- & vuemUser SQL FAFIKF IS, A IFEEMEM MRS ERIEEIEEEN
vuemUser SQL FAFECBM B E N B, XY EEIBECRIRERMET B 2NERN T E
RIS,

- EMFEMRSEFRIFEER, EMEMRSEIFEEZE CANE (U AEA) . R
BhbZRMIARSS TAEREE SOL, NIERETR.
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- EMZEMARSS SQL REEMEER, EZRMARSERZ111H SOL ARS8 BIRIAE] (X
MWREBAL) .

- ERIZEMARSS SQL EHEN, EMEMRSZERIRE SOL iR R EILERISFITFRI &)
(AR REM) , B ERRIEZHFF IR,

- BRAREKRN. NREA, BiZRMRSHFKENFARTIEREI.

- MfERELSBERET. WREA, EMRNRSRANEEEFFIREULRIZE,

- BRAMEMRL. DITETEERAEREBIRERNE (BUAN 200) NZRFMICIERE.
Ite, RIEEEEG OERD 2RSS PRI B B,

o TEGENS/NEE, BEELEMRRIENTIEEENR/NEE., BIEERERIRE
79 30-3000 SEEIAMIE, BIBEZENRIBRERTZE. RNERT, TEZRENR/N
#B 7 200,

o B9 110 ZENR/INEE. EELEHRFEZNRS 110 ZIENRINEE. F7F 10
ZAZHOIZE R 30-3000 SEEINME, RIBEENREBERERTEIZE. RABERT, RS
110 A2/ N EB /3 200,

BERTR

SRES BRI S e gk th S B EMARS T EREEY, thTheealBE A,

AR

FERHIERUA RIS B FEELECBMERNE Az, HERET ERMRENR
L"FERPISENE, EXIFHER, B81% <https://docs.microsoft.com/zh-cn/
dotnet/api/system.threading.threadpool.setminthreads?

view=netframework-4.8> # <https://support.microsoft.com/en-sg/help/

2538826/wcf-service-may-scale-up-slowly-under-load> o

- {#F Google Analytics #Bh&# Workspace Environment Management, #15R%EH 1%
I, BEMEHRRSSFNERDITEIELZIXE) Google Analytics ARSS 28

« RMEH Google Analytics FEBIZ#H Workspace Environment Management, 1Rkt
I, BEMEMRSANERDEIE%LIXE] Google Analytics ARSS 28,

=
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M 2212 FF4A, Workspace Environment Management BBt & B R MIARSS BT BANFR
XI5 E BRI, WRITBEVAITIERUNXIE, MEFEE—MED. NRITE
AIFRUNXE, MIEFEZNMED, ITHGER TR,

WEM Infrastructure Service Configuration

Configuration Management

L

Load Configuration || Save Configuration

Enable Windows account impersonation

Infrastructure service acoount: Infrastructure service account password:

| | || Browse || |oooooooooooo

[7] Set vuemUser SQL user account password:

Infrastructure service cache refresh delay {min): Infrastructure service SQL state monitor delay (sec):
15 | |20 |
Enable debug mode Infrastructure service SQL connection timeout {sec):
[7] Use cache even if anline |3IJ |

[7] Enable performance tuning

Configure analytics:

(@ Help improve Workspace Environment Management using Google Analytics.

(™) Do not help improve Workspace Environment Management using Google Analytics.

5. (KATLAfE AR BUR R4 e TR B B IR B 45 1P

- BRAMRINERESP. WREA, iRERTEHMNSIEEFRIRIBOSITHERIER.
- FIHERRER. BEAFMNAESITEENERENE. FRIMER 365 Ko

- RAEERBH, BERAMCSIHERNRENE. BIAMEN 90 XK.

- REERER, M REIMBESERIEFERRENRE. FIAMEN 1 X

« BITHIE]L. FATERITEIEELEIFIRIERIETE, RAIAEDY 02:00,

"R
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FARIESSE, BfTENERBITRIRVEIREELER, LUBNEHREEAR/NFRIRIEMRE,
NRED WEM ERE SN EMEWIRSS, WNA—TEMEMIRSERE.

WEM Infrastructure Service Configuration

Configuration Management

|ﬁave Configuration

T

L)

Load Configuration

]

Advanced Settings l Database Maintenance l

Database Settings

MNetwork Settings

[~ Enable scheduled database maintenance

6. R LOUEEERIFRNAN-FEEMIE MRS ECBHRIEHETE Citrix FAIIEARSS 88 WMREFXIF
i, UETBEEHEEEEDFR Workspace Environment Management B3EER, fSNA7E
TR SN X A X FIEME A Citrix FlEARS 23 & B, EXFIE R T, Citrix o]
IEARSS 2818 B & F AT BUR E P RIMEEIE,

- 2RFANIRSHEBES. EALETAI A Workspace Environment Management /B
Citrix ¥ A IEARSS 288954 T, IEIE LA BEARYE 2 IFE = Workspace Environment
Management #3EEFREBBIEA Citrix FRHERS 2R 1E Ro
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WEM Infrastructure Service Configuration

Configuration Management
Load Configuration || Save Configuration

'y fa

| Nebiork Seffings | Advanced Setbings | Database Manienance |[JESI]

Global license server override

Citrix License Server name:

Citrix License Server port:

27000 |

I —]
EERBHRBEIHESE, 2ERERENREXERE, RERLESHRSRERR

|

== i

=>H

SEEHS

REREEZHNS
p=3_ 3
WNRIEFTE NEIBIEF SN Citrix StoreFront FE[EH A RHIZ R EC A Workspace
Environment Management FEINV ARRFRIES TN, IFHARTEEERZEG STENMACEEN T

B LEZRETIERT Windows B Citrix Workspace NAIEF. B XFMER, BEHRAE
Ko
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EIEMEIR R EH BB HiB1T Citrix Workspace Environment Management

Console.exe,

BRI LOE R R TR AR SS . #140

 \Citrix TEXIFEEIE #2245 .exe /quiet ConsoleLocation="C:\test\Administration
Console" /log "C:\test\test.log"

* /quiet ConsoleLocation="C:\test\Administration Console" /log "C:

\test\test.log"

o /quiet o RINFFRAEIV
o /log o ﬁﬁﬁf*&ﬁ#fﬁ%o

o ConsoleLocation . FBIEIEH|IGHRERE,

SIEEMEHARSS ARG

T FFA R E D, %R Citrix®>Workspace Environment Management™>WEM Administration
Console’, ZFRIANBERT, BIEESIS UM ERKRSE,

EIREX R, Bl EE LT R RS AR SS AR B o

B3 rew Infrastructure Server Connection

Infrastructure Server Information

Infrastructure server name

Adminiskration Park

G284

Actions

Conneck Zancel

WAMNTE, ARREER

Hh4E RS 284F5. Workspace Environment Management EAEEMARSEZ 284 TF. EHRASIE
EERZEH SIMERRANGIT RS —

B0, EEEHoEEE B RMARSBE .

BROERRFBIEEN, ERBIUTHER, ANFEREEEERRIFAIERN Citrix YA IEARS 25 -
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License server configuration reqguired

h A walid license server with appropriate licenses needs to be configured befare you can start using Citrix Worskpace Environment Management

{68 ARV ATIEAR 55 A5 B B BB RF

BEEATANERSHFEBRIERE, BEEEEF X FRE X T, AREH EEITAIERSS
B HBALZY Citrix FANERRS 2IFME R, Citrix FaIEARS St A M BIRESI S IF E R
, FESRANARTE

ER Configure Lice

License server information

Citrix License Server name

Citriz License Server pork

27000

Actions

SAREAMLE

Workspace Environment Management ‘@& XML X1, 7] LUFE XL 4T E Workspace
Environment Management #3EE, FHEHAFEA, IBEFEIRIIE. XML XHAIF Workspace
Environment Management &3 2% @Y “Configuration Templates”X 43,

BSARRAMZEXH, BEERNERPREEER

Citrix Workspace Environment Management =-|0 X
| }
\g/ Home About
2 connect @ Configuration set| Default Site - & oot £ Bacup
@&l Create
e Disconnect @ it [} Refresh | ¥ Restore

T RRERRATH, EFRE, AREHT—T
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[ Restore Wizard x

Select what to restore

() Security settings

TRRAESH, ERISREAMIGE G Configuration Templates”X 4%, SAEERFIEIER
BIE,

Web Z5#15

BH—" Windows EAtZEHIARSS : Citrix WEM Public API Service (NT SERVICE\\Citrix WEM
Public API Service). Bieft HTTPS BRS5, LLZ#F Workspace Environment Management (WEM)
Web #H6H 5 WEM ERiZEMARSEE. 1P | —MEENFAFIKF, ZiKFES WEM £/
ZRIHANER, FEEBTFEIT Web ZEHIGIRSH Web Z£5I5RSB[ EMNEERAFP A, HITEN
¥ Web #5158 RS ZEMEEIT WEM ERIZEMARS AT EN L

R Web 55 RS
BERdE Web ZHI588RSS, 1E51T Citrix Workspace Environment Management Web
Console.exe, RINERT, BEMZEHIRSZET)UTXMHFEE : c:\\Program Files (x86)\

\Citrix\\Workspace Environment Management Web Console o,
ERIMERUTEHBEXTE !

ApiLocation : &% Web #ZHI&RSHE R,

ER] USRI R R A R B SRMARSS. HIa0

o \BARTEXIFIREIE MLLIEHIS . exe /quiet ApiLocation="C:\WEM\webconsole"

e .\setup.exe /quiet ApiLocation="path:\to\install" /log="path:\to\log"

o

setup.exe, FLITFEGFHBIRANLEEZFHNAM.
o /quiet . RNAEREIEPARETAFRE,
o /log o *EH_TEEK1¢TTLEO

o ApiLocation="path:\to\install" ., }IEEZZE Web ZEH|SRSBEIMIE,
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Web #ZHSEE

B TE R RERFEPRUT TERE Web 55, WEM Web Console Configuration.exe
SR
Itk Web #HI S kA S WEM 2303 REERAIE RS

FFETF 2303 BIERE, FESTFLT] 2303, AEECE Web ZHl5,

ECEBHERD Web #5l5
EREHERH Web 518, BRRUTSE.

1. 25 Web 25|85 XHFFHHE) WEM web Console Configuration.exe T B, AFEREEITF—

B Citrix Workspace Emvironment Management Web Console Setup - *

Citrix Workspace Environment Management web console setup

The web console provides a medemized management expenence with a native web mterface thalis generally more
responsivi than thi legacy console (Windows-based console)

This ool guides you through deploying the web consobe 5o thal you can use itlo pedom yow configuration and deployment
management tasks

To continue, click Next

Note: If you already have the console set up and need to configure cedificate only, you can skip to

I Mext | Cancel
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2. EIEE N W SE R R 2 pvm O REEEZEH SR 0. AIARE A 443,
E B IRMAR S5 5 B REC B AR SRR SS
o WFEMEMARS RN, BEA WEM BiZEARSS TR AT, TE2REZHE IP

Hodik,
o WFEEIRO, BHEA Web 125 515 HF EMZEMARSZSNIEO, EARON 8284,

= Citrix Workspace Environment Management Web Console Setup - >
Console port
Specify a port for the browser to connect to the console with.
Port
443
Infrastructure service
Infrastructure server name Administration port
Enter server name | |8284
Service impersonation
Specify the account for the console service to run under for improved security.
Create new
Username
|Exam|:|e: domainiusername | Browse
Password
|Ente|‘ password |
Data folder
Specify a folderto store data-related items such as databases, cerificates, and configuration files.
Data folder path
|| Browse
Enable console logging
Back Start service Cancel

4. H Web ZEH S RSELFTERF URS L LM, FRRERSRE . ErI U2 AP sk
EFOERAF.

o SIEFAFAHEERNE WEM 2822 B RNEEER A,
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Create new account - O
Service impersonation Domain
Specify the accountfor the console service to run under for improved security. YSIE COM) -
Username
Username Set user name
Example: domainiusername | Browse
Password Password
|Emer password | Set password
Add userto WEM Global Full Access administrator group
Data folder
; . Enter group name Browse
Specify a folder to store data-related items such as databases. cerificates, and configu
Data folder path
|Emer or browse to path Browse
Create Cancel
Enable console logging
[ N, N m = S
- M WEM £2B7Z2£hRNREEERAFEFINERF.
Service impersonation
Select User
Specify the account for the console service to run under for improved security.
Select this object type:
Create new |U5er | Eoerghnes
From this location:
Username |yante5t.ccm | Locations...
Example: domain\username | | Browse | Eeee e ke (e
Password | Check Names
| Enter password |
Advanced... oK Cancel

5. WIEE — I XHRRAZHIEEMEEXAHFEIEE XD, NmicERHEX 4.

Data folder

Data folder path

Specify a folder to store data-related items such as databases,

cerificates, and configuration files.

|Ente|‘ or browse to path |

| Browse |

6. BHERIARS.
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B Citrix Workspace Environment Management Web Console Setup — x

@ Service started successfully. This is the URL to access the web console: hitps-//localhost. Tosign in. use your credentials.

To secure your connections to the console, configure a cerificate.

Configure certificate Finish

7. Web ZH SRS MINEMG, RHEEEBUEEILS. BRMAERUEREIER.

- EEAIERXH, BRENR.
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B Citrix Workspace Environment Management Web Console Setup - X

Configure certificate
® Use a certificate file

(O Selectfrom the certificate store

Certificate

Specify an existing certificate file or create a self-signed cerificate.

File path

| Enter or browse to path | | Browse

Certificate password

|Enter password |

Note: To preventunauthorized access to the certificate file, handle it properly after you complete the setup process.

Bind certificate to port

443

- ZEEBERIED, BROIEBEERIER.
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Create self-signed certificate — O >

Domain to issue cerificate to

Enter domain name | a

Cerificate friendly name (optional)

WEM APl 551 Certificate

Certificate password

|Eet password

Validity period

4k

1 fear w

Save cerificate file to

Enter or browse to path Browse

Create Cancel

- BiigEIE.
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E= Citrix Workspace Environment Management Web Conscle Setup — X

Configure certificate
® Use a certificate file

O Selectfrom the cerificate store

Certificate

Specify an existing certificate file or create a self-signed cerificate.

File path
|C:1User3mdm inistrater\Desktop'WebConole ocnpremise TF"LCertiﬁc| | Browse |

Certificate password

|Ente|' password |

MNote: To prevent unauthorized access to the certificate file, handle it properly after you complete the setup process.

Bind certificate to port

443

| Setup certificate | Cancel

- RINECEIERE, SEHEFEM.
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B2 Citrix Workspace Environment Management Web Console Setup

Configure certificate
® Use a cerificate file

O Selectfrom the certificate store

Certificate

Specify an existing certificate file or create a self-signed cerificate.

File path

|C:1Userslﬂ«:| ministrator\DesktopWebConcle cnpremise TF'ICertiﬁcl Browse

Certificate password

MNote: To prevent unauthorized access to the cerificate file, handle it properly after you complete the setup process.

Bind certificate to port

443

@ Ceriificate configured successfully. When accessing the console on a machine, for secure access, make sure that
the certificate is present on the machine.

To access the web console using your desired URL. configure your DNS settings to point your specified domain to the
correct P address.

Finish

« BEMEBFERIES, BERFRFIIER.
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Configure certificate

O Use a certificate file Windows Security %

® Selectfrom the certificate store SEIECt certlflcate

Cerificate WEM API 55L Certificate

Issuer: *.wem.com
Valid From: 5/8/2023 to 5/8/2123

Click here to view certificate properties

Bind certificate to port
P More choices

443

WEM API SSL Certificate
Issuer: *.wem.com

Valid From: 5/8/2023 to 5/8/2123

WEM API S5L Certificate
Issuer: yantest
Valid From: 5/6/2023 to 5/6/2123

WEM API 55L Certificate
Issuer: yanwang.wem.com
Walid From: 5/6/2023 to 5/6/2123

WEM API S5L Certificate
Issuer: yanwang WEM.com
Valid From: 5/8/2023 to 5/8/2024

OK Cancel

- B gEIER.
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B2 Citrix Workspace Environment Management Web Console Setup

Configure certificate

O Use a certificate file

® Selectfrom the certificate store

Certificate

Browse Selected: *wem.com

Bind certificate to port

443

Setup certificate Cancel

° E‘ZIHEEIEEE:FBE; $$ ;T-'Gﬁﬁo
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E= Citrix Workspace Environment Management Web Consale Setup

Configure certificate

O Use a cerificate file

® Selectfrom the certificate store

Certificate

Browse Selected: " wem.com

Bind certificate to port

443

@ Cerificate configured successfully. When accessing the console on a machine, for secure access, make sure that
the certificate is present on the machine.

To access the web console using your desired URL, configure your DNS settings to point your specified domain to the
correctIP address.

Finish

8. ERIRERTRINRK,, BHIARZESS, ARREE BE UEENR,
Pz
Windows ik P A AR /BT Eh IR o

£ Web #6528, EHIER Windows 15k~ &

B %X WEM Web ZEFIEHNEZER, BEREE (Web #£H58) -
9. BEFERAETERMN GPO. MIALES. EMRMIERUKRXE, EHTISEHZEMEHTR,
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BGEHSENHFRMNR, EEELTAN

s BEREVD—TAPXNEEXGREETLIHRNR, FEEESANREEISFE AR
PRo

o WIFHZXHFA] NIEE Web EHI SRSV ENIAR

- WNRECERIAF S Web ZH SRSELBBIAFERE, ERILIE Web ZH| S HECEH
EXENERRERE. BN, KIEEREE. BERRMAR. ATERZEEH
RAREMEDE, BRABERGINEZXHREFINRIKFHE,

5] Web #2415, BHELANKASG, 25 FEXHER, RERERET SVB BE.
L
RENMEERE

R

o BNERBEZRMIARSS 28 £ %22 Workspace Environment Management™ (WEM) X2,
o BENER—EITEN %% WEM R EEESI S,

o MNRITENEIBIEHIEIT Citrix StoreFront FEER & HBHERIENN BIEFRES OB
B WEM 7, BHARESEZEHSMNREEN _EZE TEHR T Windows B9 Citrix
Workspace N ATEF. B X FAEE, BERRAER,

SR 1 iCEA%R (%)

o] LU EARBARKRERERRARIEREARIE, WEM RETHA S IER, ERXESD
A admx XHMFHETFESH adml X, BiIEEEZERIZE ERBAHRR,

ERMAEENEERDE, BERUATIE !
1. f WEM RE R (HAVERASRBE S 3 & S KR WEM 225,

2. 0 .admx X,
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a. ¥EMIEAREE > ADMX X1H3%,

b. E#IXFE NG (Citrix Workspace Environment Management Agent Host

Configuration.admx # CitrixBase.admx) o

c. #%3] <C:\Windows>\PolicyDefinitions X3, SASKENGSTIE,
3. 70 .adml X1&.

a. EIMIRASEE > ADMX > en-US {3,

b. &&IXFm MY (Citrix Workspace Environment Management Agent Host

Configuration.adml F CitrixBase.adml)

c. %] <c:\Windows>\PolicyDefinitions\en-Us X3, SAGHaNES 4,

4. TEAARIRERmERE T, SMEITENEE > 5Kk > BRI > Citrix A% > Workspace
Environment Management > B AR, ARREUTIKE :

= Group Policy Management Editor — [m| X
File Action View Help
L ARea) o (NERE 7 ol ¢
L] WEM config ~ Agent Host Configuration
v i Computer Configuration . L . X
= - Select an item to view its description.  Setting State
~ | | Policies
s [T Software Settings (i=| Discover Citrix Cloud Connectors from CVAD service Mot configured
5 [ Windows Settings (i=| Infrastructure server Mot configured
v [ | Administrative Templates: Policy definitions (ADMX { iz| Agent service port Not configured
w | Citrix Components \iz| Cached data synchronization port Met configured
~ || Workspace Environment Management iiz| Citrix Cloud Connectors Mot configured
| Agent Host Configuration \iz| Custom settings for basic deployment Mot configured
» [ Control Panel i=| Override Agent Deployment Type Mot configured
» ] Metwork \iz| Agent proxy configuration Mot configured
J_ Printers ] VUEMAppCmd extra sync delay Mot configured
| Server
» || Start Menu and Taskbar
» [ System
» [ Windows Components
[ All Settings
» || Preferences
v ® User Configuration
5 ] Policies
5 || Preferences
< I >
< > | Extended [ Standard /
9 setting(s)

EXPENERNSE. BTHENBEEXAERE, B XEARENTARBRENESER,
BEHEEEARTENE

84



WORKSPACE ENVIRONMENT MANAGEMENT™ 2407

B Custorn settings for basic deployment O .
E} Custom settings for basic deployment ferrar Next Setting
() Not Configured ~ Comment:
(@) Enabled
() Disabled
Supported on: | At jeast Microsoft Windows XP
Options: Help:
Customized settings: You can customize agent set_tings used for b_asic deplo],rr_nent. For
more information about available agent settings for basic
{ A deployment, please refer to support document.
"“enableCpuSpikeProtection': true,
"enableCpufiutoProtection”: true,
"ernl leanel imitSamnleTimeESnikeProtect ¥
£ >
OK Cancel Appl

BEAEMERE, Bx WEM RIEFRESRE, ERILUEERRS. FUHEREATLE,

M CVAD PR3 &I Citrix Cloud Connector™, R&HBF WEM BAMERA, SRRESHRE KB
B

ERZEMARS . WEM EMZEMARSR0UMNL, BARE T BAZRMARS BT B RIREL 1P it
tiko

RERRS RO, RIBEEDEMBEMRSESFNEO. AERSm OIS ST MRS ER
B ARG RO EERROMEE. NRKIEE, wORIAN 8286,

EEHERS O, GEMT Workspace Environment Management 1912 RE&ARA ; BV
Workspace Environment Management 1909 & B RRAFNEZFX 150, ) RIBEFRTSIEE
BRI EMEMRS IR FESEMEMRSSEAT NGO, REHIERSIHEONNE TR
MRS EE AR ANEEFERIER S HO (WEM ERtiZEMIRSERE > MEIRE) iEBnimOER,
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i O2RIA 0 8288, X F CachedDataSyncPort fRH{TEH, TE, EAILIFE WEM KIBRVERER
ZRPERBHITRTIEE RO, Fa0

e citrix_wem_agent_bundle.exe /quiet CachedDataSyncPort=9000
Citrix Cloud™ &E##88, &R T WEM HARMIIRAR, HREFREHKREE.
RERERE, F&AT WEM BARERA, FIREFRE HREE,

VUEMAppCmd §iANESIER, UZM A BAIEE RIEN BERF B2 (VUEMAppCmd.exe) TE2
&f Citrix Virtual Apps and Desktops & R IR BIERRVETEl, Xel RS ENIETIEE LMo
A7 100 F| 200, FKIAEA 0o

T2 RERAE
ERRTR:

RE NET Framework AIFERELZEREHIZE, ERIMNBNEERENEZHFHRE
Eo. BN, EREBEHEMITENFEAENERE, HEAURERRKIEFETM.

18 0] LUTE B P IR 8 5547 Citrix Workspace™ Environment Management Agent, &AL
R EAMBITRENE, RIAMERT, REBERTREIUTXHFXz—, EFBURATERIE
R4

« C:\Program Files (x86)\Citrix\Workspace Environment Management Agent (£ 64 iiR{ERS
)

« C:\Program Files\ Citrix\Workspace Environment Management Agent (7 32 iig{ERZ L)
BHUREARTENRE, BRUATHE .
1. EERITEN _EIB1T Citrix Workspace Environment Management Agent.exe,

2. EERHRBFAFRMMEN, AERRHRE,
3. AW E L, BET—F,

Pz
WL TE A RERE—ENEFREI. SRVMBRHHEEOREN, UL
R.
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4. FEBMXHEFRTIEHL, BET—F,
« BINBRT, “BRXHRFEREEEFTRIAXGREE, NREHAEZERHMH
*, BRETEIUSMBZXHRX, AERE T,
- IREERE WEM R, NBERXHRFEREEERNE RREXFEEE,

5. FEEREXETE L, “REAMERE, AREET—F, HIRAF, EEAMEE,

6. EERILUAFEARERD, SLEREARELLN, ABIERARMAMUIRE, MERER
BIEMEIIRSS.

"M Citrix Workspace Environment Management Agent Setup — X

Deployment Type
Select the applicable type of deployment.

() Cloud Service Deployment
Agent will connect to the Citrix Cloud service.

() On-premises Deployment

Agent will connect to your on-premises infrastructure service.

© Basic Deployment
Agent will apply basic settings without connecting to the infrastructure service.

7. R EMZMARSEE DIAE L, B AEEERINEMENRS, ARRET 9

- BkIECE. MRECAARKIETIRE, HERIET,
- ECEERZRMMRSS. IFEE I RARMIENARSSEI FQDN BX IP ik SkECE B IR AR

5o

- RERS®O. RRIANERT, BN 8286,
- EEBIERS KO, RIANBERT, EH 8288,
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12 Citrix Workspace Environment Management Agent Set... \;‘i-

Infrastructure Service Configuration
Spedfy the infrastructure service to which the agent connects. u

) Skip Configuration
Select this option if you want to configure the setting using Group Policy.

® Configure the Infrastructure Service
Type the FQDM or IP address of the infrastructure service:

10.158.216. 14

Agent service port (default 8288): 2236

Cached data synchronization port (default 8288): IBZBS

8. T mARETEL, MAERESRRE, ARRET—F

- EREFEME (A%) . AT EARBEFREEERME, BE N USMEERIXH
¥, HE, EULUBET EMRAITIIEE, Ak, BEEFZLE Citrix WEM Agent Host
Service, FARIEATEMERIN,

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\ftIEE#1
% #5: AgentCacheAlternateLocation

R I REG_SZ

8: 28

INBRT, ZENLE, BIAXHFA: <weM agent installation folder
path>\Local Databases Set . HIBXE, FIEEHEMNHFLERE, BEFEENEN, EE
#Ezh Citrix WEM Agent Host Service, BNIREER, AT XXHERFHIMIEHF =P :
LocalAgentCache.db #1 LocalAgentDatabase.db,

p=3_ g
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RNEWRIEIMRAIESSETENE, AIEFEERLEIRFERS. Citrix TAR
IER] AR AR ERAER MR miERMS BRI, 158 1TAEERIMRFmERN
M2, TE4RIEEMRZAT, BSUENEMR.

« VUEMAppCmd SIAAEISEER (A13%) . AFEiEEREN ARSI
(VUEMAppCmd.exe) TEB A FR BB oA S S E, RBIIERATHBENENRET
EESE5Eml. ERIAER 0.

xTE

RENET EREREANELNRARTHEFTEHNEK.

ﬁ Citrix Workspace Envircnment Management Agent Setup — >
Advanced Settings
Configure advanced settings for the agent. n

Alternative Cache Location (Optional)

Spedfy an alternative location for agent cache:

I Browse

VUEMAppCmd Extra Sync Delay (Optional)

Extra sync delay interval in milliseconds: IU

The input value specdifies how long the agent application launcher (VUEMAppCmd.exe)
waits before published resources are started.

9. TABRETNH L, BHRE
10. BEHFEMRHZERS.
}E, ERLURERR TR WEM 32, AL, BFERUTHSIT !

e "Citrix Workspace Environment Management Agent.exe" /quiet Cloud=0

"R
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. HTFLEAM WEM SEFBTORE, BHA Cloud=e . HFIE WEM RSHBEIEST
E"J'T_EEE) iﬁgﬁ/_\ Cloud=1 o

- EARFREFNAEXHEUFERERZERH, RIAERT, BREZEIEPLENFRE
BRERBEXHRTE NTEMPY% FEIE, ERILUER /log log.txt #NEEREXMH
B RTFALE,

IERRIUERSBITETIEE BEX S, XEMAIEREIIZPEEX ABMNRLIRE,
BXFARR, BRI,

iR, KREBIERN Citrix WEM Agent Host Service (LABI#FJ9 Norskale Agent Host Service) #
Citrix WEM Agent User Logon Service i&1T. fRIELA LocalSystem MK iE1T. 1A 2=t
Fo ZRBZEVEAFMRAEER TR,

SR 3 EFEITENUSERZE

WESRIFMERI

AR WEM REBIEE T, SEREUTBERFMEN

FoRGM
WIER T HEUTENX !

* Windows fRS5“RAFMHFERARSS ECENTE ST BEIEE,

« WEM IEARS3 Citrix WEM Agent Host Service #1“Citrix WEM User Logon Service i &~
EEEEY BEET.

- REBEEENRAREEERAMLE FRIFAERFUEANEZSEERNEFRT P&, 3E
BB EIREER. R,

Bl
FEEAT VRN, URINEERE
« 57F 5hi2{E Citrix WEM Agent Host Service, fIiIEREFHEA, FLEREHEE

Citrix WEM Agent Host Service FHIZ{ERIEER T Netlogon BRSZSELETE, M5 A H ML
FBEFaYaRL,

- BIERERMAZE U RN CMD RIUAE, BN, RLINeErsETEAER Tk,
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REFEHT
« Citrix WEM Agent Host Service 7EiRZ Eoifa = Bl EFHINEE S LA HEKACER Cloud

Connector & &,

« NREFEBRERIFEBIRIBENIIRSEKESD, Citrix WEM Agent User Logon Service = BnlIiE
&f) Citrix WEM Agent Host Service, IL{TARIHRIERLIERF LS,

« Citrix WEM Agent Host Service T2 YR Bt E U T ARMBUEE X -
LocalAgentCache.db #1 LocalAgentDatabase.db . ISRELIHEFEC B AMEIEZE S 4
EEEMIRER, NEIREEXHSBER.

- I Citrix WEM Agent Host Service ExiEY, EaBoiRiFRIEAMEEFEETERMNEN.
REFBIRNECENEEFRSINEIERRES, WRINEPTEEF. M, RIFKIARIEERT
EIFEfR 30 2. MREEFIE 60 DHARER, NTE Citrix WEM Agent Host Service
EaERIIENEY,

o ERESIED, WEM RIBLRERRFSTF Windows ARSS System Event Notification Service fg
BEHNBEl.

« WEM REZERZF7E WEM RIEA KT /E = BE/E5 Netlogon A3,

REZEFLARERFER

Citrix WEM Agent Host Service BaMEIZERIFINEEZRYD . NEREILARFNEENRET &K
ENZEPERREBEELRER.

BRMSITEREBREXHFKPITIT AgentCacheUtility.exe, ZAIMITXHZEZUTHSITEL !

e -help @ ETRAFNSHTIR,
e -RefreshCache BX -r : AHAZFMIEIRIF
« -RefreshSettings T -s : RIFHIMLEEIIZE,

« -Reinitialize 3 -I !5 -RefreshCache EM—EEMAN, EFMRILRERE,
B XINAEASBITRIFARER, BERUTRA -
o RIFFAIEENIRE !
AgentCacheUtility.exe -RefreshSettings
« FERRIFFAEENIKEMRIEER -
AgentCacheUtility.exe -RefreshSettings -RefreshCache

- EFVIIREREEF !
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o AgentCacheUtility.exe -RefreshCache -Reinitialize

A
REFPTHETEENEY, WRIEBIE N RIIIE BHFL

KEBIGE
WEM RIBIRESIE .

* AgentLocation, SBIFEIEERELEME, BE—TEMHINXHFEEE.

 AgentCacheLocation, RIFEAREBRFIEETHAMLE, NREE, MEAMEFTXHFIRT
IFEEME, MABRIEBLRREXHEEHR,

« AgentCacheSyncPort, RFFIEERIEEZEFEY HIEEEIEMEMRSLUEREBEEEFEEE
Bt ZR¥IBAR S5 33 A BVim Mo

« AgentServicePort, DIFIEEE AIEEEE EMEMARS 2RMiHE,
« InfrastructureServer, RIFEIEE S TEMZEEMIRS A ZEMARSZ23HY FQDN 3§ 1P ik,

« VUEMAppCmdDelay, FtiFEIgE IR AIZFE5I28 (VUEMAppCmd.exe) TE Citrix Virtual
Apps and Desktops A ZIREMZ AIERFRIETEl, BAIAMER 0 (BH) . ERENESERIE
fRIAEANEBESIEARTHFTEIEL.

EESMN TS

RE, AEFEUREKERNIRE, NWEREREFRERUNMEERNIZE,
IRE, AERBURMKERKE, NRERFRERRINRE,

RFRE
SREIHNXENRFIKEILE

 GpNetworkStartTimeoutPolicyValue, 7¥F{EERE LA E0IERN
GpNetworkStartTimeoutPolicyValue ERIAVE (UM RREA) . BBIEEARKET RN
IR BRI S REMAE A B B RET[El, ZEHER 1 (R/IVE) T 600 (RAME) SEEAH
EEEH, RIAMERT, LER 120,

« SyncForegroundPolicy, 7CIFZERIEREHAEIALE SyncForegroundPolicy JERIE, LR
BRIGBRTEAHFRRVIEZRERYS, BSHNE 0. 1, NRKEEZENIFIZEIREN 0, Citrix
WEM Agent User Logon Service A RIERER, HFERAFARKIZERZESLE, MIRTFZE
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IZEA 1, Citrix WEM Agent User Logon Service RIERE R, BRI AP ARRKISENIETTR
INBERT, ZEELTEREFA2ER,

BERT

NRERAVIBAFERIGE, Windows Shell (Windows &REIERS) AlREREFAE HKIG
BENERECHIER, Fit, EEQETRIERFEXRERNASEN. NREFLEER
FPERERNGIEFAERIIRE, BNZEIREN Lo

« WaitForNetwork, 7OIFREDE R EHREI IR WaitForNetwork STMRIAIE (U AE
i) o BEHIEERETNESMETLSRLA ] BrEE, ZEKES 0 (R/JVE) P 300
(RKE) SCEAMNTAER, BABRT, ER 30,

I = NERRIAT AR WEM RIEEARS7E Windows BRRERBHIZ BRI, FIEX =1 FRINE
E L EHAEITE HKEY _LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon &I, XLEFMRILEAIHHERA P IFEES RN E MR
Sttt GPO, 1E Active Directory SUIIEHIZRARSS BN & 1B HYMEIF IR, BRFEREHI A
FIRER P E AR IZET (8], FATEIVEF GpNetworkStartTimeoutPolicyValue ;T RINAYEIE
BAED 30, UEEHF~ERM,

« ServicesPipeTimeout, F0IFZEACE ServicesPipeTimeout EMRINAE, ZEMRINITLEEL
|8]7f HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control FAIE, I EMRIES
TERSESIBERHAITFRE WEM RERSKEZEIRMIER, IERESEIERIERSEW
LA L ZRIB IR LERIBRY, EHEZERE UV REM) . NMRKIEE, WER
ZRIA{E 60000 (60 ) o

xR
MNBERAERGSITREB LRIEE, WEM RIEBEREEFEREHERASLET],

BN
EAUERU T SITRAKEIRE !

e "Citrix Workspace Environment Management Agent.exe" <key=value>

fan
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o J%&E WEM RIBRVERER RS R
o "Citrix Workspace Environment Management Agent.exe" /quiet Cloud=0
- AP ERMEEFEIEIZE N 60 7

"Citrix Workspace Environment Management Agent.exe" WaitForNetwork=60

EEFRIRRNA/)VER T

Workspace Environment Management™ (WEM) T AAR MIVEREMIZIT. EiFE WEM BIK/NI
B B, BEBEERIEEFEMRE. Active Directory IRE. FHASERINIE,

WEM Bal§ BMETFRIEMAFANRE. TANEMZEMRS SRS, WEM a0 IEF A
PR, BEMEEMIRSBINFSMHERLAM (SQL Server # Active Directory) SaiimAt (BIBZE
FEMRE) BY,

RIGEITEMZIAR S 20T ENVER LTS -
e 4 VvCPU. 8 GB RAM #l 80 GB AJFIR4ALZE (A,

EAUERU T AN ERERENEMENRSHEE. ZAXZRESELEZ P B XIS
EFAR

o BHZENIIRSS 2 E = (RIBEE/1,000) + (A F #(=/3,000)
p=—

o £ NTLM BHRIEIERIHEF, Workspace Environment Management 2006 BB 2 hik
AEI T —LeMaEn)E, /A Kerberos 950 R INERH5X L8] 7L,

« 7£ Workspace Environment Management 2006 X E & hkA$, NTLM S5 IEIFF
Kerberos S %IE BIARMER M REER.

o M WEM 2212 748, RIEBREZEN THEBERE. LIERINEErT 5 BRI EMZEM
ARSIV A i #(EZ5K 50%, 1BESRFISINEE HITEWNERRIEALKER) 2212 HESIR
X, UERTBLAMEB.
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FRERE

=T

AR

M WEM 2212 FHiR, RIEBNEFREN THEESE. HIERINEErIFH E HFEME At iR
SHAHHEZIA 50%, FEH #HBIhEE. A TEINERREALRED] 2212 HEFRE, X
BIRIFUELIL T

& A LU Workspace Environment Management™ (WEM) EREAHREIEEA, MEEEL
REFITEN SIS, XA,

A MIETF Workspace Environment Management 4.7 BYRRAFLH AR EIIRA 1808 L E S Ak
X, EMNEAIXLERHRAFAE, BRELEARIRAE 4.7, RAEBAHEIIBEITRAE. B XiFHAE
B, BBRTER

M BEtRhRA SRRt
4.6 NERRRA 4.7 =
4.6 RBERRA 1808 HEEARA T (EFARERIBIRRAZH,
BREARBIRAE 4.7)
4.7 1808 HE=ARA =

=3 g
« WEM £iEE. EMiSHIRSAEEZTHI BN ML BN E—hRA.

o LIRIHRIFET 2006 B WEM ZPEHLKEF 2209 T E ShRALN, iHiCEUT/LE @ AEE
BUBEFREM, BHFALE] 2103, SAEBFHERE 2209 5% E S hkA,
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Workspace Environment Management 2842435 LU R IIRFF F+4%

1. Bhtighkss

2. BUREE

3. EFECEREMIZMARSS
4. BEEEHIE

5. I

S 1  AREMILTEARSS

EF+4k Workspace Environment Management ERti&HEARSS , iBTERIERIKHEARSS 28 LT THRY
Workspace Environment Management Eii&HARS Z&EEF . ARIEESZEIIEMER,

FHR R IR S5 AR B R ER S

EAREOMILTEARSS SRR IERS, BEAEFRERENS BN LT XEMILHRS, £
FRHERNEMIZHRSIKEFHEEE, AR R EiighiRS R,

p=—

F4&E) Windows Server 2022 5, WEM &M HEARSZ AIsELMRN ., {EA—FERAE, BE
FRERMISHIRS H I AR B N EED WEM BUEE,

SR 2 | AHRBIERE
BERT
BORETHBTIR A, ERAARTEL Y, AR RNIRESA,
T -

1852 7] LUE A Workspace Environment Management PowerShell SDK #&RA L EIEBE, B X
SDK X1, 52 Citrix Developer Documentation,
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5/ WEM BiEEEELARFENMIEE, HLAREFEEMIGHERSZEIEPLRETER
#J Workspace Environment Management Eiti&#ARSS 85 Eo

p=—

WNRIBRIETES SQL Server £ Windows EA10IE, 1EEESR sysadmin IR E 13 F3E1T8
EEARKLBER.

1. WFFRSsad, ER Citrixe>TEXFETE > WEM BiEESEBLAER
2. B HEEURRE
3. EHIEEAEEES, BAFREER.

EH patabase Upgrade Wizard

Database Information

Server and instance name

Database name

[F] Infrastructure service uses Windows authentication

Infrastructure service account

Database Credentials

IUse integrated connection (Windows credentials)
Login

Password

Actions

o PRSBEEMEFBTF. FEELRIREN SQL Server\SEHIRIME, HINEER MERILEMIRS 271K
WA RNB AR ZMIL,

- BURRERTN. EARBIBIEENSIT.
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- BEHARSSER Windows B EIE, ZOABRT, HEITRED, EXMERT, Ei
£EMIARSEA vuemUser SQL AP K P IERRIEIEZE, (vuemUser SQL AP KPP BE R
TEFOEN, ) RIEREN SOL AR T EEERZH I,

PR S, BEAEMARSS NHER Windows tKF IEZSIHIERE, EXMERT, EEFER
Windows P ARG E7E SQL LA EIRBEER R, aiER, B77ERRTEIBBIEENE
— Windows Bk i T EMEEARSS

RS gMSA, IBIRIRIER AD AP VEREZ BIE(F. R gMSA EBHIEER db-owner
BERRE,

- ERAKEERE. RIANERT, WAL TFEPRS. AR TFRSERSTRSHNS M
Windows P iE#EE SQL Server HEIZHIERE. fNRLEL Windows P28 E BRI PER
IR, BUEEEBABRAY Windows tkFETHIEESIELAER, REBMRILE
A EAEE BHNRR SQL KA,

4. BEFR UAFRBIEEARIIZ. BEEARMNTHRE, BEHES.

MREFIBEAFIIEF A ETEIR, BEKE Workspace Environment Management ERIZEHIIRS &R
EX K HIRERY VUEM Database Management Utility Log X 5

SR 3 | EFECERMESWARSS

£ WEM BRtEMARSECE S AREF BN EEMENIRS. BEREEEMEITIRS.

SR 4 AREEEFIS
FREEREIEZH IS A ER Workspace Environment Management i& B&RFAETEEUREES, FHEFH
RHARIB)REE,

EAREEZEG S, FoTEREF S RRANITXE. RIS ZEIEER.
S5 I ALARE
BERT
s TARNEZE, FBRERREAFER. XAIBRARIZTESZITEN LB M,

« WEM EHREZRMARSRIRRA S NEFam T WEM RIERIARA, Citrix ZIIZRFRIEALKE
RATARA, LUBIERILAE A RFTINEE,
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BARARE, BEBMHTEN LSITHIREREARIT
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T

B (Web ZFI5)

/A Web ZH & ERITM Workspace Environment Management™ (WEM) ERE :

. x
. B

g

h=i

o

S

E S|

I U E AR T #&#Y Workspace Environment Management™ (WEM) 382, FiRMHT I E T 7
FFeafER WEM FRERNER. ZAEESU TN -

- Bhl
o REAIE]
- R
- TREThAE

B
0 T 158 WEM 238, HPEENTFES

- FREECEEMNRIEZH

- AFRFBRIAEERHNRETENHRE

« VDAZTTIRR
BEFAEENRIE, BRETEERERITHERUET S > EE > 8, BaUEEFEERERER
HRITEEBES, HIURIFEE. BEMISENRRAREER, BXiEMER, BSHWEM I,
E¥AEE VDASTIRR, BRFEE THEEUETELTFEERESN VDARSE, HBEEHERET
NEBUTELTERERSH VDA RS, BXIEHAER, 1BBAIRS.

R3]

R WEM RHEBVERD X BINEERVIRE IR, Web 245 FIRH LT IhEE
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- UALHFERIAR, FAIEBEEERFERMEHESNAEFMNEE,
- REULRR, SIEBNERAT BEEX AR BRNNAEFITN.
- EEEHALES. TITFEEEXHAES, UHREIRSHIFREERER,

R’

HIZRTREHEEHEN, IBE—EO, RAEEREANEKRES, AE, EFER
HARESFHIHEETIE,

LURIheETE I BhRZERI oA A -

- MACEEBXHEE, RIWEEMEAF RE LRMSE—ELRE,
o DECHSERE, SITIERNARBEX R ECL R EIRY Active Directory 4B, RS BECHMIRIE—1F,
o ERRWERS, RITEETN AL AppLocker FRNSRIRIF R E,

ol

J1%N

2R WEM RENEEDhEE, LU TIhEETE Web #EHIEHRATA !
- CPU BIE
- BIAR(LES

MRIneEEIHRRIERI S eI A -

« IEREEF
« SEBESS

FsazhaeE
ERYRATFIIASHIIEE, BEEETNINE, BREEN oA LANTKIIEER. 8XEH
BT INRER ARY, MMM — MR, HRATKINEAETRE, EIFIUTIERT © No

preview features to show at the moment o

TS TheERTRER T2 AL, BIFEIREFIFERER. Citrix BARSZ AR HI TR INEER &I
BRI Fo

ERRERMEINEEE, BRIFTNSKERE O EE SR EN.
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ACES

EATFEEERESR, EEEREHTHLE—4 Workspace Environment Management™ (WEM)
FCERVZIER . TR BITIATRME

ANECES

RENMFRECES

FECE S AN INE W X

FEREENIRE

- RELSAEENEMEIA

& BAFIERDH WEM BRSSECERRA

- EARRERFEREICES

o BEBONER RS/ BT EAR LRI S 51 0

BRITRNERESE :

 Default Site, —NRER WEM ECEEE,

« Unbound Agents, —THWEHN WEM EBS, {GEATRIEIMEMEREENNIE, ZRFIED
BENEENATXERIE, FEIERNR > SRLE

= g

« XF Default Site, EFEFEMER. MBEXE, EAUERHE RN L,
* 3F Unbound Agents, fE&TERFEMFRSRIE, “mIBECEBSR EA A,

ANMECES

TR LSRR ERLFIRENATFERFR (BFA. B, A ou) . Alt, BRITUATIE :

1. A REESETRLE, 2R FINEESE

. NECESRIEE B

(AN%) fEEHMERUBEMEIRGIEEESE.
mi BR¥Fo

N

w

B
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ZmiE e PRECE S
DREEIMRREE, FRTUTHE :

L EEESA L, RIEEE.

2. BEREE, HRFREENIEAESNE,
3. EALA, REHERES.

4. RIERTED, R MRS

FrECERAINE Wi
BFRBEFMBBERE, BRTUTHE |

1. F'REBE TR, HEERES
2. BEfidES,
3. EE LA, SEHAMBBEETR .

Pz

s BRZAULDEANMECES.
- Wk ZREE R RTFH.

EoESRAYIRE

EEERERIVRE, BRITUTIE !

1. F'REBE TR, HERES
2. RifdES,
3. IRIEEERREIRE,

BRI NEEESEEU TIRE

« RGfk
BRIKE

« FIREESIRE
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EHHIKE

SRS A TNEEHNIIR. SHEFHHALY  AHEANTFHEN RELNRD .
EETLE WA RE IR 5 B & R FHE .

MHFENER, AT FHRAE ;

« B, RWWENENTEREE, NENTEREEESNSFMEEEEA XA IREZ NSNS
BYIRiE,

p=—

- BENRCEXHEERELRIEES, TEXAILUERZEEST EBEXH > EBEXH
TEIGE E EREIZEINEE.

o NEMEREEXHERIRERN, NEXRSERN SMB HEMZ—HITR,

« TH. RIWWEHENRIARERIAMITEN. EOREREDNRHEOMIATHUE, EOXHN
JSON &=

o BER. RIFERRIREED.
TP AT TR

o B EE RHEURYRIET ER LURHT 5 DUE
- FHECEXH

- EEBoIEN

- BEECES

- BNEEXHERRE

EEEE G

TR L EH AT ERER A &EHRY JISON X, JSON XA FEEEENEEENHEERIRE,

B EEXM, BRITUATER

1. B b, BET EHEBXE AT

2. BE MK, NEBEEHHXMG, EFREXH, AERE TF. EREE EHE&HXXE @
Fo

3. AXMHHEE B
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4. BEHEE IR LR,
Pz

o HEE F1Z JSON X5,
o RBEEEX/IVINF 5 MB I {5,

EEBD&ER
EAUBHREFEEENED. WEXFAS T ESRFHERS 25 MEOXMN, ARFHRES
xANIEX M, BT EENSEEEBXHUTHA !

- SHENMBEXHNERNR (BPHE. HENEHM ou)

- BIEEE (FIHERMRS)

- HIZEE

- EmEEESIMIINE

RECEBER, BFRITUATIR

1. REEEADEHR . NNEREEEHNER S
. BREEMENHERES.
. NEREBEEREUT=TEDZ —

N

w

o REEEB, MREFIIEDT, WEM A2 BHEM
« 80, R%EHS, WEM 28BHRITED.
. S/, MR%EHR, WEM £EERA—HTED.

4. MMBFE, BWHMEESE § EREESEHEZFE L= MET —HNT K,

5. BRFREFEUREESHEHAS,
HHEIEES
BEERR .

BTN IR NFohE M EERSN 25 1 MREBXEIRS, BHIRAEEHFHER,
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EERERBENERER, ARERREHTER. EIUEH5RBER%NUTR
B :

. 1B

. ARFRSM. WIREATHRR RIS

. SE (SRERRIEAIER)

. T

. HALESEE

. AP

« WEM i&§E&
B EENSREEEE XU TME :

« SHBENMEXHNERMR (BNHEN. HEYAM ou)
o EIERE (FIHERNRE)

- HIZEE

- EmEESIMBINE

EEMEES, BHRITUTIE !

1. BEHER. R RSHERHM.

. EEREEES.

. NIIRPIEFREENHRES,

4. NEMIEE BT

(A]ik) & RERRIAFREFRFRMITEN UERMREFED,

N

w

o

p=3— g

ERREFRIN R ERBEIN TR E,

6. RHEHUFBER.

FHNEEXGHERILE

EERTR:
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BT E MK NFohE R EERSI 25 1 MMREEXRIRE, BEMFMEEMN, ARE
1o

BEMEEXHERRE, BHRITUTIE !

1. BEHER. R RSHERNHR.

2. EERBEEES.

3. NEEMRHRE T RPIEFIGE"

4. R EEXGEERRE

5. {EESIIHIBT.

(A]ik) S RERRAFREFERRM T EN UERMREFEED,

o

p=3 g
BERREFEIN RSB TR E,
7. BEHEEH UFBRED,
B
"R -
o IEEILUER BT R R WEM ##(F, EHINEEERA,
o EM WEM TEAL § BIRVEIRAENEER] Web 515, BRGRIKNSELTFHIEE S, =

B : 3F Microsoft Edge, E554E A IGRANER > BIMHR > HMIEEEE § H12/5I MR
IS AT ERE 19 [R])"2E 5

Workspace Environment Management™ (WEM) @i 125 FEHRIERE L TEXEE
W2, ErIUERDREREIHBARER,. WEM EAEIREHFIESS, UEEHNIEREE L
T
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{HERARIG R
EERET

» Workspace Environment Management (WEM) Hai{XZ HiRINMRIE S
HKEY_LOCAL_MACHINE # HKEY_CURRENT_USER >IMRECE BT X BERVARIKISE,

IEAILLEE WEM ERE GPO, MELEMK Active Directory BIE G AR E TR 15 &K
EIEARBITR (GPO),

Froazal, ERAIHSALZR AR IRE, AF, @I GPO ML IVHRENECA AP REBEIR
B, EaLLBIEE 2N RRIMBEREES GPO D ED

BRI !

« EAILUEREIRE.

« WEM RIER] AL RLARBRIG B,
ZRALLIhEES ¢

« BILERBARRIZE,
- BfEERRISEEDECLARAEAFPYE, WEM RBEHAZLEET,

p=3 g

AT E WEM RIZIEMSIEN N AARKIRE, BRIERSETH LB Citix WEM AR E
RS

ETIHRNIRE
fERA RS @ i B A RIZ(ERECE Windows 1%iE.

EECESE TRY #1F > ARRIZE > BT EMR B, EIUBITUTERE !

o HEFIMRIVARKISES AT WEM Ho,
° ﬁu@ GPO,
° ﬁ']%ﬁ GPO 5']15—%0
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* Y54 GPO,
- EIE GPO B9 L,
. 52l GPO,
- fE%R GPO,

'S
HEiRtRIE. ANARRE T EMRKEA R SRXERETAPIFER R ER,

SALHKBIRE
EAUMNEE GPO EMEFHAVEMRMA zip XFFRFA GPO,
WEMRXHESAIEERN, ERILUHER Windows JEf&RAmiEes S HAEMRERIE N GPO, XU
EHITEEMDE. e, FERUTE
© Mzip XS AIRER, EXHANEE—NHZS MR
o B reg XGERERA— GPO, ERILUFEMNERERN GPO M A—HIMKRIZE.

« SPNEMEN GPO WATEIEIEMENE reg XHBIBFREMM, B0 : 40R reg XHHIBFR
= testl.reg , NIFILFEH GPO WAITE testl o

o WWINREZ RIS IRTE reg XA E XA EMRBANEE X BIMIPRIZIE. B XA reg X
FROEMIRINFERNEE, 15201% <https://support.microsoft.com/zh-cn/topic/how-to-
add-modify-or-delete-registry-subkeys-and-values-by-using-a-reg-file-9c7f37cf-

abe9-elcd-c4fa-2a26218ala23> o

o BERERY GPO BUHR HZE,
BEALMARIKIRE, BERUTTE !

1. 7ERfFi=h, BE FA.
2. XML,

« GPO FiAXfF, MMREN GPO EMXHFIAKRE, HEFIET, B XNAHENAREKIL
BENER, BEH &EHERKIRE,

o FHIEMRXHE. NREMNEER Windows FREERS HAVEMRNESAIKE, 5
WEFR G IR

3. B WY USMEBERT zip X
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p=3 4K
&R EER/NAREBE 10 MB BIXX o

4. ERELRERERHEESTEIIE GPO,
5. B FA UFRSATE.

SAKYTERE, SAH GPO NERE EFIEMR EI+ L,

I GPO
Z6JE GPO, BREHUTHE :

1. TE121E=", B Create GPO,
2. 7 GPO 18E &,
3. (Ali%) EEHEMEBUEEEING GPO,

4. B Add DUNILEMREE. U TFIRERA:
* Action, JUTFIEHEEEMBRIIBVIRIESEEL,

Set value, FIFEAEMRIILEE,

Delete value, RIFEMBREMERINBIE,

Create key, FOIFEIRIEIRIAFERRAVLE S IR,
Delete key, FRIFEMIPRIEMZRI A,

Delete all values, FLIFEMIFRIEMERI FRIFREE,

o

o

o

o

o

» Root Key, Z#ifJ{E: HKEY_LOCAL_MACHINE #1 HKEY_CURRENT_USER o

« Subpath, FHEIRIMAEMRINITTERZE, Hlad, W0R
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows =FMRINMAITEREZE, NI

Software\Microsoft\Windows =FK=Z,

« Name, JSUIFIENEMREEELT. FTEFREEERMBAZE— T EMRRE,

Mame Type Data
REG &7 {value not set)

« Type, JUIFIEIEEERVEIESEEL

o REG_SZ, IEZEEERATRTAEMRXAERINFEFTH.

110



WORKSPACE ENVIRONMENT MANAGEMENT™ 2407

o REG_EXPAND_SZ, ItERZn{ BHIEFHH, HHFEZ—1TE, ZLEENAHIE
AR R SR, Flal, FFUTE, FRBE%SystemRoot% [ EIRNIRIERFH
D& 3: S MU VAT

o REG_BINARY, FAFINHI Z#HIZIE,

o REG_DWORD, —" 32 ¥, I} EEERTH/RE, FlW0, “0'FRREH, “I"KRn
|=):: 8

- REG_DWORD_LITTLE_ENDIAN, /I#f&IHY 32 i18F,
- REG_QWORD, —*" 64 fiif{*,
o REG_QWORD_LITTLE_ENDIAN, /N#Hi&IUHET 64 (=,
o REG_MULTI_SZ, IhHRBRZFRE, BTFRAESVIRIZSNMENE. B FKEEH
—NNEFRFD R
» Data, IFERASEIMREXNNBOLBIE. N TFARNEKIEXRE, BOgEFEURENE
BARRBEIE,
5. =Rk, BH TR

{R48 GPO
EiRIE GPO, BRI THE :
1. i%E$F GPO, REBRETREE=TH 4RI
2. YmiERARTE IR
3. RIEFEERITUATRE :
o ST AN LURINEM FRIZE
o EE—EMRRE, ARXNEHITHRIE.
o MIBR—EMIRIZIE, SAREMRIBR,
o FEFMFRIZER THE LB, FE, EF—EMRIEE, BESREIR, ARNEER

BRI,

4. 5ERkfE, BETER
= g

gN3R GPO ER LA, NREBEHMXERF,
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&EE GPO M9 HED

IEEI LA GPO EC4A AR AD He — M ATEIUAZAA MR MREXITBENETZE, N
HENRIREEN. MRIAFAFABTZE, WAFRIREEN.

"R -

EE I ENPIEGEIIANERR, BEHE T Citrix WEM Agent Host Service, BIFRFRIGEIL
BNER, BRATUEFEHERER.
EEIE GPO M7 EE, BERMUTHE !
1. %1 GPO, AEERIEFEHRETBESE .
2. EEHREMN (BF. 4% ou) USEE GPO,
AR

Ff GPO EcLA BN, BHAITENAT OU BB XL 24HTF,

« BRNNFER, BRI RIFER. §X1FAELR, BSHMNINEE .

3. fEAmiESREDEERL, ARAETTERRE GPO BILER,
"R -

B XRANTmiEsER, BEREmE. ARBIKEEAPIREMITENNIRE, FLERH
ERFNERTRAPIKE, MRFXERHFNATIHENIRE, WEM REBEEDEIRELZ
AT LSRN IBE Ell. B X FERTHENIRENZRANTREIIR, BBHNER
T EIRERIZR M.

4. BEHESMHEN ERIEBRESERR, HIREFERITUUTIERE !

- SHRCE. RITEEFIDENEE.
- MMECE, RITERILNEMECE & FIRVECE,
- FtEBNATREBRR. IFENoEEENAETRE BT

5. 5thlfE, BHRF.
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k& GPO

E57E GPO, BRMMAUTHRE :

1. %% GPO, AR T,
2. JRERIAIRER,

3. EEREN GPO RN ESE.

4. PETEEUFIATIEITZ,

kR PO
EMBR GPO, BIERE, REEIREEHEEHER.

Pz
203R GPO EXECLARAF, NMFREREMXLERF,

ETRRNIZE
fER LRI @ T A SRR EIRIRIRECE Windows KB, ERIUEITENMAFREAEE GPO,

FECES TR 1 > ARBRIRE > BTRR &, ERTLBITUUTRME

. ERRREIE GPO,
. BEER,

o S AR,

+ RIF GPO %3k,

* 448 GPOo

+ EIE GPO M EL.
72 p& GPO,

« fIFR GPO,

fEREREIE GPO
EERAERLE GPO, BEHMUTEE !

1. FRE=H, B 818 GPO,
2. TEXREE B

« 8F GPO MI%& R,
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o BIEEHL, FEREMIINERUBEBNEIRG GPO,

w

. EHEHEEYS, EEEVATIHENNRE (TIREERIIXEHEN) .
. TRAPREFR, REENATAFRE (TIERERIWTEN) -
. ERER, EEEPMMEIER.

6. STR/E, BRETEM.

IS

(621

FiHENEENBAEETD, EF—MKEHTEE, EAUEMNAEMSRNER SRR £
SIRMETR, REZFRINFHF, ERTLIERAENRE,

ZEEIRE, TEAFERAE. —MREFRESZSTAEEN. REFAFRMARE, ZgE
AR EEE. WMAE (XASHHFERBEA) « EFE FIRKAS,

EXIEBENEER, FM Microsoft TH GPO BEXK,

EEER
EEERRR, BRAATIRER

1. TERFiER, BHEERR.
2. TEERIRATH

- EEFEHENEENREZNATIHENNERE (TREERIIXEHEN)
- EEFERAPEBUEEENATAANER (TIeMMNERIIWaITEN) -

1. 5ehlfE, PEHFEm.

FHENEENBAFEESD, EF—MKEHTTEE, EAIUEMNAENIRAEREREREE £
SIRMETR, RERFRINFHF, ERIIERAFENRE,

BEEIRE, TEAFERAE. —MREFGEESSMHUEEN. REFAFNRASEE, ZiRE
AR 8EE. MAE (XABHBFERREA) « EE FIRIAS,

EXIZEBWER, iBEM Microsoft T GPO BE XK,

SAERR

BEERR .

Rt ADMX XS A WEM LIR{FIRIRET, BH1R zip XFRRIFRE .adml XXEHERfERAERIBVIE

o

[
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A LR ADMX XS A WEM IR TEIER. ARERAXERREIEZE GPO, EFARIR, 15
TR TER

1 TR, BEHEEEIR,

2. EEEBRAST, BHESA.

3. WLEIDE ADMX XHH zip X, HAEMBEZ DS SIARIRRLNBIRZEAM :
. KA. TESA.
- BET IR S AR,
. EENAER. BETHATUREIARIEN X BSE. ERRKLEIRRNIE GPO

REEIM, BR, YEHEXEGPO K, BEENEL,

4. PEFHSAMFES AL,

5. SeRlE, BEERLEEEEEEIRNS.

6. TEILAEIIEIR, HPH TR B

A ST EES AN, WX, EIREREN, BEELUTER :

« IR GPO EIBMEARHT M K ATHEAR-RRIG % BOR T, SAXLASIRAIERINE GPO FBE
. B, YEHERLE GPO B, %BEEREL.

4518 GPO
EIRIE GPO, BT E ¢

1. %8 GPO, ARBRLRFI=PHRE
. EBERER T, HiERIAMET,

. FEENEE R, RETENRE,

. ERPEE S, RIERFRE.

. ERET, EEERMEES,
TRfE, BERE

N

w

IS

ol

o

Pz

SNR GPO EXECLARAF, NRETHEMXLERF,
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&EE GPO M9 HED

RO UREBE T MR GPO —1F, EEFEABEREIEN GPO 2 E. B XIFHER, 1B5EIH
EIE GPO M ED,

%B& GPO
EnfE GPO, IBRMUTTE :

1. %% GPO, AR TRIFI=hBY e
2. REZFR GPO RENETEMRRN GPO TEETIEIRH GPO,

Pz

REAETEMERL GPO B, GPO RN EMEREH ERE ETEMRET+ L,
RIS NEREN GPO Ml A—HEMRIGE,

3. RABRATAIED,
4. EERER GPO RN ESE,
5. Bl U RRE TR,

gk GPO
EZMBR GPO, BERE, AREBEHIREEFAER .

Q3-=x .

AR
R GPO ERECL AR, NRRESEMXLERF,

R RERF
LEINRER T IEAMEN S BRNNARER. DicE, XENBREFIRES IVHREENECETE

RE. B ESE LEE.

"R -

RE] LA Citrix DaaS N RCEEIEEH S RIENAREFIRE, ARRINER
VUEMAppCmd.exe BYAI T &R, VUEMAppCmd.exe AJFA{R Workspace
Environment Management {{327E Citrix DaaS # Citrix Virtual Apps and Desktops %& i F3
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EFEHZATRIFRERE, EXFARE, FEACRAEREEERARENAREFIRE

o

IR AT AT RME ¢

o IR,

« RN ARERFT&R.

- RENAREFUEEHEM,
- BEENARERFIE,

- RENARER.

MR AER,

« UNHREFin B RE.
 FEERBNALIENBERF.

A DB BREFREM TERZNT -

1. £ Web 557, ®RIEXEESE, SME Actions > Applications, FAFE T Add
application, BESRAINNBERF.

2. ERIERNNNBER, ARTRIEIZFEST Manage assignments, 52 R EIEN AIEFH
7.

NEFE-LENEFEEN, EABRATEESRKETN SQLIKERFIERIEENE. B2EDE
ITENERL, BT TR !

1. %3] Web 2§15 > 152 > EE > AF > &t FHEEAE

2. ERIEFZHET More, A/51%E1E Agent > Refresh agent host settings,
BERR:

o ZEAELIERE, BRIEREEATUTRE !

- BRINEHNNE (BTREZRIHVIRNF)
o EFTEENEHNNIE (BTAEERIERNAVIZE)
- BRAKEFRARI

o IZAILATE IBRRIERI S > BRIRE > BCiE > TBEE > AERSIRF PHEIRXERE,
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AR RER
ERNNNARER, BTHATIR

1. ENARFF, RERMEBRERF.

2. ZEAXERIEL, EEBUTIRE :
o . BE—DNRMUBEBEZIRBIN BER.
o 5, HEERXNARFIEMER,

- RE. GRIFEANARER, SUFHETHPRN. STHEPRIAN, VAREFATR, B
REARNEFLE—NESHE, KREFTH.

- NAEFEE, EEREAITANNARERFEE, AFREREREEREMR.

- BRENNAERF. ZBRTIARFHEN LEREVAREFIREAN. MR
B, RARRTETHUATRE !

- NAEFRE. BARFITEN LNARZFNTRERE.

o TEXHR, BABFITEN LE N XRBTBEREFAN AR ITEX X,
THNARFREFTRPRATERER, tFRRBMIETR,.

o B, IRFE, BANARFHNEIHEH.

o XEHFEXHE, RIFECIRRESN, SRR RTRESNERN, ZRESANITHARR
HEAN ERNBEARXHFE R, MREF, RESRTIETTRULTRE

o BT, BABMNHENHFHNTEREZ,
* URL, AWFEARNNNBIZEF URL, MIRIER, RARETETHRUTIRE
- NMFATEFF URL., $BANRBIEFEH URL.

« Citrix Workspace™ iR, SOIFEM Citrix Workspace NI BIEF. MRIEH, RARIR
ISR T2E ¢

- AR URL, BASZENVAREFRIESNENZIRE StoreFront™ 3§,
Workspace &R URL,

= g
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IRTTEFERIBIT BN EITH SaasS 2R 3 ELECitrix Workspace (Storefront) 3
RSBV RAERE

s

- #R. £ WEM Tool Hub > Application Assistant ¥/ %3 E4% Workspace &iF, &
i HMMERER IRRE R E HIHMMEL, RHEITHMARFBIF UITH
WEM Tool Hub (J1REZRZ) . ET# WEM Tool Hub, 3E¥%“Citrix Cloud > WEM
BRS > SAERFE . B XEFEHARER, 1HE WEM Tool Hub.

3. EAEIE L, BEEUTRE
- NREFER, 25 EH AR MERSRINETET.

o BARNMFENR, ENEE ico XHFHMNMEM WEM Tool Hub > Application Assistant £
IRV BT EIE. WEM RZ2H#R7F 100 T EiR. BXFHARES, 755 WEM Tool Hub

o

- FAFRELREERVE, EENAEFREANTAPRELNERMUE, BEXEREN
B, fIR%E, REFEFIVKETRERNKE BEEME.,

- BB EEREARNNGT. ZBMERTERAFFER,
o “FHA"SEBEM, PHEHLHEERE TR REENCIZNAEFIRESRNMUE. FINE
AT, FREASNERRF TR TR REKREOT, ErTUHITUTRE
o NREHIEIZBEXXHH,
o EENBEFRES VT T REX M RAIE,
o BmBBEEXXMHX,

p=3 g

EMFREEXXMAGE, BT NARE PR FRREMNE" . FERURE) Fiax
B E,

- BOFR, EENAREFTAFPTENLEUSE/ME (B/IMERIESEE) | B (EERE
RE) E2&EAL (2FAE) O,

o AR, BIRERRE, HRETEATERHRTAHSH., HERUATEANMALSE (Fla0)
Ctrl+Alt+ S

- BRABIER, NRER, REBERERFNEHERCERESN WREBHZMEFR) -
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- FREREFRRNAERF. EERTAFP BN LAHRNAEREFEREZMRENA

EFo
- ERPREFEXHRPLIBRIESN. EEBEERFBREFI 4R PSRN AZFRE
Ao

4. FERE, BE SR UREFFRH.
RIBN RER
BRBNRARER, BTHATER

1. EMRAERS, BENARERF. IRFE, TUCREREREEHRNAER.
2. BERIFI=RA4RIE"

3. EEFERMEMTIE L, RIEFEHITEL,

4. ERllE, BERE

EENAEFNIE
EEENVARFHNOE, BRMATIR

1. ERNVBRER, AREREEDEE BEDE.
2. MEDEBER (BFPMA) WRNAEFZELEN

- EANFTEA, BRG MIHBER. BXFEER, BEHE NI ERET.
- ECEBRMEE ZEANTHESRURTAIL BN AREFRER

o BIERERELR

o AMNE) IR

o BEIER) TR

o AINEREIS B

o FI0E] Windows Bzl

- BIERIESE=
1. ERmEREDERES LT

« BXMMmESEAIER, TSN ks,
2. eRlE, Bl FEMl.

RRENARERF
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p=3 4K
NEAZH®TIZ,

BRENARER, BRMATIR

1. EENARRF, ARTERFEEPIER R,
2. fREEAIANHED,

3. EREFRNAREFRERNEES,

4. B mkE AR EEE,

HFRE AR
EMRN AR, BERE, ARTEREEFES MR,

Pz g
MRNABREFENESAR, MREHEmXERR,

IR T SR

BONRE TR REME, BES T RENE, FUEDTE N BRI A TR
RO, ST T HRAE

- BB,

- SRR I B

. BHBERNHE,

« BRSO, IR SCUASREY, SO Seoh i PR R

EEABENEA BN BER
I

- EERMRIFRLIENRBEZRF
- EEMEENOENBRER

- BUBDECH NS EMFRN BREF
. BREIIEN BEF

- BRMHIANEN AR BYTHikeR
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StoreFront ©
o 70 StoreFront URL, HEZEHARER, ZN0“Citrix Workspace R BRI ATZF B

FEI URL, BB ARERF.

SERESS
R’
NEMESTERR RERIEIT. BEHBENRINSITES, BBHALES.

LEINRETIF IR BN EMES U D ECLL B . NBESERFP RIERSETTT, ATLEMAN A
Er. HRERETAETENESESTElIFRNRER. BRNMATE | .vbs H .cmd fif
o

ERI LS EMBSITAERMESS, UEBHEZEERER PR,
IEEIBUIRITIATHR(E :

« BIEANEBESS,
RIFTAEBESS TR
RAENEBESS
EENEBESBIIE.
SEFESNERESS
IBRARBIESS

i

ISR LB E R AT R X IRE B AR RNGES. BERRAMES, BHEEEE
D 1A ER

BIRSNERESS
RIS, BRAATIR

1. ENBESF, BEIBARES
2. BESETIFLE, RBEXTIRE,
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° %ﬁ‘o *EI‘A:E_/P% ﬁﬁﬂﬁﬁﬂ@iﬂ%ﬂﬁ%o
- i, IEER XESHEMER.

- BALES. ZHESEEREERA. BAKN, BEESENESLRF, REEASAE
ZES.

- ESHAER
o B, MAESHREINRINZES. ZREFERAFPINEREF. BHR
o EELEEEMRES BT BN
- BIMUEHBHERSITESHENER,
o B, EBERHBHIEHY. EAURBA-TFHH, RFFHRILSBL RS BATHIA
HNAREFNER, B XERBENSH TR, B2RNBEST.
- ESIRE
o REHGETT. MRk, ESHERLET, ARPAAR.

o BIT—R. fNREH, WEM HRIBITRES, TIREEMAR PIERMLRD,
TIERERSEHEE.

o TR, HENARDET ZMES, HFEREESKHMTEMESFREMRINET
BY, BEALLIED, HITIRFEN O (F) NESELET, AEREN 1HES, A
[EREN 2 BIESS, MRILIEHE

o FHESTM. EEAESFSGESTHRNE. RINERT, “SRAERERN 30 ¥,
3. EMAREB AT+ L, EEESES XKML,

p=3 4K
FIEPRA bR S &R A A S SERIESS X BX. 1BBIAEEE T

- RlEEFTARARER. BEFECIRARK R,
- NEREATIHESHNMER, Hitis N aRATIHESARK SR,
4. FeRfE, BT T MUREFHIRH.

ARFEM
NEESERERA TR ERERUATMASRSNEBES KB BRI TARR SRR,
HepBl| 7S R & 5o
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B AAESS SERESS

RIZRIE X
BRNEE X
BF X
A5 X
b FF X
PE X
Rl X
HENEDD X

HEN XA X

24 X X
HIZERED X
HIZEL4ER X
Windows E1F X X
TISITIR R ELS X

REXHEESITIVINEL X
ES

BE XHIAESS X

- NEfIASS !

o RIEERIF
o BEFTER
- BR
o AW
o BTFFEERR
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oV
o PR
- HHEHER
o HEHLXMN

« Windows & 2% :
- Bff
o THiIAR& SR -
- BR#HIZAL S
- HIEBRR
- HEESER
ERNERN EEE A 2R0, BERUTEM !
- 1R WEM REEZEEYIE Windows i&& £, NIERAER,
fEFRMTERE. SUEMNAEDAR R 2R, BEBUTED :

o W IERE. BIEMARBIFSSIIETF Windows B, ERLEIFIFED, XEEDAIRE /AL TE T
5, 80, 1EiE1T Windows 10 5 Windows 11 B 4&iE VDA EmET, MAFEEETARE
B, BRAMEEN, (EtHssh, HITKBIMIEERBIE. )

o RITENE XA LIRS Ul RIBEESER. RREZ
o HIFE(]S CMD RIBESFEREN, SRS HENENN, REBHSERFPINERESR,
LR ENBES BT ST
o CMD REBEHAEEZIEP AL ERESTIT.
BRI HEA LSS, ERILUEXNERESS, UENRERL#HISTTIRHEERR, HEHELEREY
BEXLERR, SESRITHNMIENSESZIEL, FEHEEANBESHAL T EEH
WEERAFPR, EERABAPHEMAZSE A, FRIERE HEL FIAREMY
« WEM R Ul B B EhHi517.
« BEENHESERAPER—BFRIETET.
- EfFREENNTESHFREFRYT, BSUEBRISE > ifE > B4Em 0+ LixF EABE
R

£ Windows EHAR& 20T, BZBUTEM
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« DHIERT BN Windows BEF e F itk ABES,
« WEM IBLL Ul BT HFHITTT,

URIBINERESS
BRIEES, BRITUATER

1. ENBMES D, EFEES. IRFE, BEAEREREERES,
2. TEIRFEER RS R

3. FEESM'MARR AT+ L, RIEFEHITEL

4. 5epllE, BRETER’

EENBESHNIE
EEENEMESHIDES, BRMUATIR

1. EFMES, ARTEREEPEFEEESE
2. EENEER (BAMA) UDEES,

« ZANFTEAS, BREBRMFER. BXFAELR, BRI EE T
3. fEATmiEaRRIBRILIE,

« BXNINTHERNER, BSAmESR.
4. FeRfE, BE TR

FERENERESS
p=3_ g
fih % 28 X XM D ECA e fZo

BRfEES, BTN TTR !

1. FEFMES, ARERFEREE R
2. fREEARIANHED.

3. ERERESREINEES,

4. B mkE UHFRREEE,
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MFRANEBESS
EMERESS, BEFIZES, ARTEREEFES MR,

= g
WMRNSBESERELBR, WHRESTZMXLERF,

FTENAL
LEINRESDIFIEFHTENHAIN A R D ECRYIR (R, DECfE, XEFTHNAIERFNREFER.

IEEIBURITIATHR(E :

o« AANFTENHLo

MITENARSS 252047 ENAL
o BIFTFTENHSSR,

o YRAEFTENNL.

o BEETEINBY D EC.
SEPEFTENHo
FRIBRF T ENA

o HEE RIBUNFELIETEIN

AN D ECHT N —AR TIERIZNT ¢

1. 7£ Web ZHlad, ®RIMEXNECES, SME BFE > TEH, ARRE FRIMTEN. 525
ANINFTENAo

2. EERERMBYTENN, ARERFEPES EBSE. 521 BTN B
NEFE—LENEIFEEEN. BUEN, BSMH EEIIENER,

ARNNFTENAL
EANFTENN, B TIE

1. £ $TEIHL 1, S ARIFTEIHL
2. EERERE, AEIREFMERFEEMERAR,

* BREFAITENHLo
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o Bff. IWE—DBIMAEBZIRAIFTEIN

o fk (RIEE) o EEHR XITENBEMER,

- BRLTEN. SRIERITIN. BARE, BEENRSAF, REBEHAIRIEE,
o FTENHLEREE, FSREFTEINITER P IRERAETAIER TR,

- ERNEREERE, MIAMFRT, REERESITAERN Windows Ik EZEFTEIN,
NRAPBANERIEEFRNENE, BERIED,

o B, EETEHNNRN. ZBMERERFIER,
- BRBHRR, NREA, AEBIERFIBHERCIZITEN GIREMER) -

o SERRFTENHLBRET S

o Fati, IBE—TRMABEBIEIRAIFTEIML.
o fi (RIE) o EER XITEHMEMER,

o BRLITEHN. ERNERITIN. £AE, BMEDESAF, ABEAINE#ITL
#,

o NFRRE, ERIMUGER XML TENFIERX AR FEETEN,. HXHREERIERE
NARETEN £, KIERIFEY, BT XML XEUERERMBHRIEATIRIFTEN
B2 XML $TEIHSREC B,

3. eMfE, BT T MUREFHIRH.

MITENARSS SR ZARINT ENHL

BEMMLRITENRSZ 257 NFTENHL, iETE WEM Tool Hub > Printer Assistant P& FRERIFTENNL,
ERIEFR, AEHMW, E5% WEM Tool Hub,

SRABFTENM]
RIRAEITEIN, BRAATIER !

1. TESTENV R, ST MIRFE, sTUAEREREREE TN,
2. BERIFI=REYRIE"

3. IRIEFEHITENR,

4. SEpllE, RERE

EETENNB D ES
EEETEHNBDE, BmRUATIE !

1. EFTEINL, ARERE=PEEEESE .
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2. EBREDEATENNSERER (AFRMA) .

- BRMFFE, BRERMFER. BXFAER, BBRARNIDE BT

- EEEFEEEEANFEEURE TR LREARATEN. §XFNFAB0ES,
EEAFLE,

3. FEMfE, BE5ER .

SEREFTENH]
p=3— g
A5,

ESTRITENN, BRRUTEIE !

1. ESFHTEINL, ARTERIEA=REE TR,
2. YREBR NN,

3. EFRERITEN R ERMEES,

4. B UFRRETR.

IERITENAN
EMERITENNL, IBERE, REERIFEPER R

p=3 4K
INRITENNE R ECLL AP, NRRESMXERF,

fEE AR AL IRITENHL
RLIR TN

o EERMRIFTETLIBFTENH]
o TEEIERE R IEFTENM]

« BUH 2 BCHS WSS EMIBRFTENAN
o SRHILLIBFTENM,

« BRI IRFTENATm ik ER

129



WORKSPACE ENVIRONMENT MANAGEMENT™ 2407

o RHAEITEN IRER, RIERETSOIETENN, MEFSFTEMBELIETR)

PIL IR h R

R YR MAR DB RNN T SRR, S, REFAEIRRR RS MRE
B,

SEETLTI FIRIE

o IR TS
o RIFFLIREHERTR,
° éﬁiﬁrﬁ]%gﬁﬁb%ﬁo
. BIEMKZIREHIRAI D EC.
o SEPEMLRIREHR.
o fHBRMLEIKEHER.
« IBEMIEMA N IEMLL IR Bh2R.
ANF DB IRshsB— MR TIERBAOT ¢
1. £ Web ZH|&87, ®IHEXEESE, SMF) Actions > Network Drive, AFE T Add
network drive, 1BEERINEIRENES.
2. EEIEAMBONLIRsNES, AETEREZHE T Manage assignments, 15 REIEMLEIRE)
2SHY D ED
PEEE—LEREFEEE N, BIENEN, BEERMEDECIZENE .
AL IR EhES
EARMMLIREHEE, BFERUA TSR :
1. £ MKIRTEHES B, P RINPKIEEIER-
2. BBBEUTIRE :

o ¥R FBE— T RFUEEBNIZIRS WKL) R

o R (FIE) o EEH X MRE|HEMER,

- BRLMARzER. ERNEAMERE. BAE, BEENERSLHAR, ABELAWTH
BT,

- EIfRERTE, 1ETEMKIEEDERTE A IR R AT,

- EANEREERE. AAERT, REEAESITAERN Windows ik EE 2RI
R MRAFBANERIEEFARNZE, BHERIED,
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« BB EEMREIERNRN. ZRINERERFTRF.
- EABHRER. NREMA, NEXTERFITBEHEFRCIZMKRE GIREMR) -
- IREBRTERNER, NREA, MEENFHIREN TR,

3. eMfE, B T UREHE.

YRIB IR RN 2R
BYREMLRTER, BTMATHE

1. 1f M EzhER 1, ERMEEE. MRFE, sJTUAEREREREEHR MRS,
2. BERF=E R,

3. IRIEFEHITENR,

4. eRfE, B F®F.

EEMEREhERI S EC
BEEMKZRERNE, BRAUATIR

1. EEMRIEENER, ARERE=PEEEESE.
2. EEDEBR (BRMA) , UERMERhEEDEL bl

- BERMFEL, BRERMFER. X FAER, BERAMIDEER.
- BB BIRLUEE ZERRmESRMEENES. B X MNmERNESR, HEHRIMERR.

3. 5TRE, BETER.

FePE MBI ThER
p=3 g
NEAZH®TE,

B fEMEREER, BTMMUTER

1. EEMRIENER, ARERIE=PEERRE,
2. YRIBRNANHED,

3. ERETMKEIREE RN B E,

4. BETEREMUFIRT TR,
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MIFRFLE IR Eh 2%
EMFRMEIREDER, BEERT, ARTERFEEFEERER.

= g
WMRMEIRNBRE DAL AP, RREREmMXLERF,

g BN AT B 4R IR Th AR
AbIEFEIR :

o EERMRBIFTET L IERKIR TR

EEFERR IEM R TR

BUH D ECEY R E BRI 4EIR5has

LIS ST b Ers

sR il A IR AR X B 2R AV T e 2R

- RTLEMRERE. NREA, ABEERSLIENRREHEE, MERFHFEMIRIELIETN.

Kzpess

« FRATOENERNIES, EREERIEEERS TR ECIREER 5 R AR MIRThas 5 & ZE HHER.

- RIFEDETPER ERARGIRS. NREA, EPEPERNIREIRS TR EL R —BAREY
HEKahsfEMA.

EEEREhER

IEINRE D VFIEF R AKX BN 2R AR N ET D ECRY IR R, B, XEERIIREhER FI7E A P RS E
Ao

TR AR AT TR ME

o AINEBIKENER

« RIFTELIIRENERSR.

« ‘RIEEBIIRENER.

- EEEMIRENEERY D EC,
« SEfEREMIKENER.

« BIBREEMIX TN =R
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« FEE BN EELIKENER.
AN D BCRE IR Thas Y — AR TIERAZA0T ¢
1. 7£ Web #ZHIaH, RXIBXEES, SMI BF > ERRzE, ARRE RMELIIREHEE.
BRI NNEIEEDER.
2. EEREANNNELIRENER, ARERFERREE EESE. 558 EEEMIRENEEN D EC.

NEEFE—LEHNEFERERN. BUMER, BB £ EIANER.

ZANMNEEIREDER
EAMERIREER, BT THRE

1. 1f ERUIRKTNER 1, S RINERIIREDER.
2. BEEUTIRE :

o Bff. HBE—TEIMABEBIEIRSELIIREHER.
o fR (FDE) o BEHR X EBEMIBEHNEMER,
- BRLLEREREIER. ERNEAEMEE. BRE, BIEESESAER, ABEARLE

Eo
- BRERRR, 1T EMIREERTE A P IR AT IR,
< REAERREE. WREA, WHFMERERIKENEIKENER.

3. FEMfE, BE Tl UREFHRH.

IR REBIIRED AR
BYRIBELIIREER, BFTEAUATER

1. T ERIRENEEH, EFEMIEER. RFE, BERAERIERERE R ELIIREER.
2. TEIRFEEP RS YRIE

3. IRIEFEHITER,

4. ERllE, BERE

EEEBREARADES
EEEEBIRERNIE, BRAUTIE !

1. EREBIREER, ARTERF=PEREEDE
2. MEDEEN (BRMA) UDBEEIEEDER.
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« BRMFFER, BRERMFER. BXFAER, BBRARNIDE BT
- EBEBMLUEE 2 EANTRiESEMEDNES. BXMNMmERNER, BESRMILS.

EERTR:
“T— TR RO EIREERS ETGE R T MEREhER.

3. 5TRfE, BEFERk’.

FePEREBIIXEhER
p=3 g
i

B R ERIREER, BT TER

1. EFEIKENER, ARTERIF= P R,
2. YRIBRNANHED,

3. EREFEIREIR TR ES,

4. BH TR U AR EEE,

il saE o B
EMEREMIRTER, BEEFE, ARTERIEERER MR

Pz
INREMIRENBREDEL AR, NRRFREEMXERF,.

IEEABENEAE ERIIREhER
AbIEFEIR -

o TEBRAMRIHTET 202 E IR Eh R
o EEMERI IR ELIIREDER
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« BUHDECHY M= E M PR EEBIIRTh R
o SRR EHIIK RN ERAY TRt RS
o SRR EMIKRNZRAY TRt RS
IXzhas= -
- FRFHENENRS. THOEREDIRFRE, EAIEERIKRNEES ERF MNIREDEESEZ Pk
FRo

- ARESEFESFERARRS. NRER, THEREANREEESNRIHEI IS E—B R
ERIE IR EhERE .

AR

LEINREDIFE IR, IRE. MIFREMRE, FREDEUCIZTUESEM R, ERTLUTEMRIUR
MiRgs, HENDEZ N EMRRD,

TR AR AT R ME

o IIEMERIN

o RBIFTEMERITR

o RE— DS NIEMRD

o BE-PEHZSNEMRBNSER
o FREEMRIN

o BT reg XHSAEMERIN
TR AR R0

o MIBRIRE

AN DECEMERDEVEI TOERZT :

1. £ Web 557, RIMEXWEESE, ST Actions > Registry entries, AFEE Add
registry entry, B X BEZIFMER, BESRMIEMRI

2. ERERMBEMRI, ARTERIEZFET Manage assignments, B x BEZFMER, 15
BRBEENHZSEMRI D ER.

NEEFE—EHEFEEM. BUMER, BERESEIIAIEN.

ANNERRR I
EEMRI, BEMRUTTR -
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1. FEAMRIAP, $F Add registry entry,
2. BBUTIRE :

o BIERE, WRFERRITHIEREL,

o B, EBE—DRMUBBEZIRAEM R,

- iR (ANE) o EBER X IMRIEMESR.

o IRE, BEILUEMRICIZFITESAFNETE, ARITUEAXETESHEETIEIM

RINo
- BRLLEE. BERAERAIMKI. £ARE, MEENRLBAIHITEN, REBHLAINE
Eo

o AMEBEE. EEIMRIECEIMREE.

- E5W. IMRPEREVEMKRERT (FI40, NoNtSecurity) -
« A, TIRECIEAVEMRINAEERL,

o B, FMRIEIZRRIE (40, o B c:\Program Files )

o IBIT—R. SIRIEFR, WEM HiE{T—RULERIE,
3. EMfE, BEFERUREFE ERE,

HIE— RS NIRRT

BRE—N RS VIPRT, FRAUTSE

1 RS, BE—ARSVIRER. NREE, TUERERERTEIIRIEEH IR
£,

2. FEBYFA R H4IE,

3. IBEREHTEL,

4. RAR, BERE.

EE— RSP ERRANSE

BEE— RS DIBRAWSE, BEAUTHE

1. EFEANHSTEMRD, ARTERFEFEFEESE, MRFTE, JUEARRIENITCT!
KIREEH TS TEMRIL

p=3_
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EEEZSMNIMKRINDE, BFEEIMRIVIR, ARREHT—F

1. EEDEEN (BRMA) UDEEMRI

« BRIFHER, BRERIFER. BEXFARER, BERMIDEET.
- CEBfLUEE BEARNTRER. B X RNINTHiEsRER, B2REmER.

2. FeRlfE, BT FER

SRR
= g
AR

BeEIMRI, BTAA TSR

1. EFREMRD, ARERIFERIEE R
2. YREBR NN,

3. EREREIMERIEES,

4. BH T U EETE,

BE reg XHFRATHRDA
SR LUK AR XA AN B T 2 ECHEMRTL thIhse BHE LIRS

o ©1¥3Z#F HKEY_CURRENT_USER THVEMKRME, FERAEIMIRININGE, FHREEDED
HKEY_CURRENT_USER TFHIFMRIGE,

« EA%#F REG_BINARY #1 REG_MULTI_SZ types ZHEAAIAMFE(E,

FB e RS, EBINE LR ARG E P SAARBRE FIEMKRXHES A WEM. B X
WAMER, BEHASAHARRKIRE,

BSNIMRI, BTHA TSR

1. TERF=RERFIA
2. FEAM reg XfFo
3. BEHSAFEMRINEETTIHE.
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4. NNNEBYEMRIUERE ER

5. FMEAGEMRTUEFE BEMN",

6. BH‘SAFIRFATE,

A BR A 2R 75

EMEREMERIN, BEFZEMERI, AEERFEEPER R

MpRAREE
ZMBREMRIAIARIC, BMATIER !

1. EEIMRD, ARTEREEPEE BERRIE"
2. BEHIRRFFamIBRE R,

HRER
HEINRERF SRR R ERMA R D ECRRIE. PiciE, XEMRTEFTAFFRFEIELIR
B

TR ARATRU TR ¢

° /IJ \7J|] i$i_t
o RUFTIFIR

TE,
s
2 p=d
. RIRTFEE
-
R
iy
>

VIEB

Hﬂllﬂ

HHIIH

o

° %‘;EEI$ E,Jﬁﬁao
o TEPRIFIR?
- BIFRIFIREE

- EEAENETOEMETE,

HHIIH

HHIIH

o

A DR RTEN MR ITIEREZNT :

1. £ Web #ZH&6F, BIHEXHEESE, SiZFl Actions > Environment Variable, JAFEE
Add environment variable, IEE2RANFIEL =,

2. EBRIEAMIFET &, AGREIRIEI=FETE Manage assignments, 152 R EIRIFETEMH
L,

NEREFE-LEHNEIFRRER. BUREN, BEEEDEILZEIEN.

R R
BFINAHTE, BRAUTHE
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1. ERERD, SEHRMFRER"
2. BBUTIRE

« B IBE—TRIABBIEIRAIFIREEE,
o fR (FNE) o EBER XIMREENWMESR.

- BRLMIRTE, ERNERIMREE, BAE, BEREDEKLAR, ABEFRAE
Eo

- TERT, METENINEER.
- TEE, FRTENE,

o BTIRRF. ERLLETRIBENELEZENINF. AEELLERITIRFENO () B
TE, AEREN1NEE, ARREN 2HNEE, Kb, HREDRN, RELEN
TERBEZAGENTE,

3. eMfE, BT el UREFHRH.

RIBIMRTR
BRIBIMRTE, BRMUA TSR

1. ERERD, BFNETE, IRFE, TUEAEREREERIMREE,
2. TERFEER RS RIE

3. IRIEFEHITER,

4. TRfE, BERE

BT ENSE
EEEMRTENDE, BRAATIR

1. EFRTE, ARTEERFEPEE EEDE.
2. EFEDEER (BFAMA) UDEIFREE,

BAFER, BRE AMFER. BXIFAER, BBARNNISEBT.
- ECEBMLUEERERNTRIER. B X MITHRERNER, BEAmER.

3. 5TRfE, B FEk.

RIEFIHTE

p=3_ g
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« RefEEc.

BERENRTE, B TIR !

1. EFFRTE, ARTERFEPIER RE.
2. YRIBR NN,

3. ERENFREEREINEESR,

4. B mkE UHFRREEE,

MIpRIFRE R
EMRIFREE, FERE, ARERFEPESE BER.

Pz

- MRMFTREENELAF, URREIZmMXERF.

EERABENAAEFIRETE
AMIRIEIN ©

o EERMRBIFRLEIMRTE
EEMEROEIMRTE
BUH D ECHY N R EMFRIF R &
G PSS 2SR i

SR NIRRT BBV THiERR

BE2ER

fEDECILENERR

BE, PhRSERESRKEPR N SQL IEBRIFEERIEENNBERGEEN. EFENEIENERN, 7
STHRUTHE .

1. ¥%3] web ZHl5 > 51 > EE > AE > KHHERHEFEAE
2. BHRF-hES, AEEREAE > FFHAEENIRE.
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EERTR:

o EEAELERE, BRIEREEATUTRE !

- BRINEHMNE (BTEERNLIEERE)
o EFTEERNEHNNIE (BTEEMERIGERE)
- BRAREFRAEI

o IZAILTE [BRREZERIS > BRIRE > BB > TERE > ABRSHREF PHREIXERE,

BHHRBIZE
BT LS MARBISE, BRMUTIER !
1. FTFFERBRERER 2.

2. 7£ Group Policy Management ({AZEEEEIR) HOPR, GRELEHMH GPO, AEIEE
Back Up (&) o

3. 7£ Back Up Group Policy Object (FHKIEIR) O, IBEEBREFHMHNMUE, EAIIU
EE AR AINFE,

4. B Back Up (&) Fm&EM, ARSEE OK (BE)
5. SMBEIENXHRX, REFEESEN zip X+

p=3 4K
WEM XS AT EEN GPO X HRH zip X4,

£/ WEM GPO EZ{E FSLogix B0BXHA 83
B x WA ER AR EIRRIRECE Windows 1§ BRIRA, 1555 £H WEM GPO ECi& FSLogix

Profile Container,

N REFFEnhiE
NRAEFEMSRRE T SRS EEER e NS BFNAMENARER. £RZIE, BARTMUE—
MIBRBHAEEDENNARERF,.

R’
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BRI T B A Citrix EE#INBERF.

LETHRER LA TS

- SEHIR TR R E R E .

- APAIMIE— MIBRE ARG S EA NI R AR,

o FIPEILUBRETS M U A PG, B EEXAEE, NRRBEAILIEN.

AR PRI E RN E T N T2 B 5h88 TE (AppLauncherUtil.exe). Z T EMFRER

TR I %ProgramFiles%\Citrix\Workspace Environment Management Agent\
AppLauncherUtil.exe . yTHIZTERE, ARSEBFUTAHR, KRBT DELAMINNBRER :

B App Launcher — O x

All apps  Favortes  Management tools  Browser bookmarks

Search Sort: Most recent v

¢ L]

edge regedit

- MENARERF. ETPEDENNAER. FIRAFER | &#. A-Z 7 Z-A.
o WiEK, RS ABEERIN AERF.
- EETR, ERUTRIMIE:

o Taskmgr. FIHESEIESR

- VUEMUIAgent, E5fi WEM Ul {18,
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« NERBE, ERNEEBEHRENMLL, BIPHFRE, AP TUERITHN S35 E
PR, BERLURN S, LINAEIZ#F Google Chrome #1 Microsoft Edge. B FBHERF
I R, A-Z H Z-A,

- FRSEIR. E—1ESEED, AFAFPIFEERIE,

WERIEHNNBREFEETREBETEN L. IRRETEN ERXREDBRINBIER, WZNBERE
it B RBLERD.

= Application Launcher — O x

All apps  Favorites  Management tools  Browser bookmarks

Search Sort: Most recent ¥
X X w
Chrome edge Edge notepad

The following applications are assigned to you but not installed on this machine.

B

MNotepad++

B XN ERLLIHEERIRA, BERE—TMIERSEDENNAERF.

NEBES B
T FHIA (a0 PowerShell BIZ)

« NRXHRBEMMARITEBAAZTER

o E'BEFERP, BAUTAR: C:
\Windows\System32\WindowsPowerShell\vl.0\powershell.exe o

o 1 BEUFERTP, BALUTHSA | c:\<folder path>\<script name>.psi o
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FE, BUIUEERTRE FTERPRABMASHNER, 40 c:\<folder path>\<script
name>.psl , E'BY'FEF, RIBEFEETESH. BR, HAXHEETEREREMERIT
FEURTFRAFPIFMERIEENSX LR X B, BXXHERXBHNER, BERNMG XK,

« MRXHRBEIHRALITAZTER !

o EBEFERP, BAUTAE: C:
\Windows\System32\WindowsPowerShell\v1l.0\powershell.exe o

o EBEUFERP, BALTHEA . -file C:\<folder path>\<script name>.ps1 o
MFNERERF (FlUl iexplore.exe)

o EREFERF, BALULTFAZA  Cc:\Program Files\"Internet Explorer"\iexplore.exe

o

o EBEUFERH, BABEFTHAMIEAY URL @ https://docs.citrix.com/ o

XU RGRF
PERIR A & HIZ A P IR,

7P
IS LUE RIS S hERY B Workspace Environment Management 121, fEEINAEER A,

XHRFRIETIR
WA FRIRIERIS R, SR UEAERIERIFE ID #3 XAFFFHTRIETIR.

AN RFHRIE
1. ERA EFCREFRBRMETo
2. EFMENHRFRENBEETFHRAFAREE, AEREHE.

R
W XXX HERIZRERRRRIT, NFIRPAR.

i, RIFIEHEER X HRNMMER. LFRNERENCERASHET.

XARFRERT. EHXERFIRERERERER. £AN, ENRsAF, RBELARL
Be,

R, E 8RR E X R B,

144



WORKSPACE ENVIRONMENT MANAGEMENT™ 2407

BRiEE. 28 BRI R B IR,

MREFENBERBR. ERXGIXARIEEESESEEMUETERHESTHNIAE XX
Fo ARKEPUED, FEBEMUEEFERAXHIXHE, WREMHIIXEFFIHRE Flo

BIT—R. ERIABER T, Workspace Environment Management 21E NI ERBIFTESTITX MRS
121F, EFRILEINATLE Workspace Environment Management {XGE{T—RI&1E, MRS XRIEER
BT, XEMRCIBRIFIIE, FHEREENRAFP DR T IFS X HRFIRIEN,

PROESERY, BRI RIRERVSEE | S4. MER. B, ERRTUTSHEEIRE. XTFR
SEEQE, MEBRFAP SeCreateSymbolicLinkPrivilege AR, LUE Windows FbiFeliE
TS5,

BT, BAERERSTITIRG, RIFREREEEMIBEZAIGIT. BITIRFEN O (F) RUERE
B T, ARREN 1 RME, EEREN 2 BRI, MKIEbsH,

X IR X BR
EERTR:

ITECERIX MR X BX (FTA) REMIANRIAXEX. B2, SEITHERNXHAN, Mags
HIERLEMEFT A ? " E 0, RAEEE—TNAEFFITFZX G RHHRE X
FiZEH. MREFEHFEXREBIRLED, BRITUTERE | fIAARBREESHBRAF
EREREMMNARRF B HRE (GTEVEE > EEKRIR > Windows A > XHHFREE
#]) o

R P IER FTA B985,

77
IZEILUER shA&SHE K3 B Workspace Environment Management 121, fEEINAETEIR A,

HEIHRESCVF IS FTA IR 2 ECYIREo

IEEIBUIRITIATHR(E -

« N0 FTA
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R FTA
« /WEE FTA
. SRS
- 5[ FTA
- HIBR FTA

0 FTA
1. FALE T EREHMRIMEEB S,
2. TEARINSCHSEE X B HEERFAEAE S,

BRI, Bt IRRVIR(EAEEL,
W XM REBETRB, BREXMXEKTIRSP,
i, FERNERERIZASTETR, RIFEREES X ZRNMINER.

XY XBERE. X XBEE2 ERR TR EEA. BAN, EENkLAF, ABHARLL
B,

XU BB, WXHEE XERERNYT B%. MNRMIIRFEREHY E%, N ProglD FEREBH)
B3R (MNRXHEBEEFETSITEEENSNHENL) . EEIUNEREAY BR. B2, XT
MiEge X B, BLTERBAYT BR. BXFMER, BBHNKE XK.

ProglD, 5N 2R (COM) X BXEVIEFRIRTT. SEMFIRFIEEHY B4, ESBIE
Foo IEMEIIERSEA ProgiD. BAIMBELRENFHEFH ProglD, AJUUfER OLE/ICOM HREEF
8% (oleview.exe), HTE“XWRZF/Ole 1.0 WR"HFEH. B X ProglD HNIFHER, BEBREFITIRR
(ProglD)o

HBIE, TOVFIEERIRIESEE [ THF. fRIBTHTEN,

BiRNMARRF. AFEEESIHXXHT BR—EERNATHRIT . BATRITXHNTERRE,
Flgn, ¥F UltraEdit XAZR%E28 © C:\Program Files\IDM Computer
Solutions\UltraEdit\uedit64.exe

R, NIFEIEEE S ATITX M X BXAVIRIESEEL, Hlan :

° Rj?*T;F%T%«E; %ﬁ)\ “%1" o
° RT.H:?TEU??T%T’E, %@A /p"%1" o

IREARIABRIE, UL X BEXRTDIRENZX 4 BREIRIAE,
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BE., RN XBEEEESIEET RANEMIE XK.

Run Once. By default, Workspace Environment Management (WEM) creates a file association
every time the agent refreshes. Select this option to create the file association once, rather than on
every refresh. This speeds up the agent refresh process, especially if you have many file

associations assigned to your users.
77
IEEIUE A X2 BE X BXBYF BB e AN EERER 2 PR 2 ECig(F.

BXFARELR, BEHE T,

SRAESC e R X BX

BRENFRBXEK, BRRUTIER !

1. 72 XHEBXE 1, EEFAFHNXEK. IEFE, HERRREREEHRFIENXAFEEX
BXo

2. TERFI=hEE HiE,

3. IRIEFEHITER,

4. ERfE, B &®EF.

BEHESE

EEENH R XEKIDE, BTMATIR

1. ERXHRB X, ARERFEEFEE EBSE.
2. EENEER (APMEH) UoE XEX.

ERNNFER, BRE FIHER. BXIFEER, BEH MIDERET.
fEAmiksEN DEHTHERIL. WEXE, BASTEIMRERS XKML TR,
BEHEEHRXBEN="4HESUE HIEE,

o IEERILOEDER S 2 X BRBVAEROED, F 8 HIRECEN B TPE Bir.

FERESC IR X BX
BENXHEBXE, BRRUTIE !

1. ERXHRBXEK, ARERFERIEE Bk,
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2. YRIBR NN,
3. EREFXMARE XEKREINEES,
4. B wkE U AR EEE,

MRIBRSC AR X Bk
EMFRHREEXEX, BRRT, ARTEREEFER HER.

EE RN ES 42 X B
S IFEI

o EERARIFET LIRS HF AR X BX
o TEEFEEEIE FTA

. SRHIMIE FTA BOTR%ERS

- BUHSECBY N EMIFR FTA

JSON ¥

IEINREFCIFIE AN JSON MR FAFE D EIUSIE K ER JISON X, ERILINEE, ERILUFMEL
KENATFESR JSON EEEXH (a0 Microsoft Teams) IR FBTERS.

ST A TIATIRME ¢

o 70 JSON 38R,

« RIFT JSON 3 RF%

* % JSON XM&RFNMNE Windows 11“FFHA" S E %5/
o YgiE JSON MR,

- B JSON MRS E.

« Faf& JSON MR,

* fHIBR JISON 5.

o ZHIZEIE ISON IR,

AN EC JSON MRIEMTIERIZNT :

1. £ Web #5659, ®ZIEXEBEE, SME) Actions > JISON object, FAFE$ Add JSON
object, EERZANN JSON X5,

2. BT JISON 38R, AFRERIEIZHH Manage assignments, FEFEEIE JSON X
KDL,
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NEEFE—EHNEFEEM. BUMER, BERESEIIANEN.

ZxhN JSON 5
EI0 JSON MR, BRMUATHE :

1. £ JSON W&RAH, EEHEFRM JSON HR,
2. MBUTIRE :

o A, FBE—NRIMMUEEBNEIRS) JISON R,
« #R (B[3E) . I8EA X JSON WRMEMER,

- BRALLRE, SRANEA ISON ¥R, £RME, BMEFESELAPITEN, REERR
X E TR,

o XHRENAS. EEEMRIEWH ISON XHHERZR. EENABNSBENRXXERNIE
RBEGH. BTHEABTMAEGH, BLHISON REEGH T,

MRIEREFGABRNAS, BREEAEIRER. “FRERER IR FRERRRE
B JSON AU B ENEER. Bal, INEE(ERF Microsoft Teams,

o MRXHAFEUEE, XB—HRERIPIED, AJRRNRIEMATIE, fli, XF
Microsoft Teams, “desktop-config.json”X47E Microsoft Teams B RE & §I A E1Eo

. BEREREXH. EHE, AEBEcEER—UERFEMXGNER. SNHEAFRESHR
&, FEERES-WEMCopy, ”

- RERIN

o AFERE, TRAERIRIERIFTITOIERE,
o HEHELIE, EitBEVESAERFE SQL EH IR BB IBIRIE,

o BT, WRIEF, WEM FHUBEIT—RIZIEE
3. FEREY, R Fem UEREHR .

JSON RASHTH
LURRBISEE T s E N BN 5 B JISON XHHHIBEREEFH,

B 4HRHAERA
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{

"value": "valuel",

"array": ["test1", "test2"],

"object": {"keyl": "valuel", "key2": '"value2"}
}

EEABHRA

{
"value": "value2",
"array": ["test2", "test3"],
"object": { "keyl": "changed", "key3": "value3", "key4": "value4d" 1},
"new": 1

}

BHERTH :

{

"value": "value2",

"array": ["testl", "test2", "test3"],

"object": {"keyl1": "changed", "key2": "value2", "key3": "value3",
"key4": "value4" 3},

"new": 1

1% JSON M &RFMB] Windows 11“FrE4" K BEHER
EIF JSON M RAME) Windows 11“FFE"REHRE, BERBRUTEE,
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1. = AINF JSON FR,
2. % Windows 11 By“FFi4 S BEE,
3. 7£ 7FMN JSON ¥ TImEHALMGECE.

4. R TR
BXFARE, FEH BEX Windows 11 By F 8" B F.

4548 JSON Fi5R
EYRIE JSON R, BRUTTE .

1. 7£ JSON X% H1, 1%+ JSON R, MRFE, AIUEAEREREE JSON WK,
2. PHEIBEERN YRR

3. RIEREHITEL

4. TRfE, RERE".

EIE JSON MR ES
FEIE JSON WRHDE, BREUATHE :

1. i%E$F JSON MR, AGEEREEDIEFEEOED.
2. RSB (BFPMAE) U9 EE JSON IR,

« ZANFTEA, BRENMIFER. BXIFAELR, FERNISE BT
- EBEBMRLIEE ZEANTRIESR. B X MITHiERNER, B2HHER.

3. 5ThfE, BE e

T2p& JSON 35k
aEE

° *ﬁﬁéﬁ@ﬂo

E5efE JSON WK, BEMUATTE !

1. &8 JSON MR, SAGTEIRIEIZAIER Tk
2. YREER IR,
3. EERER JSON M RFHEENVEELE,
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4. BH R U AR EEE,

fHB& JSON 5
EffipR JSON IR, BEIRE, AETERERFEZBIER

Pz

* S03R JSON WREDELAF, NRFRERHEMXLERF,

INI 3
2R Lini SXHHRERVRIE, RIFFIEN .ini XX,

Ini XHRIEHIR
WA .ini XXHHRERS R, B LUEREHRRIEN A F1FRRBIE ID fHiksR.

R0 INI SXHF(E
1. AL TFXER TIN5,
2. TE“ZN00 INI X TTEPRAFAER, RERTHAE.

FERMZMG
Mo ini KIHEERETRRM, SNETE Ini XEEETIRFPFR.

i, bFERNERERIZASTER, RIFEEES X ZRHMINESR.

INI XAHRERTS. 1 .ini XHREREBRAEEER. BAN, BEDELAR, REBEFARAE
Eo

BiREEE, I8 .ini XHMAIE, ZXHSTER P ISR #RIER.
xE:
EAIEEMARIERN, NRBIRBERENEHRE, WEM alfe i T,

BARTS, fEEUMIRIEEXY ini XHRIMD TS, MMRIBEAFAEFENT, WREIEZT,.

BirMERM. EERFEZRNENST.

BirE. FEEEXS
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BIT—R, BIANBERT, Workspace Environment Management 2TEIEE R RIFBTHIT .ini X5
128, %Ik § EHERTE Workspace Environment Management {SG517—X, M a8 XRIEHES
170 LEIRERTINMRAIERIFTERE, BB HENAR P 715 ini XHEIER,

BREEER, R RIS ESEEY,

438 INI SIHHIR(E

EiRIENENR, BTERUATSE .

1. PEHEBREEPIRE.

2. RIEFEHITEN,

3. TAlE, REFRF

EENE
ZEEDE, BRMATIR

1. 3R INI XX, ATRTERIEEAEE EE 2 E.
2. IEDEER (BFMA) UHEL INI XXH
3. fEMAMHIEIRRARE T OAE D .

4. AENBERREFE INI XXHEFRRER,

5. ThfE, B FRE

TeBE INI X HFR1E
B, BTEHUTSE

1. &S INL XX, ARTERIFI=ERE R,
2. YREBR NN,

3. ERFERENEES,

4. B mkE UHRREEE,

MBS INI 2%
EMBR INI X, BIEEFETE, ARTEREREAIER BIFR.

s

SV iR BRGNS AT S BRROIRAE, BROITHAER YR I8 COM B CIBRAT, 1EWEATIRERD Citrix
Studio HEB&RIE A COM BRI B EhER, MIRAMEMIEOINAEE RIS NE A0S, &Mt
#£ Citrix Studio FEAEF 1% COM I OEEMER, BAELT, 21t COM BOEEM.
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mOFIR
MAHORYIR, ERIUERERRLIN ID HiksIxR,

AN
1. M LTI AR RN CIBRE
2. TEZNECIBRG IIFEXETF ERAFAER, ARBEEWRE"

FENEN
& IWONERS, SimA%&RPERERIMER,

R, NERECIERASHER, AWFFIEEE XX RENMMNGER.
HORES, ViR ERALEREA, Z2HN, BFEEPERAAF, RABUASAEZE,
YWO%F. IwORIHEER TR,

wmOB4R. BirimO.

T+

BRAEAEE, IR RRITROIRIESEE,

Flgn, ERI LRI T AR B IRE -

. BO%M  EF‘CcoM3:”

o BROBE4R : A \\Client\COM3: :

REELR O PREY

BRIBIEOMRET, BERUATHE

1. FERIEE B E4RE,

2. RIBEEHRHITENR,

3. ERfE, BERE

BB

EBEEDE, BTRUATIE

1. EFE—NROME, AREREEDEEEES D,

2. EENEBR (BFMAE) , LURkwO9 84T

3. EAMERSRFEDE BRI,

4. REANBIMEERTER OSBRI R
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5. 5ehlfE, BHRF.

Fe R R
BnfE, BRMUATIR !

1. &R, ARERE=PER R,
2. YREBR NN,

3. EREFERENEES.

4. B R U iEEiE,

bl B O PR

ERFRIGOBRET, HEEFEE, ARTEIRIERERIEE MR,
AP DSN

ZEHIFA P DSN BRI,

AP DSN 3%
MAEBF DSN M5R, EaILUER B RIEXAZRFRILENE ID Hiky) K.

7ZMAF DSN
1. A LETXZEAR A 685
2. 1£ 7"MAF DSN XEEEDEPmAFAER, AEET WE,

FEFEEHF
% ¥R, FAF DSN WER%FR, @0AF DSN SRR,

i, bFERNERERIZASTETR, RIFEEES X ZRHIMINESR.

FIF DSN X%, YA DSN BEERAEEEM. BAN, BIEENRSAFR, RBEHLAINIE
Eo

BURRAT. AP DSN BINEER .
IREhIERF. DSN RX&hiEF. BEi, N2 SQL Server DSNo
BRsZ28AFR. B DSN EEZRIAY SQL Server B FRo

BUBERTR. AP DSN EZERIA SOL BURERILTR.
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fUBIT—X, ZRANBER T, Workspace Environment Management & 1ERIE &R E S 6E—1N
F? DSN, 4)3%ItbHER] 8 Workspace Environment Management X8I —X A DSN, MAZREE
RRIFTEER IR, XRMRAERIFIIRE, LHERENBFRDE T FZ DSN WER T

HREER, NI R TRAVIRIESEEY,

R DSN
ERIBNENFAF DSN, BRMUTEE .

1. ERFER R LS,
2. RIEFEHITER,
3. TMfE, BERE

‘EEMAF DSN BoE
BEIERAF DSN NS, BEMUTTR !

1. #EE—PHF DSN, AETEREERIEE BB E,
2. EENEEMN (BF. A ou) USEAF DSN.
3. fEMHIEIRRAE D LT

4. BT BFKEPMERR DSN L5t

5. ThfE, B FRE

SEREMAF DSN

EnEAP DSN, BRRUATHE :

1. EZEFF DSN, SASTERIEE=AEsE R,

2. YmAERFIAIHER,

3. EERERENIES,

4. BE s UAmnriEidiE,

MERFF DSN
ZMERAF DSN, HEFT, ARTERIF= s MER.

pa)
ERDREIRERIEAF A, XEERATUERAFRERIAN—ED,
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pal =k

SEBMRTTEAIFENMIARNA (BF) , UEETURESERENZEMN, EFE—1 B8
WEBHDE,

p=3— g

& SID B A B nnfE T E—LEAYE], INRFRAERIEEN, HEIEFE TR
JE Cloud Connector @B 1ER L{F. NRRIBNATEE, BELRACitrix B ARZH,

BERTRERR

- A, —TREY, ASFERRP, 2EERAFPMINE. MRBRBIEERFEES,

- EBR, —TREA, 2 EERANFERR. RIERGVRLER, ZANK—HERERE
RIKF. HITBEAMAER, SERESAFMIBIEERAR, HARSHRMEZERIZRN, dilk
EESAFANNEEE R AR,

A FRIET el

o Tk, RIFETRIESR,

o WMSEERR. TFERINET.
 BlF. EXTERIIR.

- B, NIFEEERNEBTIIFARR,

« I8, ITIERIBE. TR ESHEED. RARNBERANRS. EBEMLRN, BZEUTE
I RFRRTE T I D ECRYIR RV IR, (BEEA, MARES. BA—TBE, MNRFEF
28, MLELEBREHBERL T,

- B, RITEERTERAMR (B -
- HER. SCWEMFRE R, R ¢ REBIRT MR,

R -
1EA] LB ARSI PRI T X R IRE S A A B ir.

AN EEER
EAMDES, BRITUATTR
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1. EHEBHFRTE L, BEARMSEBR.
2. ERERMIER.
3. EFRERNINBBIRFITERIE.

4. EFEIREEL
p=)
3FF Active Directory A1 Azure Active Directory, IER]LUHEESEES%/ N BR L 248,
3FF Active Directory, ERRILUEIRALR RN, FicF, RE AXKEKISE ATUD LA
1B,
5. T HEERMER, WAZRNIMNBIRG. SERALTE, RS EREXREH,
p=3 W
BRMOREH] 50 MER. MAKE, BFRILENER,
6. BEMSERURNER. (EEMINERFRETREE XRICEN. )
77
NREBNFENEHRHIZFARMBIR, BURBIRERS 52 L,

7. 5ehfE, BEAMLGRIIBERHRERS,

EEBFNIE
ZEEBNDE, BRITUTER !

- EaRBfRTE L, EEEN. RFE, FTUERERRERERD BT
. TERfF=, R EESE. “EENEEOMEEI.

. RIEFEEES MEERIDES.

. PR EEESUURIEHE B TRIHAHT 7 Bk,

=

N

w

N
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RRESER R

BEnEOEB, BRITUTSR

T oRBRTEL, ®EFEET. RFTE, TUERRRIERERE BT
ERFi=, R RE . RESEBREOMRENH I,
ERENBIR R ERECES,

BT,

=

N

w

B

Pz

« BEEREREBRT.
o B—R&EZFLE 10 BT,
- NMRBIREFETEMNMUE, WBIZBE.

- REEATRHERNZE, ENNDERSWEE, ENNMARIKENRIAE (100), HAE
MNERSHIANNEER (8ERIZERT) -

Thites

=3 g

« LEINRELATR S bt 4o
« Jmikas BT D ECHMBA(LIES,

T THEER TE, eI LURINTHEes R A R EDECL AR, — IRt NEE%

- BMARE, NRED, BXIBEFBREDRLEBEITHF. B ERESMRILRETRER
PRI RIETR alFE

o ZINTRIEER. SOVFIEAINTRILSS, MUEEDECIRERAIUERE,
o EHEEM. RIFERN. MERAHRESR G
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- BIFT. EFHEIRTIR. ERALETIERRIFT EERA PHRMTIR.

I8, SUITIEYRIETRIERR. WRIERIBHERDECLH AP RVIRIERTHERS, BoCRIIEIRIMXLE
AP

° ﬂﬂﬂ Bl%o ﬁﬁ@ﬂﬂ” ﬁ;%")ﬂﬂi‘_ﬁ%go
o X&. NFEERNEZRTmERR.

ANNThiks

ERTHIxSE, WHRITUTEER ¢

1. fETmikdR TUE L, BPERINTMIESR

2. E“Mﬁlé\"q: ) EEELX-FWE ) %E%E“-F_}ﬁ"o

. TR, WA,
o i, WATRESSEOHGE, LUESBTE S EMRASRKAFR, TR TAN.
- R, YRR UBARAS, R RS,
3. TERHR, ELFNERMRRLS, RESEaETERAE (AND SE) SR
B (ORZHR) Ziayift, HrINERRANEEMERN SIS MR EEH—1 2 A&tk
o TR MFIRASEIE RO AL

¢ TUARAE . FMRAUEFRERMNEEEES (AND 5 OR) H—RIURMH#HTSH
48, EELTERFATTIRGA. RAMARSTURESR,

Pz

o IETELER SIS A A T E At ik ER.
s ERMESDAIERAMT B E SRR
- @8 OR ZERHTHILSFNIEARAN 2210.2.0.1 HESARAB I L##1Ti¥ (.

o REXBNZMHVERTRHAKRE, MRFENNATHENRE (g0, WMAESH
GPO) , REAETEmERNRIIEl]. X NERTIHENIRENHEIRFZMER
FTEIIR, HERTERTIHENIKERZRMT,

« NRFE—RFBVTHERSFE OR 48%E, MHE XA FEIE—FKEFRIE. NRRE—
AR TERRSRFE AND S8, NABURE &R HHEIFRE Mo
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elfeESts
A TR IR SR S B IR SR MBS QR &M, EHIMBVRIRRH RS, HITUTIE !

1. BAZRMAFB.
2. ERRLUUBRASEM, WERBURASRMT.
3. MIRAERRMLEE, ARHENMRERE.

REBIFRHFEETEEERERNIRE, UTRAEEEAA !

SRfr R
IR NE

ESNEREMN

AT B RA

JETHERERE

EEERIER

Citrix Provisioning™ BRIGIET
Citrix Virtual Apps™ 1%%& %5
Citrix Virtual Apps 7

Citrix Virtual Apps X1 ¥r

Citrix Virtual Desktops™ S EH&FR

Citrix Virtual Desktops 7% #5

ZPim 1P ikt

161

ZRMIRENE,

RIEBMERITEE SEEECRRAEER
R WMARBME, BNS () 2R, X IR
HEXMTICRMENAESNE, BRARS
(?)o

RIEABITES SHEE ELERBEER,
WMALBT, ADS () DR

RIEREEL S EERAEED R,
ARE, BOS () 7kR. ZE : ERIUERE
= (%) fEBETTo

RIES RB I ER S e E BT RAE SN
R MAMRBN, BRS () 7.

RIEREEARHELR TR, NEIR.
RIEHBMES SHEEELE, AR,
RIERAR S SEEELER, NEHR.
RIERKSHITES SEEELE, NEHR.

RIEKEALTESSIEEETE, NEXR
&

RIEHBMES SHEEELE, AR,

R 1P it B R SHEEETE, NEHR.
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SR ik
& P imarh RIER P eSS SieEETE, 7 True 3¢

False, MIAR PRGN, BOS () 7. &
AIUFERES (*) EAERR. R UER

H

BRI ERS BIEEPIHRERART SISEELTAR, ~
True =Y False,

B IRITIEIRERSA RIEE PRI ER AR T S8 E AT,
79 True 5% False,

BT RIEHBENAMES SHeEEILE, 7 True B¢
False, MIAITENG, BDS () PR &
AILERES (%) fEABET.

EERE RIEEIEIRSZ Online X2 Offline, I True
8}, False,
H #AFNAE] RIEREAABY B RS S48 EELER, 7 True T§

False, A BRI BHSEE, BH9S () 72
Mo MABENEIXA mm/dd/yyyy  BIABEA
SEEEIN A (BYEIRTIE)  mm/dd/yyyy HH:mm
- mm/dd/yyyy HH:mm o

E2HJ1 BIEER/ RS 5IEEETE, 5 True 3
False,
EESE BIENSERTSIEEELTE, /I True 3%

False, HIATISKAIVEITEINGE, BDS ()
R, AR I IREFLERMTILHEREAN
BYELNEER A True, BHHARS (?)o

HIETE RIBEMETERE 55T ELAS, RE] True 3
False, MIAMETENE, B75 () 2.
AR NRFLERGEIRRET SR ENEIED
A True, BHEIARIS (?).

X hiA RIEBX kAR S SHsEEIRE, RO True 5%
False. MIANXMFRE, BRS () 7.
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SR R
XHINGEREEEFE BIERRES SIEEEMA, KE] True 3%
False, AN HFATERRE, AL
&S,
IP bk B3R 1P LR B 5IEEEPCES, R[] True 3¢

False, %A IP #ubsY IP #BESERE, BAS ()
R, AE I IUERES (%) fE/EERT.

BB EIIRF RIERIFEEEIEESIRF, K[ True 3¢
False, TEBMFERT, MAERMEIRPERD
Bffo FEXML SURBINHRETFTRT, WA
XML FIFRATERE 8o

BAMMERBESIRF RIEL AT ERSEIEESIRF, KO True 3¢
False, EAMFERT, WAZREIIRFELH
B E. EXML FIRNXHBREFRT, A
A XML FRB TR,

WL EFIRS RIEMEZEHERSETALERATH, &E
True 3§ False,

BRERAT AR IRIEIRIERA T ORI TE x86 ILZ x64, FIHF
NER,
BAHIR RGBT RIERTEESEEELE, ¥ETAEZR.

WMABABHRFRN, BRS () 2.

AMERE RIEEMRERSSEEELTE, HIETNES
R EEMRBENRBIFFRT, WASLIE
MEREDTHTERE, T ERREFRF,
WMAEMRE, BNS () 2. IR | IR%
ERHEFRZERIMRMENBERTINE, 18

BWARIS (?)o
HRIMEBIRIVAS RIERSEBRAERBR, ¥ HNEHR.
Xzt RIERNE S SEEEE, HTAESR,

MELE, ERRNFENRFRE ETEEA
ISO ESHEE, AR5 () 7R
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SRR i
FAF SBC &R REXEZ REEE BRENNAEERF, ¥
A E SR,
P UIES RIEIES B R SEEEE, HTAESR,
WMI &if RIFFEEERNEEHER, HITNESR,

Windows Management Instrumentation (WMI)
BRI UEREREN LTE1TER, &8
DIARIEE R [EIRVE R E X 5. B X 1F4H
28, 15517 Microsoft X1 : <https://
docs.microsoft.com/zh-cn/windows/

win32/wmisdk/querying-with-wgl> o

SHERSE R T EAE X RGN, FERUTRMER
- MRRELRERRBFASIEERERGL .
o ‘BRI EERIREINNE A RIRE.
o ‘RN F ARz EAEE.
- MRNEZRENERR L, WREBMHAETEF R BREER.
ESER

AERTIHENIRENRA
REDNRMER

- HENIgE, XLERENERTIHEN, TRRERIIE]. 7 | ARKIEMEAES.
- AFPgE, XERENERTHAR, TRMNERIIBaHEN. =6 | BRIESRE.

WTFERERERTIHENIRE, MRTmiEsFIZTHEPEA—, ABEEITLmESRN BRI TN,
b2 2t EATFIENRE

& P im A AL

iy

ZPin P it PTED

7]
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TR ERATIHENIRE
EMRIEITED INRITEBAVEMRME HKCU Tk, T EM
REPTRE RN A F it BHIRERNEF
Fo
FAF E R/ X PLEg £
FF Ul &SI £
FAF SBC RiRIEHR £
Active Directory E&RITEC S
Active Directory &4 PTHEE )
=gl e aE Uiy £
TEF i 1P ik Prig £
FTEMTRIEIE £
FT R P ER/MX AL £
TR UlB ST £
T Active Directory B&1ZPTHD 5
T Active Directory B4 ICED S
P iniIT @RI ED £
T P imiEiz R ER ST £
Active Directory £HPCHg £
T Active Directory £APCE S
BEARMHNARRR £
BEgE

155 A X L 15 B S5 Workspace Environment Management™ (WEM) HCIEA0 IR 12 /ERY 5 = AN BT
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REIRE

T E S IRECE WEM HRIB1T .

REBEI

FeBIEMIRE,

REBERTH :

- ERNEHNE. EFHAERSEERNIET.

- EFEENEIRE, ZF SRR ERERIETAENITENNAERSET.

- NEEREHRE, ZHEAFRREEANRERSRET.

- BRARKERAEDN,. BMERARESESTHNREERS. LIRENTRAFERZENAENEHZEL

=

- EFERGHNAREPRIGEIT CMD 1B, MMREAR, RENEE RGN BERFLL CMD &
NMARZ Ul iRXEE), CMD B E RS iRnfmAeRIESHEE. B X CMD # Ul
NEZER, BEBIFECMD 1 Ul B TR,

RERE RIFERRIN :

- FAEERAETRE, NREA, WASANETEERFANERBAFES Citix WEM Agent
Host,

- CHIERABHHARE, MMREA, NARBTFIEEAFEHNEFE Citrix WEM Agent Hosto
RELE:

- EBRAAREEEFER. IREA, AEIWHAREREXH.

- BRI ZEHRESHNERAFAETRIER.

Rl :

- RIFFERISE. NREM, SNERIFEN, RERELAFIMRZENRF. BXIFRIGENE
R, BEANRIRE,

- RIFTRAAIGE, IREA, HRERFEY, KESARA Windows RFIRE (FIa0, Windows &
TREIRRMIERER) BIRIFT

- MRIGEERNRF. NREA, SEMFRIKERNRN, RERERS LM% Windows Rl
#ro

- BIFKRE. REA, SRIERFN, AEMASEHIRENRF. B XEEHKRENER, /7S
5] SR Ho
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. RIFAM. NREA, YKIERIFEY, KIESAA Windows B S EEEKAIRILT,
BrhRIF (PR vl K8)

- B8R, SNREMA, Citrix WEM RIZENEF BRI, BIAMERT, BIFIERERN 30 2
o

BRAART

- ERABRYERN. RZ2H, HRELEEED WEM RSE, EARERRIEER,
- IEELBERER. IREA, REBHBKNEEEFETEIEIRENIRE ZEFERIERSHE
) .

- ERSEFRRELE. NREA, ABEREIMNREAMEFMAZEMEMRS FHREREX
IRERSIRIEE, XA LIRS IERE, FIABRT, ETATFERRS. NRE
ik & BILABIBYITA, IERALEED,

=

o REXAMEFIENS WEM IRSED. EIit, #FKENERFE—LHNEFEE
M, BFREUATEANRBRERFEREDN (T BEILE > AEIKE > ABRSE
U HEG) EERYE.

o NYRMDIER, BHEE—TRENE, BEERUIMNEN, FEMIEE>BE>AR
B> gutHER", EFaRE, ARTEES hiERNE > RIFEF.

o HITEWEREZRALIRE, SN, EMBEENENBRT, BRERAER TR
WNREA, & WEM IRSHRERANERT, BT EERE SEENIRIFAEITEN
RFAREEN.

IR S5 3%
FEEREENRSHIRE,
REBREFRFER (9% . IZEEES Citix WEM REBENRS SERIFHEFMNEE, R
%175 WEM IRSBURERRIIES . FINMEN 30 0% EALLETR, FEEUT/LR !
- £175 WEM IRSEIREERS MR/NEFREA 15 7. BA—DKTFHFT 15 DHHNEHK.

- KEFRY EIRAIRERBFIARE, RIFEENE, WEM RESHE—1NER, SXRAEBEERH
IEREBRTEY, ERRTEIZEIRAER—MENEFAKRES AR, flal, ERHEIREN 30 2
o RIEMULLEFRFEE—TRENE -

167



WORKSPACE ENVIRONMENT MANAGEMENT™ 2407

SQL IEEBRIFIER (9%h) . LB Citrix WEM RIBENIRSFRERIFTHE SQL EHILERET
B, FRIAMEN 15 2. BA—TKFEHFT 15 DHRIE,

KRBT BEHIER (BF) o LIREZESI Citrix WEM RIEBENRS ERFENRIEENATHRITXHH
BtiEl, BAIAES Oo

"R -

ERHELEREEIVE ARV ETENT RSP, ErIUEENIEN ARSI
(VUEMAppCmd.exe) F#FHATIEl, VUEMAppCmd.exe H{RMLIBEANIE Citrix DaaS (LABIFR
73 Citrix Virtual Apps and Desktops Ag%3) #0 Citrix Virtual Apps and Desktops B4 #8915 F
EFEMZATTRIFMELRE, BEIEEEFNE, BRENREINEBHEEPIREN
VUEMAppCmd BN RFIERIRE, B XIFARESR, FSHTEMRERE,

BRRAEEREDN. ZHEEhERIREENFERERRFHERERIER,

331 ieduinit RE, BIAMERT, Citrix WEM RIBENIRSSFTF ieduinit 3517, AEFENIE
ENETHITXE, g ERE Citrix WEM KIBENARSZS R ieduinito

REFR
NBERIEEEFIE VER BB AR

REARNMEETFENAEFARXNPTR. EREMZHRIEAE, FERINAEFIRM >
RAHESHEIZWEM KEAERR(IES. URIEBERIRESR BN ES.

RI
BB, FRIfREIEN B MREFIZE,

EA

- BREERSESGEN,. MREA, S5EMBERMIRSIERERNINE N, REBEITEREEN
EETEIER. Citrix BERBEERERENMEER LEALET, SN, EERTENX
BHIFJRERME LI ARR (REEN) Lo

BN IhEE

- PRIETRE. RER, REIEEXRERMEBERFPFE, BAEFRR, SRMFRXTIH
H:

o PP MLZFTENMLo
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o YIRMEFIEBEETF LEA T REEICIENITEN, NAEFIMERE NIRRT
EN#o

o MREFERFEET+ LERTREWEITEN, WAEFIBIRIIERFPIEENEMAT
EN#o
o FREIRThERMLZIKENERSNBIPRE MR IKEhER.
o B ERFIRE. FIAXE. WREEFIA R L T aRES .
o FRBEESEMN TR R R EERES o
- MHRRE U AR, MREA, AEREEXRERBEBFERIERE. EFKR, ERMRUT
me :
o FAARGRE. FE*R. REEHHFE1RE L T RBRES .
o FRBEESEN TR SR EERES o
- NAPAEEABEER. IREM, RIEBNEIMIFRE Active Directory AR H, BiFIER
A REIFEFERY, RTEM EBNEFILETL,

- ERAEERAEEFHNEEREGR. NREA, ABEREREFNEEWERKES ML,
BEWMEREZEF LR,

- RENVAREFERFT. IREA, AERFREIBREAN, RIFCHIANLAEFFETAR
ERAITEN Lo

- NNBAEFBRAMEEE, EHEEEAIENARERFBIRREN TEXHRPRIFREE 2
HEF,

« WEM [RSSE8BY (ms), RIBLEEETIEMZIIMRSE, VIR EBEEFNEBNE, RAER
15000 Z#,

- REBESAHTE, KEBEUERNSRALER. RIAEN 0 RIEBRYIERITFHNRAZER -
1 RNBELIE, 2 RIRIEKTE, MRILEH, 88, LELTEFEL.

- BRRSEHR (ms)e RKEFH EBFRRSERE, FtvERIEBENEREESNEFA X
NERETF. BAIAMEA 15000 ZF),

- MEFEREE (ms), BITMERIRE (MEREHIRALFTME LRI H/XERZIR) BEBRE,
Ttz FRIBIANRIEER K. FRINMEN 500 2,

R IREE

ERILLEIF AT T AN EEN. WEM R EMERSBRAERUTR—FWLENARE, HERX
LEREFNREMREEE. HINEFESBEMMRERSIVEMS. EEMALLIIE, BRIEBRT
BN RS meERFENRABEEREX BIOS 1&i&,
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AREEAREFMRE, EH 257 Windows BIERA LECEIREUE AANEENBEEMRE,
Rk, KENREUTRAKE !

- ZAM-FRITIREMUKR

- AMFERRRIMRE

« AMEEARITIIZEREET N

- AMERRER RAARWIBIEIMRETEN

- ZH BRWERR

BRLEDE, SN2 EE > T2 > 7 > fiHER, MIRPEE—AXZIME, AREE
% ki IREE > MR LIREEEE R,

BiFgE
I TE TR EC B S 1R (F BN IEAE X BNIR B,

BRIEE
R IR IR A BT E], UREES NREMIFRKS ECRVR1E,

ERMRIFARELRE, U TigEEGAIEER R ERMAIERIFIT G EHLE R,

- EERNRFHFNLENAESF
- EERMBIFETLEITEIH

- EERMRIFET QL EELIIRRNER
- EERMBIFNLETMR

- EERNRFHNLERFTE
- EEFRMRIFHNLERD

- EERMRFETLE INIXXH
- EERNBFHELENBES
- EERTRFNLEXHRSRE
- EERNRIFHETLIERF DSN
- EERARFETLE FTA

HithigE :

- ERNEFERM JISON XHLE, REFLAFPEFAAIRE (GPO 1 JSON Fi5k) 4 IE5E
EEFERER, BEMLIED,
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EERRAEERE, UTIREZRS AP ERMERD AR BT RRIELIERRIE,

- EFEENLENEER

o EFTERENGIEITEN

- EFEENAEMEREDER
- EFNEENGERYREDE
- EFEERAETMER

- ENEENLEMETE

- EFEENAERO

- ERTERRLE INXH

- EEFEENOEARES
- EEFEERNOEXGRFRE
- EEFEENLEAF DSN
- EEFEENLE FTA

BGH D ECR R (. WRBAXEIRE, NERE N RRIFHEBIERATE R AR (F.

» BUH DI MR E PR 2R

« BUHSBCE NS EMIBRITENA
 BUH 2 ECE SR E M PRI S IR = 2R
- BUHECE NS EMIPREBIIR s 3R
- BUHECE NS EMIPR AR

- BUHECE NS EHIFRIFREE

- BUHSECET NS E#IFR RO

« BUHSECET NSREBIBRI 4 R GER(E
- BUHSECET NS EFRAF DSN

- BUHSECET NS ERIFR FTA

SERHMRIRF, MNMREARXEIRE, EERHTEMNENR, REBIBARFTXLERE,

- RN FEER
o SREILERFTENH

- SREINEFIKZ I EhAR
- REIIRERI AR
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- SREINEFIRTE
* SREIGERO

SRR ERITERR. MRER, XEERNSBHREESRRIFHNERLIERILSS.

- SREIERN TR FF kR

- RHIAIBITENH %R

- SRHINIEFRIXRN 2R LR

- SREHIALIE IR R 2R Tk ER

- SRHIAIEF MR MR

- RHIIFFIET BIHER

- SRHIOERER O %2R

- SREIVEX G RABRERTHILSR
- SRHIAIEFF DSN A%

- GRBIALER FTA BYTHI%ESS

RHNE

- RTREITEW. NRER, AENFRSLEITHN, MEFFTFHEMRELETN.
- RTAEBEMBERNE. REH, AERFSREWNRREEE, MEFFFEMRIELETN.

BRIEFBE

LEBENG ARSI IR B 2 S MR IRIEAS XN EMIME  (MERch2FFITEIN) » HTF
BRERERABEP AP AR, B KSR IRESXNHIME IR, a0, Ealdis
EEEENAEFD I eIEN BEFRIRES NIAIE, Workspace Environment Management 1R
B E MR IR LRI

1. EEES R N0 ECRR R BRYET,

2. BEREERN _EE1ERNED,

fgn, FBZEEEERSEF AP NN AEFER T IREREREANED, HENAERRE

AREBAERELEE, BEEERERER LSRR T BRRBREEREAED, ZIRES
AREEH AT RE L.

RRAEFREA. U TREZEHITEE I MFREL REES o

- BEIRFREERES
« BEIBREREIERIES=RIRES T
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« SEhEI M ERIRIE S Th IR ET 0o
« TEEEIET IR A" SREBRETT T
- EEERIFREER) Frin R EAIRES T

PRLEFTENH, :
- EETIEHBRASITEIN. WWRER, KEBRTEEIHBRATE MLEITENN,
4L ENES

- EEEHIMFRMKR IR, NRER, RIEBRTERIIIMIFRFAE SRR,

Ul R ME1E
WA FERERPIFER MM ARE (£ UILERT) AN, HFEEXBRSHKENRKREA .

NAMARZRE
BENX Ul RKIBAMFAE,

BEEEmAER

« BEX#IF. FANBERT, HRIEEIHRIFN, BRERHHE Citrix Workspace™
Environment Management ATV S I EIE. ErIIUIEE—10] WA FIFEI IR RV EISR R &R 1%
AT,

- MBEEESE, SN EERYEELGERIER B E X #iT.

o NAIREHE, SN ANEELGERIER B E X #iT.

« UREEE. IM Ul REBFTABIHEEERE— T ARED,

- REREEER. NREA, NEREMHERFNRREMER. KKEENEERRBIF
A EK

- EFEENREERAERHER. NREA, WEAFEMERIINETENNIRREEE,

- RREATNARFNAEREE. NREA, WEREBESTHEARTNARERFREAER
[ETiET

- REEATNAEFNREER. MREA, WEAHNARFAERREERR.
BAPRXH :

REEERFERXANE, MRER, WRAEEGAFRRHAE, Alt, EHFEEGZNHRR
£, RERREPRYREETFEERE A,
- ZILEERXANE, NREA, WEERTARHAE.
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- FREERHRE. ORER, NWHEERERAEEENSRFHAER, ARFERASHILE
o

- RFAFEERF. EFHREEAEREFETEBREET. RABRT, HETATFER
RS, "EEBFEETITERAFEEREHIMRHFEENLRF. AREREEBRFTE,
I E BRI INENE, ERMNEER, ARIUNEZENATHITHRAZES AP ALOE
FEERMRIE, ARBEEE . XFMIBIRENBYIRIER X MR

Pz

ARIBR B PIRR R LU MNED  “BIFH X T “BIFH LN IZENEH WEM RIEig
B, Alit, EEEZHaFERENKERIAEN, ‘X FEMITH—TXEE, HE
EREEFERNRENRAIFRER,

- RTAFPEENAER. NMREA, NRERXELN EENBRERF ] #inm EAAF
o AAEIMUBEHZETLT A EENARF MIEEH LB TET, RIAMERT, kst
FEARE.

- RITHAPEEITENN. WREA, WREXSPEERTEHN S #Hiss ERRAPER. B
PRI B HZETUAF T BTN IHEE, UEERIATENFHESITEE R, FRINER
T, IERLTERARS.

- ERERERERBNNAERF". IREA, NERERERETRNNAERFED, 1NR
BR, BRAUEENRAMITNNARER.
#HEhB M
1ERE BB iR H I E RS A IRET,
EEURIEES
- FENER., WARF NI KREBPMOIEEE, NREE, AP FEAEREHER %
Tl BHERITHF ML
o XEER. WMARPINLEFRXERNMIERE, MREE, BRREREREFE
B SRR, BEHERITF ML

=2 ELE

BRREHR, EHESEARERENERWMRED. ARIUERILETITARRHRIE, %
TERHELTED

- SR, ENARPTEPHEIRNEEEE,
° ﬁﬁo 1%@%%&0
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« REXBIZF, BRBBERXLFFAN.

BRAZXDZIEN, RS ERBERIEFERRXBIZRED. NREA, APAIUER
LU FREEN B EX A LIEERNER KX RS ENX B FE i, REFE—IE
® TERYEECE B F BB & P o

IR FEpfEshl, AR FERfFthAL,

BFEREFIRIR, EERBBRTIERTAXFEFHAENEFHMERRTER. LFERTENZE,
p=3— g

B X oL B FHRHFRIR P ER ISR HBIREINR, BERRNES T, NEBFHEERPAIT
##UserScreenCaptureComment## hash-tag B, AP FSEFHATICHIED,

BEXFE#&, EERBHRTERTRXZFFEFEMARYEFH EBIRR,
£/ SMTP KX FHbfF, WNREM, NEEM SMTP M3k MAPI &5X 32 F BB o
k!

HERE IR X A s AT B

- TEEENE XN, NRER, KEREEENEBXAESITHRENITEN. T =R
X

- ZHENXH. MREMA, FHBENZER (EBRFBA) BENKRE, AEXBHXARSTHAE
BB,

- EHEMIFXN. MREA, REBERERENBZHHENZERNEEN KRS, HEESITARENITE
Mo

A EETR
LITEIZFUATIRE -

o BMERBER, DITRRERFLEBEERATERS. ERBERELERIVIEF

=
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o ERE 4/ EER, BIEIMNKIELELER, EEA Monitoring > Administration >
Agents EP E’gMﬁE*&%%i-i—{%l%\\%lﬁo

. ASEIRIGTE
« JSON X ff

ES S U T REEXRIKE -

« AEMERBERRAR. iILERATRNAREFTN. ERANTEIERRERTUREMN LEBUE
BGREURER

- BRBERERERARNEIEKESEN L

BRILETS, BIEEHAIEREIL N FEETTR.

- BEXHASRAR, IHEEATE Profle Management #1 FSLogix MNECBE X 4B, FHAUT
ETHERIIE R TR E XA g8 ERIARSH

o BRAXHAHE

NRER, SEREAEETEEREN, NEEXHFRRTHAXMFEITHE, HilkE 24
NSRRI —Ro  SEPTLUARYE S 1 K/ V8 E ML S RAR A A o

« Profile Management is{TIRRKE, RIFEIEEEE Profile Management ;S5 TR EIRS
FEHENISETEE, STRRRES 24 /NHEIT—RFIRESET. EREERSPEEN
Profile Management I&i&,

p=3 g

o BRESITIETINANE, BER k1 > B > /12 F89E1T Profile Management
SITRRRE X,

o IV BN RRIEFIRE S, FREMAFTIRSE. B TRENRERFIRS.

« VHD B, RIFERELERHEME X VHD BEIEME X 1BIERIR S,
o VHD BEE4E. BERERIE, HEPVHD BREES" § E1E.
- REHE, RITFEREZEMURITAESHEN RS, EEEREREPLESHNREAH.

o MBRIRALZ £/ EEHEMHHBAEWNE, 2 EXE BBRIEA". “MSI BEREEAH"H“BRA"
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o HBEFE HERREWEE L2 A EN, ‘BELENERETERGAL TEFRE, B UR
S VFRERD LT

o HIEF NAEFRREAT T2 A EN, “BELERERETRIA FIEFRE, MBH
&EI’\J/EBIJ " Jblq:E(Jlﬁﬁb "FEIN R] LAYREE,

BEXEZIRAGER, B2 kS,
- NRAEFRXMNER, RITERENARFRUERHAENRS. IRER NARFRUNESS
R8i%EE, MIENRERSEHITE LED WEM RS8R BXEZEMAESR, B81H kS,

=

« LERE 4\ EE—R, BURMNRELELER, BER kZE > 51F > A2 Pp-MRE

KRFIHER ETL,
XHEHE
HETIESTIFIEANIN WEM RILUGERZEY SMB HE, A5, EAAMBRERERS, UEXLEIIEE
AILRIERRERAHE, 8 SMB HZrEDW ﬁ% #éf“ R T HEIRIE T B AR RYAY

8o

TESHE T XAHHERNTIERE,
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_,—'—

)\ —
/ file server
Citrix Cloud
,’/R‘—/
Request1 Response1 (meta data)

O - SMB Connection required
Customer managed

7 K IR ™
.

~— — \
Agent Agent Agent S—

Recnoncea? (cache) file server /
nnca If-f"--r.-- L Lwallilc) i

--_________.-F-”'\ S~
- —

XHETHEMNEFENRIBITEN G, A THES Citrix Cloud #17, THEHFERE, NESEXXH
FEAXGHE, HEMRIEFER, Bit, BETHEREIXHERLZHIT, MAZEI Citrix
Cloud l&'f—_ro

REXHHER, SFE TGN, REELARIINGEEEEXGHHZ LATA, MRTH, W&
EXHHEZHRHITTE. NRARA, RIEEREZEES Citrix Cloud #1THIRTE, AR THIXG L
RRIXMHHE,

7™ smB #=
HWA SMB £ZUKREFISHEZEZNRNERGR TR, BRRUATEE :

1. EXHHETE L, BHEHRMN SMB X,
2. E500 SMB £EE'mSH, EEMUTER !

o SMB X, Ll \\ServerName\ShareName FZiMARE, HEH ServerName =HE
SMB H£ZRIARSS 23689 FQDN Y IP ik, ShareName & SMB HZEMEH,
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o« AAP%. L1 domain\username i@ AZLFT.
- BB, WMABTIHRE SMB £ZEE,

3. BEFERMUREHRE,

ERERTIEER SMB HE
MFFRPIEEFE— SMB HE, BRIANNT. AVEEIEEFEHEER, FEEUTEIN .

s RIEOINHZERETERENR,

EERIAE, RBOTERMRAEKS FiEiT.
- BEfE, WEESREFTEEAHRE — SHENERRIFHFAMRN, NELENEIL
« MRHAZAREE, REFELREET Citrix Cloud FHEHX o

IRE T AE R MIBR App package delivery IHEERY SMB HZE,

A X IRSSEERM SMB =

MFRAIEZFE—DPHZ SMB HE, EFE, BEPELRMRAKS TETRRS (FI70, Citrix
Profile Management fR53) PIMIBIEREFERAXLERT — SHEMNEREIFAN. WIEEFEXLR
SZRe @t EE IR EE,

SMB EZE Al
B X NAEECE SMB EZMRE

- {5B7 A Citrix Profile Management JREZEZE SMB HZLUHEFER,

RGN

Workspace Environment Management™ (WEM) RGEL B S LU TR

« CPU &I

. REEE
110 &I
R
Citrix L1t 88
ZRIEMRL

XERESEREAETBI LNRRERR, ENETFRERERNZRIATFAEMNARER.
1Z$¥1WTLXLQSE?%’§AHE‘Z%§E%%F5E$ BRFPEE,

179



WORKSPACE ENVIRONMENT MANAGEMENT™ 2407

REMILKERETIHENN, ERTHRERFPRE, BHENICUBRATL, XEKEIED
HIZERAF ANRIEPAL CPU BERIFE, ZFEMHUCREAF A, ZAF B BaiE—#E
B, #HRMILITHNEBF B RIEPRHEZMA IR RTE.

CPU BT
XS B R[1HRfL CPU A,

HIEUERMEROLETT, FoUBEEFERTEESZH CPU, £ WEM 1, CPU BIRINEERIFIEIR
HlERMNMAIERTUERAN CPU B2, CPU BERFRIPHIEEERERAE CPU AKX, EETEEDLRD
JHEET %R CPU ERRVHEEN AP AR,

B CPU IBERIPE, MIRENTHIZARIEENE, WEM RE—ENER B sIHEZHEIZRN
Ko RAla, SRMHNARRFE, ENRERATETRARRENHRE, RENBRRTIREBT.

CPU IBERIPRRERICES M HE, WRHRENFHAHEIEERFHENEIIEE ERIR
fll, HNKRRIEFE, EEEMNEGE, #iZRY CPU KARRRE BIHARE, ZHERR
WERE. 5 CPU RREIFRE, REHEMKRZIFEK,

CPU IR ERIPASWALL, FRIEENHENED— PGB EE, #HaiEiR, BES CPU EE
BidieEHE, CPU BERIPEASHAL, MRIEED—HELHIBIHRE, B2, HWiZHEL
% CPU IBERIFE, MIRERT BAEEE CPU i1k &, NE—#HZMEF LS #1T
(cpPU) ff1ko

FUIFEHEMEL CPU IRERIPE, ZBHHSIERERENARMEBIEES, RBESAS AR
TMIERALE EH, XEKREHIT userl BIRFEHRHFIERN CPU IL AR user2 BIE—#FEBITT A,

g0, 02 Internet Explorer B4 5 50-60% Y CPU, ERILUER CPU IB{ERIP RN 3R
LER Al VDA MEERY iexplore.exe 2.  (#ELbxF, CPU BRHIERFRAE#HIE, )

BINBNESEHFFNE, MBESSETRNREE, REFTHLMERTFE— VDA FHEMA
Fo

CPU IB{EfRIF
AR

« LMRERRCPU AKX ETYIRSELN P ZELESR". CPU RS MOERHK
MA—TZIELEEE, 5 Windows RIMIEL AR, Hlal, —aEB—1 6 &% CPU 14
BEHWIANESR 12 N ZENESR (BEARERATREROERERRD) - m,\ﬁ 8
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CPU (81 12 %) BYIENIEER 96 NEEAIESRR. BB 4 &% CPU NELIWNES
8 MZiEAbIEER,

o ERWIHER. A0, RIGEE—LEEF 8/ CPU (81 12 #, £ 96 MBiBAMESR)
HIENL, ZRONZRIE OS VDA E#lNl. ST ELWIEBEM 4 #% CPU (8 MNBLE
REEER) . ERREIEEMN LKL CPU IBRERIPHHEFERE—F M0, BN CPU %
DMERARE BN 4 (BRWILIZELIERN—F) , MAR 48 (WIENEZELIERN—
#) o

BRGE, MRHRE—RNEA (£ REFRERE FRPiEE) Bd THEER CPU AXH
ott, WE—ERER (£ ZRMALKEE FERPEE) FEH CPU fLkR.

BEhBALE CPU IEfE, LA BEIfEEE CPU T HAHIZA CPU 4R, IEMASREZEL
1238 (CPU #%D) MIMERNtEAL CPU BERIFIEE, fltl, BRigE 4 NMZb. BRILLIE
ifE, fNRE(KX CPU ERAERET 23%, NEFBEEMAE CPU HIR 15% H#HIZR CPU LA E
HiRIK. B, 7£ 8 MXOMIBERT, MREAK CPU FREET 11%, NIERERIE CPU %R 8%
HHFZR CPU L5t B ohfEK,

HEX CPU IEEFRIF, AFEEENX CPU IEERIPINILE,

« CPU fEMAMRHI, FRHEZELHIMIATIR CPU FRHEREDLEFEEfLA CPU IEERIF. LR
RS FNFEIZELIER RS/, HIRLF-HEZEMBE, EHE CPU IRERIPAMALSR
B, E—#HENZPNLAF CPU EAXREZEAREM. WRHBRILGIMAKKEILRRE], WA
& CPU IEERIF, a0, 7 Server VDA £, EZNHEARIETD, RIEFEIFZ iexplore.exe
Khl, BNRAITE—ERBTEIRAEILY 35% BY CPU FRXRIEE, FILRFIER, iexplore.exe
SUHFEE BRI CPU EAX, BE, MRIEERF CPU EARSBIZEN 35% HEER, H[UKEZ
Fafbk CPU IBERF.

o RERERE. #HIZHIEED CPU EARTINEIEKE, /EH CPU LERF MEF R,

- HRLSTREE, FHIZRY CPU AR ENRERKE, EiziEzE, RARFRENUATZ

o N8R CPU LI RBINEFRIEEHEM AR B R ER BREEEE CPU ik &1, NIk E N2k
AR5 (EH) -

o 1R CPU LA RBANEISE 7 HEM AR, WIKE AIEELRT, TILEEIEF ESHAEEE
CPU i1t %I,

o IRIBHIZIT NMERRENES. RKIE CPU AR IEEHIEMALFBRERTE
FAEEE CPU fi{LikIn, MSHIXMIE R, #iE4A CPU BERFRIFHMERES, H CPU
IR,
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B CPU IMERRS. % CPU IBERIFHIEZRFINITEN LIsEHENZENIEER, #
A 1B XSEERANER, HR X 2058 MREBAKRT X BB, WEM RN REHIZNR
RIHFERFIA Xo

« CPU BOMERRH. EEMA CPU IBERIFAIHIZFAIRFINZELIESRHE, WFELI, &
BRANEZHERZRFINELNPHZELIERHE, MARERYIEEARIZIELIESRY

o

el

EREE CPU ik, EAfE, RERERMILAEL CPU IBERIPAFEIER CPU LK. 51TH
IERERVHIEALE, EE AL CPU BERIPIHARER N SR ECEHIFERN CPU Lk, 15F
=, WEM REMUTRFEHIZRNIT CPU 1L

- ESEESR

o RGZERHIZ

. R4t

o RS ENHIZ

* LSASS

* Windows #J#a1L#72

- BRSS

s BFIRARSSBISTH FRAHE

- BiigEETRES

e MsMpEng

* NisSrv
NET 55178 1LBRSS

o VMware R A EE

Bk 10 filk. BRRE, RERERMILAAL CPU IRERIFRIFHIZRT /0 k. EEMA
CPU IBERIPIHEER SN RO ECLLIE R B1TRIHIZEER 110 LR,

BERRETE. BIANBERT, WEM CPU BIESHIRRPIE =& WBY Citrix F1 Windows #/0RSB#HTE, B
2, e UERIETNES A HITXERFE (B30 notepad.exe) M CPU IRERIFAIFERRTIR P AR
INZMERIFTR, BEE, PHREHIESBHRREN

R -
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s ATHIEHmRERAESBARIEPHEE /0, BRI UABREHIZLERFRSHE /0 L5t
&%, BB EIE,

- SHEEMA CPU IRERIFE#IE CPU UAARIHER, WEM B RIFEHIE CPU fLER
RERIER—FKES. EEHAEN NBREFMRS BE $H“Norskale LIRS, &

#“Initializing process limitation thread for process’s

PR FHTR4kE CPU AR, EEEAREH FHIZHE CPU L RAVHIZ,

CPU IE{ERIFETR
RIS EEAAISSHE CPU IRERIF

- BBIFFLE CPU IBfE, FERIEIAIERIEERY CPU FRXR (X TFE CPU D) 8id
90% Hi#FE CPU ERAR (FEXFED CPU D) Bid 80% B 1T CPU IEERIF,
« BENX CPU IBERFIF, RIFEBEENX CPU IBERIFHIZE,
o CPU ERMRRH, THELFIMNIERIFEEfRA CPU IBERIFHY CPU AT DL,

LEPRFITEARSS 28 VPR EZ B RSP ELR/N, FHREF-HIEEMBE, ERESD
CPU ROMENSEEERS, BEAREENTED CPU BuOBIPRE]"ED,

=

o FFEHMEERE, EdRAEERE (f4037.5%) , ERIREIE\ZTE L&A
B = MR ORI#HE,

o IGEEFTTFEA CPU BDOBIEH, RIFEIBIEED CPU ROMENEBZEIRE CPU FHXR
FR&. ZERLAKTF 100%, HIE0 200% Y 250%, =l : YEIZEN 200% B, KBS
MALFERRNHEZ CPU DB, ZIFBRMIEERHKE, R :

- BAE“BENX CPU IXERI G, YiXB£BE CPU FEAXRIEFISKEXFEN CPU %D
CPU EZBHIBY (LUKRIE9A) , kL CPU IBERP,

X FRR& CPU IRERIPRIHIE, NERILUAITIATRIE -

« INRKIEEFBA CPU B OMERARFMED | AERRXLHIZRN CPU LITRMEFE,

« WNREFET B CPU B OMEMARKMED | AIERHEXLHIZR CPU kR, FIRIERSIA
R LIEEBENZELEESR,

ECE CPU IREMRIFET, BIREMUT/LR !
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o EHAE CPU IZERIFALA 20T, F—HENZ LA CPU FHEEXF D LLASEM, WR#
FELFIMNREEURS, MAAE CPU IBERIP, fla0, EEBZIMHARIENZRIE VDA
1, Z1EZ chrome.exe #12, 7EitE CPU AR, {18 CPU EHREERAESMEM.

CPU IE{ERIF BRI E]
REREIRE, FHIZXLIEH CPU fERRFIF EREIAIT CPU IBERIFAVITEKE,

CPU IBERFIIL SR IH(ERE]

TR SRMIE, #HIZH CPU AR FHEREKE, FitHNEZE, MARHEREINUTHP—
I .

BRINESI (IEE) , WIRRE CPU AAKBNEHISE HIZM AR B R 1EZE BAERE CPU ik iE
I, 1BELS, WREE CPU AR ISEHEZMAR, TIEREEEZF BRERE CPU
%W, TEEHNEENES], EERBURTFHIZNTTHN. MRKTE CPU MARBILFIEEHIZM A
B ERE BRYEEE CcPU b Em, NEHMXMER, #HiEMAE CPU IRERIFIMENS,
H CPU TR,

H I

B CPU &% {OMEAMRE], FRALEIRANFALL CPU IBERIPAHIZIREI NI EN LS EREN
B IESS,

CPU &%

ERRE, AW EFNgEHRIZEN CPU LAk RK,

MRHBEETFARR, WXERERER. SIINTFERICSEHRZRN CPU LEREKs!, MM
A CPU R ERMERIHEAZ SRR, JHFEERSEN, MARBRENHERIEMRTR
ReNHEMHIZZERERS. B, 1A SR ANER CPU HFEM .

B BRHIR MR EREHFAB SRR T BAMRIER s LAZRIKFRE SR LR
fEER (BEFRETEAMER . SSHEETITEN LSTEH, QLEREEISIRER CPU L%
REFIEENZEHE, #HEWN CPU MERKFIHWE, HELERLIERITEMEZ,

xE:

MRENFEHARISERERN CPU LS, WEK CPU BRFA—ERME, AJgedAsHfth
#iz (BBEERR CPU 5ELR) MERM CPU ERBE I,

EANNER, BRERINHERE . EEUATER, ARRLREHRE" !
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o BB, FHEY BREEEARITXHST. fIgl, XF Windows FHREIER

(explorer.exe), #A“explorer’s

. SR, MRS BA IR, WENRERES, THRENLERMNERES, A
2R, EFER EX. CBTER. RS isE.,

"R -
IRIE L AMIGBRYBHIE CPU AR IERRE IS BH B oh#HER £ W,

ZMERERE, BRHHAESUNERS, AEEEMER
BREHIE, FROHIEZUNERS, AEEEFERE"

CPU EMMY

BRRE, LM HEZERN ZEAEREE, Fi, SN VDA LEHIE MEEALA
PREIFE X IR E,

EANNERE, BRERMHARE. EEUATER, ARRLREHRE" !

o HEERW, HETHRITXHELF (F120, notepad.exe) o
o FEMME. BMA—DEEH

ZMFREE, BREHEZANERS, AEEEBR
BRI, FROHIEZVUNERS, AEEEFERE

CPU BBl

EARE, FIBhLE#RERBE CPU IEE B LLAIANIERES ], CPU RRHIRIFS LE#IZEREIT CPU 5
EBD LA IERES), HHIBAB)FIGERIETE CPU B LA, WEM &“FBEI" (SR sHEI") Zi#
2o XAJFHLEHIEHFAAK=ZE CPU,

p=—

« CPU [REIR—MIHENASENR NS E. AT REEHEERN CPU AR ANMIRIFE
BYEKT, RIFER CPU IBERIP, FIAXEHIZDECFRS CPU LAARH CPU %A
4. CPU [RFIRES AT IEHIHRLER REIRR NREEBX TR ERTRBERR,
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« JERENA CPU R ERNBE D EHEUS AR —HZEEFRNEDILE, BER BIF
REENIZE UEERER,

R BERRHI B O LLER TIRS B[P EAED CPU NEIIR, MARHEESMEMENX
Do  (EAIER, U CPU £ 10% S CPU B 10%, MAR—TMZOE 10%) o

BRNMNHRE, BT NIMHAR. EEUATER, AREE ®REHE

o HEAW, HREAMITXHNSF (FlE0, notepad.exe) o
- BoOtt. BMA—TIEEH,

I

« 3 WEM [REDAEZR, ERRZHRRNINE WEM &F P st vy R A, ERILGE
TEEUISIRRIEHEIEE R R EIRE,

o AR RILUBE EEHIZEMNESFHAIA CPU BFREM KRBT RHIH 72 LR IIE CPU REIRES
EBITE

EMFRERE, FRHHES LGRS FHERE R,
BREHRIE, FROHIEZUNERSHIEE R,
NEFER
XEGEDIFRET WEM UL B2 RFERIE .

INREAXEIRE, WEM ST EHARIERERNAFEEUREREAHRRREMENE R TARENR
INAEFE, WEM FEEMNZRAEF, HAHIEZEN, WEM RFHIZTHENZ RAFERBEITE
X, FEACHBUMREELED. 8%, SNARFRIMLEIESER, ERTAERRE.

SNARFMNESEIIRER, ENRNURIERESET, ErUREFEERRECHFEIMNNINE,

B+, WEM 2{tBFEERERIEHEERANFIENARER. RS TAFRIIERESNHEE,
NFrERBRNANEFETATEMHE, THESER—RSHGLXFESAFRRRESAFEE,

L EZERERNREFER
EBRRE, BHIEEENBRREZRNNHIZERRZRAE, BERENFBZER,
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ZEREERE, DIFFIEEHERMNAZTHNNNEKE, FltEzE, SHEEGFBRRZRA
7. 7EULHAIE], WEM Rt BEHEEEFERNNEEUNBIEFMENR/)NREE, MASEWHIEE
%, BRIAMEA 120 ¥,

ZRRERE, TIFEIEE CPU ERXRNE DL, BETFIESLRHEERANZER. FRIAMEN
1%, HATBWEAREZERAART 5% BE, BN, EFERRERHIZAEIWIRINNZZHN, M
M FEEAF R,

BREIMIL. RIFEIEE— 1 EERS, ETFUILRHIE WEM S LZERNBZFRIREER.

MAEFERRERHRER. DT ENREERMRILPHRERE, EEHIZRT, Fla

notepad.exe,

WEM AR LU T REHBHINBIEFREFER -

* rdpshell

e wfshell
rdpclip

°* wmiprvse
dllhost
audiodg
msdtc
mscorsvw
spoolsv
smss

* winlogon
svchost
taskmgr
System Idle Process
System
LSASS

e wininit

* msiexec

e services
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CSrss
* MsMpEng
NisSrv

e Memory Compression

1S EH IR AT E R RRE
BRRE, RFEETIREREERAEN LIRRRGHZIAFER,

'S
MNRLEHARBNARNFERRGIAESTEENEE, SERGMMERERIE,

BANERE, BRE FER. BEUTER, AREE REHE

o HEBW. WAERNNBNHEEZENST (B0, notepad.exe) o
- NERREl. WMAREFERRES.
o PRHISER, MF)RAIEEFE—DRHIE
- BHASBRHE, RIFEIIEEHEN ASRE, i&BIEEHSELIEEHENAERZ, W0
RNA, WRETBAERFHRITAEERRH. Fit, EEHEEENAETERBEE
=,
o BESREl. RIFEXISEHEN SR, hERZRHIDELIEEHENNESZ, W

RNA, WELATAREFEN6E, MEFHIBEENAETEIEESE, Alt, EEHEHE
FMBRTF LR VIEEE.

ZMFREE, BREHESLNE RS FHERMR.
BREHRIE, BROHEZLNEKRSHIEREE.

1o B

XEIGERIFEMAC R L HIZR /0 KR, WEFRHEENML /0 HRBHIERS ST
Mo HIan, EAILGER 110 EIIREXRIRT DA AEMEHERNNAERF.

EELR BRI HIZ M R EETRIFIE SRR B AR, LA2RISERRE SR AR PIaE
Bm (BEFRRXETFEAMRER) . BE, Windows RIELIHRNERRSNLE, REBEHEIMN
FRBIERI A2,
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B2 110 5k

BRRE, RWEREEHERN /0 fkhk, UEFBBEMMEE /0 HRRIHZER S SRR
o

BEARMNERE, BRERNHARE. BEEUATER, ARRLHEREHE.

o HERM. WARHT BRAEEARITXHST. Flgl, T Windows FHREIER

(explorer.exe), #A“explorer’s

« IO iFcthk. MAHRBERFIBLRERBEANALR, HIZRY /0 KARME, HLERRT /0 719
IR EREMER, MNE. IEER. B FEBEFIEE
"R -
EE LMK ERIHR /0 AR ERERZIGNSE BHE T REFHBEIITER.
ZMFRERE, BB EHIEZAE RS FHERMER.
BRI, RROHIEZ OGRS HIEERER.
BREEH
XEQERNHEAERSZIZRITERN HDX™ EfE, XFHRLEAR —MRIEEILEX FRIEIR,
BR, REAFRTE VDA ENEEREHITRIETHNK.
p=3 4K

TR FH (N4 Citrix Virtual Apps™ #1 RDS &ilfo

RiE, MAEEEFHFIERFERAREIH. APRIUENEH, MREEFHESNER
4rs,

op

BHREES, BRITUTIER !

1. %3 HERREREA, SARERR AINA, “RMEBFRIA R SHERIE T,
2. EREINIERL

3. EFRENINBIAFRTERTE,

4. EEFER, WABERNINANSGT. ERFEIKNE, )
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5. BHMSERLANINSE,
6. FeAlfE, BE FRE URINAHRE FRINEIRIE S,

Citrix {£1t38

XS B RIHE L B P IRE LGRS B IFRI4RE, Citrix Optimizer R RFEB IS, SARNE
BT RN,

e pEd i A NP IFE ¢

- ERARBERRIITML. Alt, BRFER FIRIFRFRIRR.
- HE, CIREECHNEEXIER, HPASETREMNGENRL, ARXERRANMNE
Workspace Environment Management (WEM),
EIRENF] B E X RRMR, BEEAUTE—FE !

o {ERMHIL Citrix Optimizer #REMENRMIESTINEE. £ <https://support.citrix.com/
article/CTX224676> TF#HIHIT Citrix Optimizer, RiRFERINERFEHEECHBEENXIRE
A _EFZE] WEM

o EREFEN (FET WEM RIBBVIHEMN) L, FM¥F) <c:\Program Files
(x86)>\Citrix\Workspace Environment Management Agent\Citrix
Optimizer\Templates XX, EHFE—TEIAMERNGE, FHHEEHBHENXHEFR, BEX
RS AR BRIERBRER, AR EEXR R EZE WEM,

BRE, EAUEEUTIRE !
BRET. NREF, WEM FEEBTMIL. MNRREFERIET, WEM BITTHAOTF !

o BRRHEARZINE WEM B, WEM BTN, WEM RisfiT—R1IML, FRIFEREEX
ZIEREITE N, BNBEFARBIEIRN AT IRERGUREBRERRR.

o BRIENBEMRHITENRR, WEM BT1T RN,
EAMNBEXIER

1. SEHARM B XER,
2. ERMBEXBERATF, THUATHE !

a. WTRIRBN, BHRE, ARERERNBIRR,
b. WTFEARERA, MNIIRPEF-PHZTERERIIRERT

R’
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IREI LURINGI RSB BIERE R Windows 10 ##ERF. BERAHANEBIRAS K
ANIXERERY BSVADS () DIRRIERS. H40, 2001;2004,

c. IRIEEERREBIENA,
d. R &=

EERT:
Citrix Optimizer R 3Z#5FH BE X 1Rk, FAMBEXERG, BREEARMEIZ,

TR AERIRTSS FREV IR X £ B BN E RIS ERiER, MNRER, REFALEZ
&k, HE WEM FARTIT5ZERE X Bt

EMERENR, BERERRIRNERS, AEEEMER, 5 | EXEBFRRERR.
BRERENR, BEFRERRIRNERS, AEEEHE.

EEEBRIRIMAGEER, BEREHABIRNEERS, AEEEFEMA,
xE:

SHFIERFAM VDI IF3E, WEM EEHEREITA - VI2sEFHEIEY, MIFEMNFE EREINE
%Ko FF Citrix Optimizer, WEM SEN S XEFH B HIEITMHAL.

BEhEFEFERANER. NRETHAEZERAM MR, BEALIEDLL WEM AEMEER
GrEERIEICACH, MNRBERBEXRRMEANERRENR, BRALES D RIEIREYITR. B
EMIEREEU Famaigs -

* prefix_<os version>_<os build>

e prefix_Server_<os version>_<os build>

Citrix Optimizer IR ERENFE— LB F REEN, BEAFEURTEERRIZEG 2NRKILE > KB
> BRSFEBLETF L ASQL IR ERIFTIER LIS EHIE.

EFEEREER, FSMIUEM > F8 > 8, HIINE, AENESHZEREZFLE Citrix
Optimizer,
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"R -
B AIRETELENER, EIETERZFAIE Citrix OptimizerZ FIEFRIFHREENILE.

FRIEMIE

XERERFERICEBMMERIENZ DERERGTEN, UEBERIERIAF A,
SRERERFTBIN—a HENSTZIRE, URBPRXMNAREFNRE. HAEENR
ERFPEIIAS, HNAREFHRSET. HAEENRIERREREREE—a It B LETHEERSR
EHANNARFAFENRR XEREATFERCERRMERIIENZSIERERTITEN, UK
EERIEAFP LR,

BRARE, MEFEEHRAEREZIENZSRIERERAUEN. ANBERT, SRENCLATERAR
o ILIREEE IR B ERRIEF RN R REERNEERRENAFP KL, SIEMFER—
a¥E, WEM REZRESZRIE X EREHEIEHNAEFB CPU 1 1/0 %K. AR, REXR
HIZRERHENAERRE, NMRAFEFERIIRIE, WEM RIRE MR FHFBUERS].

HEPRE

ENZRIERCPHRISESR, FRITUTTER !

. EERBHREEA, AERTARMA" . FHNEFFRA = FHER LI,

2. EEREAERL,

3. EEFEERNMBYAFRTERTEL,

4. ERFMER, WABRRIANSGTN. WAHNTERI. ERFAXIKNE, )
5. BHMSERAINE,

6. FeAlfE, REHRE LUNINAHRE FINEIFRIIE ™S,

=

BErRHTE
ENZRIEMACRERGEHRE, BRENMHE", NEINERNNNHRE, ARRELREHE

EMFREE, BREHEZTANERS, AREEWIR .

BIRIEHE, RREHEZANERS, AREERE.
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Ilkja'u
Jmi

“WEPR T SR ] B T ISR MPEHEPR IR HY Workspace Environment Management™ (WEM) SRZEHY
B, HATFEHRITEELS

‘BETRAFTUTRI
- B, RIWEEERAFNAERIHERUREEER,
o *ARFITER. *ETRE XMENBFRITER.
o (R, *RIFEEERBERHNTERES, MIURFHEE. EERENERAERER.

- Wi, RWIERATRNARFITN. BENKEERRANE, BRIHSRILE > W TIH,
PAIEERR B AEUREEERM L UREUACHIER R ., EEENME, BEFE—TEEEN—T
BEBEE, ARSERA"

o *LALIEE, R RTEEENERARMEME CPU IBERIPMRNEFEANILAIET 10 T
2R,

o *ERBERNMA, ~RRRERE (M) PrapIET 10 MY AREFEA P HRERRE
10 M ARER, UNEEENERAERERS CPU MIAFRIRAYAT 10 TN ARERF.

o BN RN, R Profile Management 1 FSLogix 239 L2,
o IRE. BEARFEDHEBEBENIRS. BMREHLETNRKIER,
T
RFEEERPNREBAITHE R UREIEER,

APt

8\ X ER Workspace Environment Management™ (WEM) EREMBFKIHER. 8XBFRE
FEABEITEVN, BaBEEXER, ARELLLERARBIER,

IOIEAEUATER !

- AFHBE, EREERERBHENNAEREEFRAE BT
- ARPFBYIER. ErESFEHREE XKNAERAFPNERER, SELEErE (HAMAN
8, UTC) . EXEENITENAIMURSIECESEE (Ul 3 CMD) FhRA,

"R -
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ISR LAE R T K imiky I R. Hla, B RFEECESRIFTEBP I ELUKIEE BEFEERR
BRI

IR LURIT AT EME

- RlF. EFAFLKIHERIIR.

« BFREIIER. IFEN WEM RS EEEFRFFIIIER. NRAFN ERERIEET 24
B, MABRNZAYIERG T, ST EREHIERE, AR, I8 | WEIRERTF
FF ID /3 FHRS BIIER,

o« BBRIBR. M WEM FREZEETRRIZR. HEEE—MIEBHANIZSE BSEAN T A,
IE  WETREHATER ID ARMRASE. WERS T NT Authority (AHIARSS) AIIE R

« S, DIFELLCSV 5 JISON A FHBRIERFNEE, XEHIEFTLUE Microsoft Excel F
EERITHF. Alt, BHRITUATESE !
a. BESH. RETSEES.
b. HEFESHMEIL. AIAEDT : CSV # JSON.
c. (Ahk) ZEFSHNEIFREIXMITEN. SHXERERERNEENEIATHAS,
d. BESH UARSHIRE,

BEERT .

o BRZ AT H 50,000 FidR. HEFHICREE LRSI, XS HAET 50,000
ZIER. BN FERMESFIZREURE) 50,000 £IHEL,
=

o SHIEEHTH, EXERITEMS H,.

o JIRFHRTE 30 DHHATTE, ERABKEIE XCHEM,. REXHUREEES
HEER,

- SHARPSIHERN, SHRRERISEFETR. cEEEFMERS. KBREE, &k
LRSS H, AXMBERT, FHRE X HBFRACERN X 4 URERZEE, ESHE
XfHFo

RE
IERERTFEEENEERHRTERMES, AUNRFESR. EERENLRAEER,
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SFiHER
HET+ 2778 X WEM SERARIENSIHER. EAIUEER WEM SEFRARENUTRIHER.

- FFRECESETAFEERNNESE.
"R

MREEFERGTIEETRES, WRETRZEEENEIMNEEH, UKIE 24
NESFE Z 30 RAEMAIIER.

- FFEEIMEERNRIENERER, 2 LRERNE. ERERNHTEN SR RIER
o

o ‘EEZREFIRME X VBEEFS WEM RS ERESERNER.

o T (8EARICERT) o R EXRESHY), BFERERELHEEESS.
o KHl (RINSEFR) o RT-RAPEEHITH. HRARIERRIREGHLEREF G,
o R (FERENR) o R LERETERK.
- RITERIIRHEUTER
o L (QEtTFcERR) » RARIEREL. REEEREREERANSIHER LEE WEM
AR50

o ZERYFERRIAELFRIVRE.
- BEXHEESITIRRIRES XIMEPEEXHEEETRRINER.

EEXHEESITRERESHREEVHRITEDRSEE, UREEEXHEERSTEMILE
B, BAUEEXERENER, UNEERIEITEN LR E XY ( ¥systemroot%
\temp\UpmConfigCheckOutput.json ) FIRF4FE R, ItLITEEEXRFEXR WEM RIEBEHNAR
SEMRHITRESNE, EFRITRERE, 1HEERIE, REMNREEPEEETRENXHS
TFESTINAKRE. 8 XRSEEHRRE—MRES. EEERITRS, BREREF. BEEXH
EFESTIVRT P EREHE X EEXGEESTRENEMER

o RIF (GHEARICERT) » RAEBEXHEBRARE.
o AR (ALAFEERNOEIRCENT) . RREEXAHEEREATAEZ RS,
&

- BE (ALATERERNAETICER) . BNREXHEERLTRMIRS. RIIIRESH
RESTMAFEREREREEXHEENGR, IRST—EFEEXRIER. BEFF
Airs, BEAESTNERREXAHERSTRIRERSIED,

195
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- fHix (FBIRER) » RTMEXGEEREREN, SRELEERET.
o T (EREHR) . HXARSKRERREXHEEN ET.
MRRESEERRIEERE, SERNBIEERIRIRI, BER Citrix FARZH,
BRI AP TIATRME -
o ESHEIRR. FHEE 24 NRENNRIERES, REHERENE LLNESHEERESNETE
MEMESHEIERIIE, UCECSEMESHHEMLER,
- BRI, AFEETIREREEERNTREEXTRRE,
° Eu%?o E%ﬁ'f‘%ﬂ@]ﬁo

 AFFREHER. IFEN WEM ARSBHEEFRFFIIICR. MRAFHN EREREES 24
NEY, MAENZEVIERFFIE. SERAEMIHICRE, EBRARA,

- EEFARES. RDFEEEE XRENFARES.
« RiHl. SFELL CSV B ISON BAZHERIERTRIBIE, XLEHIEATLUTE Microsoft Excel F
BEPIH. Ak, BRTUTHSR
a. BEFH. SFHESREENHIL,
b. EFEFHEN. AIAEM | CSV M JSON.
c. (A% EFRSHNBEFREIMITEN. SEFREFRNERNOTNTHAE,
d. BESHUFRSHIR.

BERER:
o WHRZEIUFH 50,000 KT, HESHMICREBIREIEN, &2 S HAT 50,000
ZioF. BBV ERAMESSIER R T 50,000 £EED,
=2

o SHIEEHTTH, EXERITHEMS H.
o JIRFHARTE 30 DHATTR, ERABKEIE X EEN, BIXHFUREEESTH

- SHAEBSIHERN, SHRREIISEFE. cEEEFMERG, ZXBRER, BX
EREF . EXFERT, BRIXGHAMRACEN X URERZEE, ESRX T

o

AESREFRMT AR, FXERTW A FARMAZRNEEZMIRIEN, BHERUATER :
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WORKSPACE ENVIRONMENT MANAGEMENT™ 2407

« REURZIRA 2207.1.0.1 HE SR,

o BRIERRIANBEIRITXLEESER,. HERRERFE—FW LS —MIEEEE
Citrix Cloud™ MURBIFTIE BN, R&AFEH, Hit, KBHHITESTTERKEER, F—FMWLE
MRS, ERMBEAE,

« Ix KZEIRZE SQL Settings Refresh Delay {9 1.5 f&. #FAIAER T, SQL Settings Refresh
Delay B/ 15 h. 15 ARSZET, R, EXMERT, RAERA 22.5 (1.5 % 15) 7
£,

Pz

B RBNEEEFEAEL 50 MIENETA.

Agent > Refresh cache saction (UTC+08:00)
Profile > Refresh agent host settings 22, 52846 PM
Power management > Refresh Ul-mode agent
22, 54017 PM

Process Citrix Optimizer Retrieve statistics from agent

] 22, 5:36:56 PM
Run scripted task
Reset actions orysin_Dev Mar 22, 2022, 5:37:22 PM
Delete recorc ult Site Mar 22, 2022, 5:38:39 PM

RE
« BIFETF. MARMAREEZE (WEM EEBBUEENRIEREIA) BRFE. RIFEFIRAMN
BEEFSAEMIBEMRSREY.

- FIFARBEENRE, RAFRFRFRIERSIKENR. XERETFESR. L. HKikEN
AR DEIIRE,

o R LI RN, AP 2 ERIERAF WEM (38, XLEREEMKZIRNEE. FTEIHL.
NBAEFF. RIFNEN, Ex5EMRNRSEE, BMEARSZER WEM BiEERIER
EENSM.

BERT
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o BIF VI IRRNAREET(CER T EIE) GERZBAHERMARSE) 8 Ul RRA
B, ZETRERT CMD EIVAE,

o FHIFFTBIREH IR, FEIRE (Flgl, FRMARRKIZE) EBHHERIN
Fo

- MIEBRRSIHMER. ERERBRAEIHER LETIEMRERS.

EHAIUEREBERITRIFTIRE. B2, XERENTHZEXMRERMR. EXFARER, 55
57 AR R TR (o

Agent > configuration set | Last connectig

Profile > FEeset Profile Management settings

Power management > Run Profile Management health check

Process Citrix Optimizer View Profile Management health check report

Run scripted task Reset Microsoft USY settings

Reset actions bt AT, ewee, B

BoE S

- E[& Profile Management iI&€&. SR IMREFHERN XBENILBIZE, R Profile
Management & ERMN B FEZHARIE, i5EEERE Profile Management i&B, ZRgeRERT
R F BEE L IR AT Ao

=

INR7E WEM BRSSP ECEERE Profile Management IS EB/5, &ERNHATARIE,
BB CTX219086 LUKENAR R 5 %o

« BITREXHEERRLE. ¥EFRETENHIITRTHNE, UBEEEXHEERERSEML
BB, ERLETE, RETSTRENXHEERREE NS, ERETRROEREREE
HWEEXHEERIRE, AEREEEIT. HESEUTEN
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o MIAMBRT, BRIRGEEFMAIRE, XTFT 2205.1.0.1 B9, EHREFHEINIKE
SEEFTMMBIE SRR = E R

o WAIREFEFH—RVEFEREIBRKRS. THREP, WELE, BRIFTHE,
- BiEERG IERNAIRS.

Task history X

Below are administrative tasks initiated in the last 24 hours. Expand each task to view details.

(¥ Refresh  (X) Dismiss all

o Refresh cache ®

Jan 19,2024, 3:32:57 PM - 15 pending

Run scripted task View reports ®
Jan 19,2024, 2:47:36 PM - 3 complete, 1 failed, 2 pending

Retrieve statistics from agent ®

Jan 19, 2024, 1:24:56 PM - 1complete, 1 failed

Run Profile Management health check View reports ®
Jan 19, 2024, 11:15:08 AM - 1complete

Wake ®
Jan 19, 2024,10:28:31 AM - 8 complete

Run scripted task ®

¢ 0 o & O

Jan 19,2024, 9:36:22 AM - 3 failed

Close
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- EEREXHEBRRRERSG. RENSBREITENEXWIE X4 EIRERIRSHIRE
HiEl, BXEEXHERRRIRENEZER, B8RS,

« EE Microsoft USV i&iB, BEMREIMREFHEFHF XBENRREIRE, R Microsoft USV IKE
RN AFENARIE, FHREER Microsoft USV igEB”, EAIeEE 8 H Rl F sEfE %L AT
Ho

FEREE

o XM RIFEXHAEENNIE,

- EFERN. RIFEEHENEENHNIE,

o BEEIR, ITFERAERNAIEE TERER, hETNE BRI ENZ FHERER AR

- KEE, RIFEHEENAIEE TREEERT thETXE BRI ENFAREREXNE R,

o MAEE, RIFEMEEETERNIE, BELEIERN, B (BREHNES > SRILE > BiE > LAN

MAER H AR AAIER A LAN BEE", b4, 15MEREFTEVAREGHERHEEE THE XM
BIOS i&i&, B XFAESR, FSIRLAN MREE,

R’

o HIEXANEFEHAIEN, AILISERE X ANEFENFIEZAIRVER (UM
i) . ARPSWERT, SRITEVIREEIEENRER X AXEFRED. XVIETT
f5l © Your administrator has initiated the shutdown of your machine
from the Workspace Environment Management console. The machine shuts
down in 60 seconds. . EFTE&NESSAI © Your administrator has
initiated the restart of your machine from the Workspace Environment

Management console. The machine restarts in 60 seconds. o

o ZSEIEMARIRCENX S, EEREINT, BN LHNPRERERREL, FREITH
IXENNAREFHIBRAREF. HEHFEABIDFERS. ERERINT, 7Y
EANEESTHNAREFRREIEZF. HENTE2XH, TEEEAEE,

o BIIFBERTEN RS ZIFEIEMARIRRIN, BRI ENHSITLLT PowerShell

4 . powercfg /a o

SMER Citrix Optimizer, FHKENATARIE, LUE Citrix Optimizer 1K EBIEXILENAE K,

IETHALES. IFEEERAETEN LETHAREES. ERIERE, BERSITHAEL
ESEF. BEUTIRE, ARREHET. BXSMNRENESER, BSHANAESRE.
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xR
IEINAE B F RN AR IR,

- F5. ERBESITHERCES.

- FBRERAHALES, ERESHSREELNAES. BRE, EANESTRMEA
FRSEZSRMAHAES,

- BN, ERETEWEESHHNX M. RER, NENESERBKREF LI HHX M
RB. AE, EIUERSFEEREXAERE, MEFHRAFFRFRX MG,

« RUBRXBF, EECHFERSEHETHXEF, EAMBASNIEF. BA—TXEF
&, & Enter BARNMS—1. WRIEE, EMRIREFESEHN X RFLENREATHERENX
TFRBNEF RN D PREE T

« RHBRIENFRACET, WA — MR EEREETABTHEMNRKXI ZEMNRKINHIMA
& NET EMRXKXEIEZE, %IBES PCRE 8. BXEZER, BRANALESLE,

BITRMNMES. EEALED, FEREHEDR—EEENRE, BERFTITRMES, EAJLE
BEMETTEETRAES. RHSTRAMESHN TS RFEERMES, UERELTITAmE
BRHMES . MNREFEESFEENV B EPLERBLIEITIZES, WHEEREENERES
THREESH, XEMNFFRZEE,

EE#F. RIFEETBRERRETEN LA SRR X B EMRICREBE D EFAE 12
Fo

MFRIER. M WEM BRSEIEEFTRFRIER. RAEBMATEDRS, MIETATR, S8R
EFE— T ERHAENIZREIHAR A A,

P i
e+ B R BHEE IS RIS,

EERT
WEM (REBZ R WEM BRSSEM, FREMENAIRE, —TMEREHER— M EIES.

ERAIUEBEUTER -

- IREFHRW. TITRERNITENNST.
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WORKSPACE ENVIRONMENT MANAGEMENT™ 2407

o ERRTE. RERVERE | BiEMIRER,
o B, RMA X IMBANIHEMNESFESR !
o ¥ <agent name> HTETIEESR <configuration set name> , R~ WEM fRSBIETE
MEENITEVIME X B R XFREUATFZEES.

o X3 <agent name> RBEIMEMEIEBR., KT WEM RS T ENREZITEMREE,
MNEEATHSBNATRHBERE, N KkFERBREENSENNATNRIE, BXH
KRENATFAHAERENEZER, B5EH BERWHR.

o B <agent name> ZXPETIACESE <configuration set name> . XAZ[HLE
WEM ARSI &R AT,

- {2 <agent name> B[ WEM BRSEM, FATFEE Citrix Endpoint Management™ i#
1TEHE, {EBTF Endpoint Management EIERIARIE,

o fH <agent name> HEBZNMCER. KT~ WEM RSTEANNIERITRES, BAR
BUEDZNEES,

MBELE, BEAERRMICER, BRI MRERHNHEDTIT. IABERT, BRMRTFX
AMNE, ZEUHRS, BEBNERREMIAE,
BRFIMIEIR, BRITUATERE
* Y48 Active Directory EREH (B HEHNAM OU 2EWXR) , UWEREFRZZRY
EREERERES,
- £ BRNR hE WEM BRER, UEREBNHPER—EES.
« FHEBNATARBERE MIRERTR) , UEFRPERIPEEENIZBENATREBER
B (FREERMNRFAINED) .

HITXEENRE, EARE U EXNAEETR R,

EEEEXHEBETIARE

WEM AJ#0E Citrix EEXHEERSERENRETENLMEE. BXFAER, BEHEC
BREEXHEESTRANE,

AE

RYFERA T BB BB RRFTA,
UR(EE

fAES SR PRE |
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- #& CPU fii{LBE%anl 20 NNAERF. BREEENERARMEML CPU BERIFHAET 10 D
N RRRER.

- BAFRILHERAET 20 MRNBAERF. EREEENBRASMEMARNEFERMRICE] 10 TR
AR,

EEERE, BER—EEENBCEE, ARBENA. AR, BEXRFEAFHFUETEXBE,
BERT

- EFERETENEEENEE, BOTMNEBRARER, BENREEERARE, BRIH
BRICE > RARTIH. BERIRIEZARENEEETEER,

.« RALARKIBELRERA CPU INEERE ZHIFA Ao

BRI TR
ERIMMIALTER (RE) FHRNARER. BiEEEHIRNNARER, BB TSR,

« B AR,

o« BAKIEFRRBINFBEF BT

« % Enter {7%, i{% Shift + Enter REHFHEB—1NEE,
o 1TE ] LURER M S5 BR YR SR A BRI RV R B A2 o

ERERFER

HEESMENEE :
- IREEREE (B HERBYRET 20 DRAERF
- RAPEBEELETAET 20 MR AER

« & CPU R (%) HEREYET 20 M ARER. EREEENBEAEFE CPU RFERZHIAE] 10
M AR,

- BAEERAE (MB) HERRYET 20 MNARER. EREEENERNEERNGFRRRZHE 10
MR,

EEENR, HER—EEENBCEE, ARBENA. AR, BRFERFHUETEX L

BERT
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BEEEXETEEENKE CEENHERNME, BENEEESALRE, BRIHEBRCE
> NETIE, BIRSIRIEZAINEEEE I

HEREVR RTER
EAUNERBRIE RTZE) TERNARER. BIEEBRINARER, BRmUTIE,

o« B AR,

- MAXTCEPRRNNBREFRI. EENBEFLN, TaET B4
« 1% Enter {R7%, 3% Shift + Enter REHFHBI—1%E.

o IRIR B LURER M) S BAZR R A IR B AR IRV FR R R

EEXGRARIRE

L IHRE AT U5 Profile Management #1 FSLogix FIECBE X A28, TietE XL EX 4R RHEAKE
BEE. FREEXHARBNRIERE. WNR 8% A e I,

ERLLINRERT E R B X BN ZZEIEAE R, FHIRFIE LB 4B 8 E S TIERR,

HE
IRES SR IIEE, ERURTERNE NSO URATEREESFAER.

- ZEERER. ENEXRERTEENBRAREXHASRNZEEERER. BEXRTZEFR
EXHFAHRYE,

- RERS. BEMERER T EEERBRAZIINSIEMRINEEX 4R RNER, BERTZE
ANIERE,

BEEENR, HEFREENBITE, AREENA ARG, BRIFIFFUETEX RE,
BRI EEU TIRE :

- YBHAZEATF (GB) i, ZEMERARE, RDIFEEA—DEE, SEEEXGRSNTEEERR
=STiZzEEN, FEMAST. BA—DEEHK,

- YEBBAZE/NF (GB) i, TEMERARE, RDIFEEA—DEHE, SEEBEXGHRSENTEFERR
BEFZHEN, BEOAE, BA—TEEK,
xE:

. BREVRATFERE.

204
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¥
¥

=EEMERERS, 2ERH UL BRAZIEERIBIE,
=EEMERER, NMTREZENZEEERZRIIAN

| ) e |
BAiAE
| Y e |
BAiAE

EEXHARNE
tETTE 2 REE N EERANEEX R RIRTIERIIR. BREICR, HEFREESMBISTE,
RERE A NBHE, EMUERAMEIE—TMILER.

IEEIBURITIATHR(E :

- BRTRNT, RTFEBAEXKNER. BEXII, BREVEEMI, THREEXE, KRIA
B RIEERRS,

- RlFT. EFRSIERIIR

- RIEHRE. MAPMEICRATERSRNBIEIRE, WETANLET AP NEHAERT.

b=

MRBHREREART, REIZHKRERXTE. NRKRY), RIRSHERSRNRHIC
RPEH. EFFIEFTE—REBEIFEETM. PRI BIHUEREHICR,

“WIIRE 7 28 X RSMBRABIER. B XERABESR, 155 Microsoft 3X14

<https://docs.microsoft.com/zh-cn/fslogix/fslogix-error-codes-reference>

KRG TREE X AXHRRERNER. BANEEERAAXAAM, BRIHBRLE
> AT TIH, EEFECRPWAXAARERIFAER, BREEEXIFERPVER . AXHH
SN, ERNEEXHRTSFAITHANMHRBER. VT 100 MB BIXHMXHFRA SRR
o

wRE
RILRE, ILESHENES,

b))

LETTER RS, ILEDTENERE, IREREREMEMN. B2, HIFFMESRAEIEMENAY
&, B, UTRENEHIEMIRS.

- NAEFZEHEE
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- BXERANAERFREHEN, BEFRENNIER. HSNTFXEEREEGN—H
kS, EEMNIRENIFAERT, BEERALURFREEEERRL, ZXRISEUNPTAMIE
75 FHEE. BRI, SRAB. SREE. TEME. ABENAPIRUKEKEBRES
Bo ZRELIEATFEL,

o EXE #l DLL

> MSI FZ

- AN RREFTE

o TAARFRIT
ERMRARFREEEE, EAILE Web 258 EERHEMFEXE Ml DLL. MSI HIZ
. T ARFRENTERARFRITTRERE, B EEMEESE N FRENND

RE. ZRREHEIE. VB, B4 ID. BIRNERFERNEE, EENERTUZR
. BEZEEMLE,

- NERFAMHERERGZF A E
o BXERNREANEREREWZEFHEN, SIEMBNIIER. FHilENIPRXE
BRESN—HOHKRE. EENRENFAERS, EERARFEEEERE, XIS

WBINFTATmIEes. EHNE. FEE, SRAB. SREE. 8%, RENAFTIRN
REBSEEFER. EAMMNANREAEPERUEEELSFAES.

o EXE IPRIEF. FEXE BEREEA FIERY, ZXRIBMESE. #HEB. 51T, MURIFNE
RFBENBETR, RANERITUZRINEK K,

o MSI AREEF, EEMSI BPRIBA TR, ZXREMHMNE. A, @517, RMUBFHFNER
FERIAE. RANGERITLUZMINTKM,

- BieHA. AEBRAFILE, ZFRIEHENE. #HE. WL EENSRFENEE,
IRABLE R T LRI TR Y
= g

BRRXETKBUIEFA X FXETERARMBIER, HREERCR.

o HERRGHEF, HEF HERREWZEFREN, ZRIRMARE". “FHE . HE
ID". “MUBFFERFERIVAER, IHEFNEREEREMHELIEHIITFRIEDRD,

Pz
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WORKSPACE ENVIRONMENT MANAGEMENT™ 2407

o H/NFREGEDRE-RAEN, EREZTEHEERF LEEREIRET.
- BRARXEREBAILYRAXE, RNETERNEBHEILEMIER, HREERIER.

- BRIELEER

o BRDECIEEN, BMIEMBNAIER, SO NVNTRXELERESE—MIRES. %
REAFERIREHENNA ARG RIELIELER, EAILOERRERBEURBEAE
BIFARER. ZRSFRFELT. DEIBRENRR. EANIRESRURMEER KD) F
ER. B=MRKE:

- BA (BAE) . ZRTRMEERYIEATERAR (HEmhatE) .
- BEl, RREBAERIRERAZBRMNET. SRFEEMERRNBN, SLEXME

o
o R, MAREIAERIR, BHRITHEN R, BEAFNEIUEEAENERE. 5
SHEEHBEEX

- B, BHEEEHARRIZEN JISON XHLIBER, BEERERKE, F2REMNEER

o

- & LES

o BXESEITH, SREMBNNIRS. RESFEESTITHRE. ESRITERERER.

- REESMBEEXESHREMB S, EXERER, FIREITEXRIREEE. NS
EXESE, ERAIUBEEXEIRENEIE, NMRTEXHREBERTSENTER, BEE
ERT BREIREITE—T D1,

- BEXHEBRS

o BRMIMEEX AR, MIEMBNAIMINER, FMNERFXEERESR] MRS
P, IRGARRLEXHABNERAERRIE. FREEXAHRSNIERE. NR|AYR)E
FER. BIXERER, ARG EX HRSNEFMEERER, FRAIELREXHS
#21E 5 TIERIA),

 RALRERTER

- EECEENRLILE > FWRIIE LE R ERBIEEEN_ EELRBAEMERFBRERE,
RESZBXREEH LERIEMERBREE. FER—METARRESENRS.

- RALMERBRNREER
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o BRNEEENARRN, BEM—MMENHNIICNERRBRIRSG, XEREATILERA
TRNBRERTR. BRITRERBRMRICERRSE—MmIRE .

p=3_ g

12 > FRNENRLRARIERBRARTE L, EriEdtFiESEMAEE
KNARE. HMMAEREREBESEN B CEN AR RREN— kS, £RERN
EESEM B RN ARRIEUREHIRS,

- BEXHERSITRRKRE

o RES 24 /\WREFSTEEXHERSTRANE, RRIER—DENIRSE. &R
HEEUTRE:

o FE RS HY B RAFETE)

o FARER, PINXERKNRIEMEES

o RMMEA (Fg0, FHRMEE) UREEEN
- BESHIRESHAIFAFNREXHEERE, HTERENANGIHERENFHEEE
% > REXM > EELREXHERSTRARERSE, XH5|SEHAREGTIH. AE, &
ANEERTEFEEXHEERE, UWEEEXHEESTRRRENEFEME LR

FTENEFENREXHEERE, XN5IREHALEXHERIENE, EAJNUERF
BEETHPAARE ETENIRENHEIRES, ANREHTUENEN.

- BEQENREXHERRE, BFRIMEXHEERE, BAEXIRETEZIRESE
B, BEZEEETHRISRLE > HEE IR,

o IIREBIERNAEFRXMESEREMXEFRIgETRES, AVBEFNETENARS,
B2, NARFRMMESERIUE N HRIGEIE.

BORSHETARBIER. XERSRETERNIZIER, JESENEE. f, ErTLUR
EEATEMOERS. RIBMENR?, ERILUREREAIMEE,

R -
BITARERETEX TFEERF, Hlal, REMALESKRS.

NTFHIAEESS, ERABIITLURHEUTER !
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« 0 RRESERIET.
o -4 SRVIEEIRMHBI AT RTT AR KT B R0

« -5 SRAERIEATRITXANEARVET. AIENRE @ TRITXHREREERES, o
ERTRMIEBSHERIIER K,

o -8 ! HESEBIMHEBUER S50
BEXMEXHRBIRESHNERNE (RERB) WER, 15817 Microsoft XX#4 <https://

docs.microsoft.com/zh-cn/fslogix/fslogix-error-codes-reference> . FIG(E : “1"FKRK

WEM AJBET AR TRIRESHRED,

« VHD B&E[ESE © S°% Citrix Profile Management VHD B EE G, #atRAENAIRE.
REVIE XA MARMN. EEIIAN EEEAXNEER. BERENER, EaIUBER
HIRERSEMEERABERNT (. EEA VHD BEEENVIRSWE, BEBRENEIET,

B R RRSHTHEER

T U BEXRNER. BHERTFHNIILUAEER RN, BEXSBY, BAEMEERT], 7T

REENXE, RERFUEREEENG,

IR LR SR TEE R R R] LA A T ik 28 R Tt iR & o

EERGNESHAESR

EALOER— MRS IRINEFANGER. Altt, BHRERS, ARREENHNERS, KREES
PEENtHI. EHIMMIEF !

o FAER. RAFANERBE.

- RIaBUE, RUSIRSEXNREGBEE. 7 BEERA ISON KX, NRFE, JUERYT &
BRHITH—T 2

X FEEARHERENRANCEHRIMRAMLS, EAINUTERSFAERETF EERUT
JEIN -

- ERIENFEACER, RIFEFAEE ENRKIVTED,
SHKRS
BRI S MR EFEIES H 9 CSV B JSON 83, Alt, BHRITUTTR -

1. BHSH. HEFERSHRS.
2. NATFETHRERS HET
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« CSV, LRI CSV 18T HFEmEIRE.

- CSV (BB31L) . LLEINATIGEE CSV ST BEUB AT R,

« JSON, LEILL JSON S H FRIEHIE.

« JSON (BzU1b) . HLIETAIRS JSON B BHIEA AT RS,
te4t, WIRIREANBETE variable = value T variable: value 18z(, MIARZ{LiEI AT LU
HAESIRERITATE, B, URERCSV (IB{L) LD, NSHNBIEPIIEaER—L
S 25,
1. (Ai%) EF-RSHBFFREIFMTEN . SHHREFINGENBIATHRUE,
2. B2ESHFHRSHIRR,

BEERR .

BRZAUEH 50,000 £i2x% (IRE) . HESHIICREGEIRFIN, HESHAE
50,000 %%, BINIEEATHiEaFIEREUR 2 F] 50,000 £HEL,

« RHIEEHTHN, EXERITEMAESE.

« SIRFHATE 30 DHATH, ERABUREIEXEHBEN, BI'XHFURREESHE
Fo

- RUKREN, SHRRERSEET. cEEEFMERS XBRFE, ST EHES
Ho EXMERT, BRI X HRFERLERN XA LURRZEE, S,
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fope

B EAREE

& BT LA Workspace Environment Management™ (WEM) SREIBE A ENIE, MINEERMET
—MIEERE WEM EBEB S . ErIUERLLEES EZREWF A WEM BEAXIfEE, MERIBEGIH
A, FIINMRIE. BUREMZESIS,

T

EBEAMBEAEILE

3 WEM RERAFEARINEY, IRINBA—EMAIIIE, XERBEFMEENEXNAEEREXH
&,

« VDA i BN LR CPU IBERIFPEREHAR. IKERMRES CPU HIZRINAR, URKEZE
g3 A P RSB RoME

o CPU IB{E{RIF
o BEIPALE CPU &
- BHE%EEE CPU 1L

- BEXEARENENKE. BEXFARGR, BEALEARK, BEXEATHRENT -

B it RE BRiAE il p=3—
enableCpuS  #/R{E EH CcPU = = CPU IZ{ER
pikeProtecti ESERES FIRE
on
enableCpuA  7/RIE Shailsfls = =
utoProtectio CPU IgfE
n
cpuUsagelLi FRE CPU f#fZ 70.0 70.0
mitOfSpikeP PR (%)
rotection
enablePerC mRE REMENF = =
oreCpuUsag B4 CPU
eLimit ¥ OBIBR
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Bt

perCoreCpu
UsageLimit
OfSpikeProt
ection

cpuUsagelLi
mitSampleTi
meOfSpikeP
rotection

idlePriorityTi
meOfSpikeP
rotection

enableLimit
CpuCoreUs
age

cpuCoreLimi
tOfSpikePro
tection

enablelntelli
gentCpuOpti
mization

enablelntelli
gentloOptim
ization

excludeProc
essesFrom
CpuSpikePr
otection

processeskE
xcludedFro
mCpuSpike
Protection

IR{E

IR{E

/R{E

IR{E

FITEREA

RE

MEFFED
CPU #DHY
CPU fEf=R
PR (%)

FiFTiE])fR
&l ()

ZE Nk
BiE] (#)

ER CPU
B OME R
il

CPU DMV

FABRH!

RS

CPU fft1t

FrHFEM
CPU IE{E1R
PehEERR

HIZAF

RRINME

80.0

30

180

17|

i

iy

17|
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Bt

disableProc
essPriorityln
heritance

parentProce
ssesToDisa
blePriorityln
heritance

enableMem
oryWorking
SetOptimiza
tion

idleSampleT
imeOfMemo
ryWorkingS
etOptimizati
on

idleStateLim
itOfMemory
WorkingSet
Optimization

enableMem
oryOptimizat
ionThreshol
d

memoryOpti
mizationThr
eshold

excludeProc
essesFrom
MemoryWor
kingSetOpti
mization

E 3]

/R{E

FIFEREA

IR{E

/R{E

B

/R{E

RE

BLEFitiE
4k7& CPU
Ve

HIZR R

AL ZE R
e NEER S
A

ZEPRRAF AT
& (5%h)

ZEARPIRZSER
#l (%)

BREIRAE

NE A H
AENF
(MB) B F {1
1t

MNRTFER
AL HEER

iz

RRINME

=
[==)

i

30

200
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=43 e RE RIAE AN AR

processesE FRIEBHA HIZRH 0 ["devenv",

xcludedFro "msbuild"]

mMemoryW

orkingSetOp

timization

enableFastL ~ fR/RIE BRRRE = = TRIREEHIE

ogoff 8 & (/zh-cn/
workspace-

environment
managemen
t/2407/
manage/
configuratio
n-sets/
system-
optimization.
html#fast-
logoff)

enableMulti mR{E BRZRIE = = ZRIEMC(

SessionOpti it zh-cn/

mization workspace-
environment
managemen
t/2407/
manage/
configuratio
n-sets/
system-
optimization.
html#multi-
session-
optimization

)

excludeProc m/RE MNZEIEMN S
essesFrom 1L HERRH
MultiSessio i

il
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=-1: e i) ®E MINME A AR

nOptimizatio

n

processesE FRIEBHA HIZRHR 0 ["devenv",

xcludedFro "msbuild"]

mMultiSessi

onOptimizati

on

agentServic RIR{E B BHIER S S BRIEE >

eDebugMod SRR RIBIE >

eEnabled RIBARS %
I01(/zh-cn/
workspace-
environment
managemen
t/2407/
manage/
configuratio
n-sets/
advanced-
settings.html
#agent-
options)

enableLogo mIR{E EREREF = = BREEN

nDurationAn SN by EIbaxiiy

alysis

useAlternati mIRE fERERAL S S

velLocalRep BEREFAM

ortLocation RIBIRS

alternativel FRI REARMA %PROGRAMD D : \WEM

ocalReportL BRGNS ATA% Local

ocation Rf{iE \Citrix\WE Agent

M\Local Reports
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B - 3] RE BRIAE Tl p=3
Agent
Reports

localReport R REARMA 7 7
MaxDays EREN&

VAN
localReport R EREHA 30 30
MaxFilesPer IR S
Event HRAKE
saveLogonD  #R/RIE HERITFE = =
urationAnaly B el A iR
sisToLocal HEREAR

A IRIR &
saveUpmHe m/R1E £ UPM it = =
althCheckTo TIRANE
Local REFREN

AHAIER

&
saveProfile mR1E FEEEX S = =
Containerin R ARIR
sightsToLoc EREAK
al A IRIR &

AR

NRKRECEBEXIREHIRETLY, WEM RERERRIAKE.

IEAJLIHETE JSON RN F AT RRBEXERBENENIRE, F40

"enableCpuSpikeProtection": true,

"enableCpuAutoProtection":

true,
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"enableIntelligentCpuOptimization": true,
b
& Custorn settings for basic deployment O *
E} Custom settings for basic deployment T R Er Next Setting
() Mot Configured Comment:
(®) Enabled
() Disabled
Supported 0N | At jeast Microsoft Windows XP
Options: Help:
Customized settings: You can cuﬁomize agent set.tings used for b?sic deployment. For
more information about available agent settings for basic
i ” deployment, please refer to support document.
"“enableCpuSpikeProtection: true,
"enableCpubiutoProtection”: true,
"rnnl leanal imtSarmaleTirmeWanilbePratect v
< >
OK Cancel Apply

PR E IR
BUREBERL, BAEUT AL

« FRAREARBNAEYRES —MEELE, EXFAER, FEAIEARE.
« £ WEM BT E TR YHRE S —MERE A,
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5F WEM B RIF4E0T {81 ThEE

fEF WEM B RFFEETE|THeERVEF a0 ¢

- JEERINERENN, WEM REZ BB RIFER B HEMKRS.
« EAILUER WEM TERD EEREERBRS,
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P {ELE

- A

B EEEH S

1. M “FFER S AR Citrix \> Workspace Environment Management \> WEM
Administration Console”s FINERT, EEREH o U EEIRSER.

2. EEBEF SRR ER T EE .
3. FEFTEEMIEMIRSRER EOR, RASMBRERSRMAL, AFRIEE

OB RS

EEEERES

1. BEETABRPHXED, UEHLAERPEREFID.
2. BEFEAT, UERBNAREFEE XS,
3. RIEFEENEE, A XAIERANRERNFAER, BERAFRESE,
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IR FEHESE

ERUTYERITRERES !

« TheEX

. HRMF

. Tmikas

- e

« R

o SRESMBECENfF
- T2t

« ECERTR
BB
BRIRE

- BIE

o 510

« EHMER

TheEX

FTLETF
FRETED ST

ik, FEEEFOERIIEENEMSNRSES. THEBMESRARS SFERNEED, B5E

- ERISHMBRSS AR, BERD|MEMEMARSS 2RI % .
- B0, BERDNEMEWIRSHEO. FRIAE 8284 EFUETE,

B &R, FERES o5 IREMEMIRSIER, XITFEEEIHAS— T EiEHAR
SHEEFERI S — M EMENRS, NENMEFRIEES M EMEERS.
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BCEBEE., M— Workspace Environment Management™ (WEM) ks (BREBE) )35 —Dih
£O

eI, fTHCIREEESR EO. RTEEREZ T WEM ik (BBES) .

- &R R (BEES) &, BErREEXRPEERSIRF.
o fh, vhm (BOEBS) i, BRfEihmgmEE NH,

o BHERES, YR (BEER) B EBRERERMA. BAN, WEM BT EEERS LR
(FCEHR) -

Wi, T RERESE BN, Ham5elBRER &AL,

MER. MRt (BCESE) . EXAEMFRFINGER", ANER WEM [EESITARUER. B2, &
AUERRE,

R, RFiE= (BCE&E) 7%k
= g
HNRENEEIEF S RIRBIL R, JIRA=BHRIF.

#3. TAERBS, NHRBENERNRIARER WEM EIBZEF S8 BN
E. 1&E. ZLIEEM Active Directory (AD) ¥R,

o BfE, EMIEER WEM #21F. SMAERMRFHRSH AR XML X4,
« BB, FHREN WEM 188, SMERNISEES H AR XML X4,
- RL2igE, &% T2 EWMFLENFAEIRE. SMHEENINES HABIRE XML X, ERX
B SERESEXBRNUTIE :
- AppLocker H&E
o RRIBAIZE
« AD MR, %7 WEM EEMARF. i8N, AFAREN, FRRSATFTIEEEEMHAD
RFER, AD WREFMPADY !
- BFR. BTAFMARA
o BN BNHEMN. HEANAM ou
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. BER, SHEEEN WEM BEE, SHARNRESSSHNLIRN XML X, BRES
MERECES, EAIUENESRES XEKNNTHE :
o HRF
o AppLocker
o DB (SHRIEFIRIFEEX)
o fiikas
- AR

o & (WEMIgB)
BT EEHUTHRS
o SHENMEXAD HR (BEETEN. HENILEM ov)
o MMEUE (FHIHERMIRE)
o BRiiBEEMINIE

B, fIARRAS, LUERE WEM IRSECERRIEMRE. BT, RIS EMEIEX
(XML XtH) BYERX

« BLIQE, &R Security I+ ERFIAIRE. EHXHEPRHNIREREAYRIEEETHNNEIR
B HEUHRESRIFFRESETFE, FONB TR AREFZENM, XA B sh
FRo EHFREVRNFIERSS, ERALUREFESHZRSG. ERASTIFEEFEELRENA

i3 e

N
> AppLocker MI&E
o MPRIRFHRE
- BEMARE, EHEFEAIENESESZNENRRAIZE,

EANARFZEMUSEXFED, ERRABUEREFELRASNAVIENBEF L
MM DE

o MNREFRE, FRFZHFRNDEERD) LR PRBAAMBARH, XESHHIAF %R
PEFETHANEREAD F8Y, EHDEFEEMLN. ERREEMNEERERRRD
RS, FRE(PPIERSHIEESR, EILUIEFER Csv 81l

o WRIERE, WEGTPNFABENMNEFER, EFDEkLMERFRAFMARE,

« AD [R, HEFMHAD ¥REREF)MNEBI S, BERSAILLENES AR AD X RIFITHEMIZE
Hll, EERFEEXFRE AD WROIE L, EAILIEEEXRFEN AD HWRUAEEES (BiR) ME
WEM AD 1%,
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- ioBE, NHEMHNREEERRER WEM, ZB—XREXRRE— MBS, WEM EIEZEH SR
E—LHYEFReRRIEEARNVEEES, EEEXRENERES, ENIEXPHICEE KRR
BE. *REEESEN, IREEFERKEES, WEM S ESHEEM®N <configuration

set name>_1 o

=

T RBVRIERFIR I A b R R E R,
R E AR E BRI B IE IR E,

k8 B9 AD MR FNEIH EHMBILSR AD MR, EARATEREEME RS AD
MR ITEPIER T BEET

INREER T BRERI, FAEIE AD WREFEIK & SIZFUERIHRMIFR.

T, TATRAS, LUFARBNSR (GPO) B zip E3EHE] WEM.

EERTR

o EREFTRE WEM ZEFRIIEE (GPO),
s BiEEF RIS ECRENNEIRE,

BIERITU TS EEED GPO !

1. FTFFERBEERER 2.

2. HAKKEESOS, ARBLHEENH GPO, AEERER.

3. AERMARBIREOTR, EEEREFEMIUE. (Fik) ERTIAEMIRARE.
4. BEHEFPUFBEND, ARREHE,

5. SMBEIENXHR, AEFEESEN zip Xt

=

WEM 325538521 GPO &1 X fH3RY zip XFo
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RINE GPO &, REHTEBLUN GPO I3 WEM, EEIBNXHIIE L, BENE, A
[EFRBIRER X o

c BE. EEFEANENERIE WEM KE (GPO),
o iR, M GPO BLAEE S A WEM B XML X, MNREBFELEWNESANIEEIHITIEA
e, IEEERIED, FRERIITERE, FRER ESFHFEA XML XHF,

p=3_ g

TR ekt XXk, B EEIEE B RIFRINAFRIR T,

X FiEmF
X FRAEDSUTRA :

BCEBFRIIEARSS8R. SOFERIETE Citrix FrlIEARS BR8IME, MRS/ ZMU, EEEFSFARYTF
IFERERNEE, &, ERILUER Infrastructure Services Configuration SEFBFE R H AV I A "5 I
FRIEEXLFIR, TXRMERT, Citrix FAEARSS 285 REFHEEEIREEFR R —IE,

IREXFEBD, 7£ Web U288 QT Citrix 7 X A5 Mk,
E, FTH BRI SR IERE, XL R E T I E RS o B A L6,

- BRNEERER. NMREA, EEZFS RN BEES EOERINEMISERS.

- BRARAREKN. AEERZEFEERFAREIER. BEEEFAA Users'XHRIIRE R E!
=38

- EHEISREK. SR EIRER SRR M K.

- /AT, IFEBEXEEER OERIEMIRERS RO, LisOX5n5E2aigEkSEE
HRECERYIR I PRAC,

XFo FIHEERZEFI SR HATMRAURITE (FRHERE. MM MERER

#HR1E

Workspace Environment Management™ @312 5 FERARVIRIEREC TEX LB TE, XLEig
ERIEEIEN AR FTEINL. MERREes. NAEESSE. S ERDERERENBA TR,
Workspace Environment Management iR i {1tk 2 KARHE & T SOAR TR DB,

- BIFEEEE
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o 1R{F4H

o ARIIGE

- NFAERF

o FTENH

o MAIRTHER

o EHIIRTHER

o EMRIN

o METE

o im0

o Ini X

o SNERESS

o XHRFIRIE

- FAF DSN

o N XEX
NPt

- e

#B1EH

BRIFAREIFIRERENX —HIRE, AR—THEFATREEEXRENRLBR AR

o BEILINRE, EABFEZ—DEBRFEERTNENMEE. Alt, EIUE—TTBFIES
MEEo

7 N
IRE LUE RIS RS B Workspace Environment Management $#21E, fEEINAEER A,

BRIFASIR

HR1EH
ETRIEREANTIR. ERER BRI BRI RHETIR,
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B1F
EERTR

- BIFANA B MRERFTEERRE (MNARR. FTHVMMEREERSE) o f,
FRIEEERE NARERNRET+ LRI T LARER, SN4REATIRETF LrYRIEH
FRETREAAENBERF T2ERNNAERF.

- IREECE T ENECIREAPIRIEEI (BREATIR > 4 > BEE) , NEERIEDR
SRR MO ES TR FARAF,

“BRIEER D BN P FBRVIRME, SR LIRITLATRME

« . RWEEIETSEN L AP AP AP ERIERIR(EE,
o« YRiE. RIFERRIEIBRIFL,

o E8l, RIFEMNIEIRIEA & H—MREIEH,

« MBR. SIFEMIFRILERIEL,

ZRIRIFH, BIRBUTTEREE.

1. T EREES > BF > #E4E > BEATIRET+F £, BRI
2. TEEBMEASEOR, RAFRRER, NTHIRFEFERED, AERTHE.

BYREIREAE, BMIIRPEFERA, AREEHE.

BRRIREAE, BEFERENE, ARREEH, FI5, RHEEREMERE, RESR
MR IARIH R SR -Copy”s XA LR TR K E LB,

p=3_ g

SRR IEARS, FRIFBATEDIEIRFRITRIBSERED, TN E5MEMELIREDES X
EXRVIRIE (WREB) Aoz, BEEAIZEY, BRIIBKLE > il > 2HaigEEN
+o

EMFRIRIEH, BMFIRPIEFERA, ARBEEMER.
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p=3 4K
SNRIEMFRERIEE D ECHVIRIEA, SRR ESN AP A EDECZARNAF .

=Bz
5. BFHANETAT, MEERFAIIRFTFAT.

fd, SFIEIEER X RFANEMER,

BREARS. EEAMNBERARS ZEZIEH, BAN, BMEEZBFEANELBRIAR
H, REEAILIBREHAPIZTHIRME

fciE
RIFEEREN N ERENRERIE. ERERRAM. BERAaHD miEiE,

AT, XEZERILIANINEIF e 2R EA PRI RIR(E,

BEMNSUBRFFE RIS TRIRIE. WMEEMEFHR TR HAUDEHECEDECE,
p=3 4K

o NREFHRENNRIEDEL B RRIEA, ZRERBEMDELXERF,
- NRIENEDECL B BRIEADRIBRIENE, ZRERBENNXERF FEUE 2 E.

BiE. XEEENRLIECIENRIFARNIZE. ERUBFREMREUNEHITRE, EE
A UECES M ERIEINED ; fIa0, MARFRESIVE. FRINTEV. Ropses5F.

Pl
BEERR

NRIETE BRIED I ET R BN R ERPEEE D ECIRFATIRIERNED, NECERED
MBI E T IZRFERNAF.
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TE 481 > BFA > BFANIRETF TR (FANIRFEIER, S EFENERENERE
NEGERNAFRHAFE, Alt, BFRIDE > BEDE > BEIEETF. FZETF
£, REAFPSAFPEAUEE AR ERPAIECIZMIRIEHNREA TR, ERIUE

T REAE T REUNNSUEEECENRIFA, WHIRFAN B ET IR U ESEH
DEE. DEREN, RASRTREERERTFIZIEFERRIBIA,

B X NETHRREMNFARER, BEHDE.
DECRIEAR, FEISUTILMER

« INRDEIRIFA, WHPLSHFRERIEERFRD A,

s RS MRMEAEERERNREATES, NTESVIREL, RELENAZEBEZAILIE
BY2H,

- REFTRIFAPRIRER, BEBRDESS —MEFATIRFEENEF. EXMHBERLT, K
DENRFRERCALENRE, FERELENRFRDE. iR FRFAE.

TBiHR

BN, BERRIEAIIEE— RN BIER (iexplore.exe # calc.exe) DECLAREF, BRBUT
HBIRE,

1. %R EEEHE > B > NARRF > MAEFIIR T £, SARRINEBTER (iexplore.exe

#0 calc.exe)o
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& Printers

&9 Network Drives

example

& Virtual Drives W Calodator example v

@) Registry Eniries

ﬂ Emyironment Variables =

|ﬁFHte|'s i

| [ Assignments

- [ System Optimization
| [ Policies and Profiles il

[ security

- [ Active Directory Objects
. [ Transformer Settings

[ Advanced Settings

[ Administration ||| Actions |
e . =rl=r ===

¥ Comnected to : localhost @ Current access level : Global Full Access g

2. RIERIEES > BF > BEE > BREATIRETF, ARSI USIEIZIEA,
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Action Group List

Action Groups

S Network Drives

Action group 1

e Virtual Drives

&) Registry Eniries

ﬂ Emironment Variables b
D Actions |

- [ Filters |

Configuration |
| [ Assignments Il |
| ﬁ System Optimization | Available: Configured:
. [ Policies and Frofiles |

[ security
[ Active Directory Objects | | <
-iTmnﬁormerSettlngs

| [L) Advanced Settings

| Administration i

- [ Monitoring

@ Current access level : Global Full Access -

3. EREATIFRETF L, WHEEIZRFE, UETBANEREERPERIEFEIIR,
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S¢* Network Drives
e Virtual Drives
&) Registry Eniries

ﬂ Ervironment Variables

- [ Filters

| [ Assignments

- [ System Optimization
- [ Policies and Frofiles

| [ security

- [ Active Directory Objects
- [ Transformer Settings

| [L Advanced Settings

- | Administration

| [L) Monitoring

Actions |
pocoor o oA o st | |popeee
Configuration |
| | Fng | cear |
Available: Configured:
Bl Appiications 1A i Applications
(g Calcuiator | > L1 Printers
i Internet Explorer {2 Drives
| Printers i L Metwork
B2 Drives | < T
1 Netwark - 4. Regstry Entries
LS Vit L Environment Variables
"L Registry Entries [ Ports
| Environment Variables -1 IniFiles
i 2 Ports _ Extemnal Tasks
| IniFiles i1 Folders and Files
| External Tasks | User DSN
- Folders and Fles v - File Assodations

@ Current access level : Global Full Access -

4. EAAERTR, WEESTVARFUREBSIBEESR, RGBT ERNAER, AR
BERATRRSTRILLRE,
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Iy Applications
{3 Proters

%9 Network Drives

W@ Virtual Drives
] Regstry Entries

&) Environment Variables

Actions
@ Ports
B e focooy o foadd o o Bt o Dok o
T External Tasks Configuration
S— | Jlrna | cen |
||| Avalable: Canfigured:
pibGac e | [Formm o
= 2 -~ Printers : @ Caadator
5 ssignments = Drives 4@ Creste Desktop
f R |~ Netwark "4 Create Quick Launch
[ system Optimization S Vil b < i goem Start Menu
| Regisiry Entries : Pin To TaskBar
| [ Folides and Profiles | Environment Variables @ PinTo Start Mer =
. | Ports @) Auto Start
A Security o
-~|_ IniFiles @ Internet Explorer
— . | External Tasks & Create Deskiop
[ Active Directory Objects | Folders and Fles 4 Create Quick Launch
-~ User DSN -4 Create Start Menu
| [L] Transformer Settings -1 Fie Assadations & D To TaskEs
- 4% Pin To Start Menu
- [ Advanced Settings i @ Auto Start
= i~ Printers
i Administration = Drives
[ Monitoring .

€ Curent access level : Gobal Full Access;

5. TEEREERT, KESTNAREFINET, FIrFd, ERtIERENERERESE.
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3 action Groups
2 Applications
§¢ Printers
= Network Drives
wwe# Virtual Drives
@] Registry Entries

&) Environment Variables

Name

Description

State

T R(EH,

Actions
@ Ports
[ InFies o Coov o | o fpoEdt o [ Dkt
E] Extemal Tasks Configuration
| o red J|ocier
- Avalable: Configured:
[ Filters = -
A B B Appicatons lad
. A2 Printers = Calauiator
nts
[0 Assignme =1 Drives @ Create Desktop
|2 Netwark "4 Create Quick Launch
[ system Optimization 12 Vet b < -8 Create Start Menu
| Registry Entries % PinTo TaskBar
[ Policies and Frofiles &8 Environment Varisbles & PinTo Start Menuy =
B h | Ports [l Auto Start
Security | IniFiles i - Internet Explorer
i L= External Tasks i % Create Deskiop
[ Active Directory Objects | Folders and Fies ) Create Quick Launch
| UserDSN 4% Create Start Menu
[ Transformer Settings | Fle Associatons -8
& PinTo Start Menu
[L) Advanced Settings
v
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6. ®%IEEZEFS > D8 \> REDEET £, AEWNHERNAR, UEARANESRERTE
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(& Modeing Wizard

- [ Actions

- [ Filters

- [ System Optimization

- [ Folicies and Profiles

[ security

- [ Active Directory Objects

- [ Transformer Settings

| [E) Advanced Settings

- L] Administration

- [L] Monitaring

Priority

Assignments
| “JFd || dear |
Avalable: Assigned:
[E-|_ Action Groups ¢ Action Groups
ul---:j Action group 1 | > =1 Actions
= Actions i
(¥ Applcations i
| Printers | <
[#-|.0 Drives
| Registry Entries ‘| Envronment Variables
| Environment Variables |2 Ports
L2 Ports 1. IniFiles
L Tni Files 1 External Tasks
| External Tasks 1.2 Folders and Fies
| Folders and Fies L4 User DSN
-~ UserDSN ey | File Assodations
“| . Fie Assodatons

ISR LOBISEFIR(FA, ARRHATIRRKTTMILERIE

€ Curent access level : Gobal Full Access;

7. ERTAERT, WEECIERFAE (ELRFIRA4REAL 1) , LFEBRHEIEAERER.



WORKSPACE ENVIRONMENT MANAGEMENT™ 2407

(& Modeing viizard

- [ Actions

- [ Filters

- [ System Optimization

- [ Folicies and Profiles

| [ security

[ Active Directory Objects

. [ Transformer Settings

| [ Advanced Settings

- [ Administration

- [ Monitoring

Assignments
| “Jlrd | der
Avalable: Assgned:
[=1-__ Action Groups | Action Groups
o [T > | = e
=1L Actions . Appications
[#-[ " Applications {4 Printers
-~ Printers | < 1
[#-[ Drives :
-~ Registry Entries i~ Environment Variables
| Envirorment Varisbles (12 Ports
| Ports 4. IniFiles
| IniFiles i~ Extemal Tasks
| External Tasks {12 Folders and Fles
- Folders and Fies I~{2 User DSN
- User DSN ‘- Fle Assodations
| File Assodations

8. EHNECIRARE T, HFIRAN True, AERETHME.
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‘ Citrix Workspace Environment Management =-|0] X
" h Home

o ... | Confaratonset|Defat stz

'|ﬁ!"a=|ph= ¥ Badwp
5] Refresh || & Restore

nioLration 5 ceup

|5 Action Assigrment [

Assignments
Selected Fiter
{Always True v|
Avalable:
=1 Action Groups Jtion Groups
| Actions 42 Acton grof  AEONS tions
[=EFS mons ! oK ! h Cancsl 4 Applications
E'—‘ Eilters - Applicationg Printers
| Printers < [ Crives
@' Assignments %~ Drives
1 | Registry Entries | Environment Variables
—o —— |__ Environment Variables ]
|2 System Optimization 4 perts
. -~ Tni Files
[ Policies and Frofiles |~ External Tasks Folders and Fies
=i . +~|__ Folders and Fies L. User DSN
i Sec_ilnty — [ User DSN i~ Fle Assodations
- | File Assodations
| Active Directory Objects
[} Transformer Settings
[ Advanced Settings
| Administration

0. HIEETFIS > FE > A > FiHERET+, ARSEEHRIF.
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Config.
Statistics
@ Administrators et Semay

& Users Total Agents (Al Sites) Total Agents (Current Site) Total Agents Last 24 Hou's Total Agents Last Month

24 agents I | s | [t | [ |

Agents History

| Actions

[ Filters

[ Assignments
- [} System Optimization
[ Folicies and Frofiles

[ security
[0 Active Directory Objects
[} Transformer Settings

[L] Advanced Settings

10. ARBELARE, ARELTXCRETEEFRIFTERRE,
1. FETRENTEN (KEXH) £, BiFkERRFREER.

FURAF, IR INARFERNDESREEN, HEClNRESAENMIZFISEHEER)
E51=,

4R RERIS B
BERER:

WEM Hai{NZEFRINM%EES HKEY_LOCAL_MACHINE F1 HKEY_CURRENT_USER FEREC
BE T X BXAAREISE,

EUFINMRAAF, EHEEFAREE IR (GPP) T E) Workspace Environment
Management (WEM) ., B XiFER, 5% Ribbon FEB RSHNE, EIMEEA L
THAREIZE (BT EMERMNIEE) SAE WEM A,
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SAKRERE, TREZEMD GPO Zal, EAINUEESET GPO XEXRIKERIFANE, ERIX
£ GPO ZECLANERY AD 4B, BRI ECHMIEF—1F. MREREFT GPO DELRETAF, MIRE
FER —MARTUAZAPMNHEN. MRBEXIHTBENBETZAE, WHENRKEER. WRS
RIAFETZA, WAPRKEE,

"R -

BETENBKILEILENER, IBEHEB Citrix WEM KIEBENRS . BEEBFPRIZEILEE
X, BREITEHHERER,

ARG E
xE:

77 € WEM FERIEMMRARKIGE, BRIEEEREEHE EEHR Citrix WEM AR B RAR

o

ERASERIGENE, 42T H WEM RIBAFIRISE, RIAMERT, ETLTFEZRAR
o ZFBY .

« BLEREBARRKRIZE,
« WEM ABARKIRE, BEXERESNiLAP AR H,

(HERBE M RIIR

ETIME GPO MFIR, EREHRRLMSEIRTHIETR,
° ﬁu%?o ﬁ'J%ﬁ GPO 5']13—‘%0
« A, FTASAARRKRIZE NS, ZASAFTRFALRKIEES AT WEM A,
- RIB, DIFEREINE GPO,

« MR, MIFREEER GPO,

SAHERIGE
TESAHLRIRIGEF, BTEHESSR L& MNARIRIGE :

1. FTFFERBEEERER 2.
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2. THARREREOFR, ARPETESMHH GPO, AREEREH"

3. AEMARBMREOR, HEBRFEMIMUE, (Fik) EIUNERRINTRA
4. BEERFEER, AERREHEE .

5. SMBEIENXHRX, RAEFEESEN zip X+

AR
WEM £ #HS A S S GPO & XHEFM zip X5

ESAHARKIZE, BRRUATHE .
1. FF WEM IRSB“EBEEM-F3 BRI B IhEE, ¥ GPO B zip X4 Lf£F) Citrix Cloud 8
BRINZ 1K,

2. SMEEEREGS > #(F > ARBIGE AT F, 2 BERARKIELE, AERHT
N LFTASABF.

3. AR ARSHNESANXH TIE L, BENE", AENIIRFEEFENEIN . EHAILGE
AX 4, REEHEEHRUREITE,
- BEURISAN GPO, ZEHERERIE GPO,
4. BHFHRESAN UFBEATE,
5. SATHRE, BE Tll. SAR GPO B2 R1E ARIKIZE XMW+ L,

MEMRXHFSALERIGE
RO LUSHE A Windows SEtRRIERR S H AV FMREIZIRN GPO, UEHITEEM DAL, WNRE
K AR RS A GEMRIXMED, NILINEEER U TR S ¢

o SOUFIRTE HKEY_LOCAL_MACHINE # HKEY_CURRENT _USER TS AFMER(E.

o RIFIEE A REG_BINARY #1 REG_MULTI_Sz ZERHIIAIR(E.

o ZFREMSEE reg XMAHEXBEMRIAEM X BOMBRIEE. B XA reg XHMIFREAM
KRINAMERER, 1525 <https://support.microsoft.com/zh-cn/topic/how-to-add-
modify-or-delete-registry-subkeys-and-values-by-using-a-reg-file-9c7f37cf-

abe9-elcd-c4fa-2a26218ala23> o

Friazan, FERUTED !
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o M zip XHFEAIREN, ZXHTUEE—THIZNEMR S I5HERBES G ARNFE
i 30 Mo

o B reg XHEFERN— GPO, ERILUFENRIRGH GPO MA—EFMRILE,

« FPRIEN GPO WAFEIRIBEHENE reg XHRBFRERMA, FIE0 : 20R reg XHHIAFR
& testi.reg , MEMER GPO WAINE testl o

- B[ER GPO Wi AZE, HREMIUNEERAR (8EFICENR) o
ESALRBIGE, BTRANATTR

1. EEEERIEH, X3 BF > AREKQE, %X BRARKITELE, 24 SA LA T
fisk, REiEE FAEMERM

2. FHEIMMESH, FEBEMRER zip &5
- EEME GPO, THITEREHEREEBEME GPO,

3. =i FFESFA.
4. FATTRE, R FTle MEMRXAHEIRE GPO HERE HRIKIZE .

SRiBLE RIS IE
WEHHERPH GPO, UBEBEHRENFAER, AEFENREEXERE,

E5fZ GPO, FAERT GPO, AEMNKEFERE 86, =t &% /5, REZBMEIE. =ES
YR RIA GPO RIS, HEHEREL-Copy. "IERIMAER 4RiE KRELL.

EEST RIE S, NI RIBASERERNR B,
%%, GPO 7£ GPO FXRHFEREEFR.
i, FIFEIEER * GPO MEMER, XEFEEMERTE GPO FIEH,

AMERBEIE. B GPO AEEMKRIENF.
TS
SRt miE. ANABRE T EMREONKEF R SBXERETERPFERTEER.

o A FUVFIEAIEMRD
o iE. SUITIEIRAEIEMRI
- BBR. SIFIEMIBRIEMERI
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EMLEMR, FREAMS . UTgERAA !

o IBFF. FIFIEIEEEMERIAIEREINF
o BE, RIFIEIEEEMERIAVIRIEAEL,

o IREBE, DITFENEMRIUKEE,

o MIFRME. IFERBREMERIBIE,

o BB, SUIFEARIEARTN FERIZBVAE S OIETL
o MIBRIL, JSCIFIEMIBRIEMERIT FRIIL

o MBRFRAE. IFERIFREMRI FRIFRE E.

o I, ¥FHY{E . HKEY_LOCAL MACHINE #1 HKEY_CURRENT_USER o

o FRFE, FEERMACTIMERINTTERE, Fla0, 0R
HKEY LOCAL_ MACHINE\Software\Microsoft\Windows Z;EFRIMAITZELERE, M

Software\Microsoft\Windows Z=FI&ZE,

o B, RIFENEMKREREST. TEFNREERMBARZ— N ERKRE,

Mame Type Data
I REG _SZ {value not set)

- A, RIFEIEEENEIEREE,

> REG_SZ, IhZEERATFRTAEMEXAENITAFTS,

- REG_EXPAND_SZ, IW3RZEAY BREEF &, HREZE—1TLE, ZLEENARER
AR RER. Fla0, MFLUTE, FFHE%SystemRoot% FFRE R NIEIERGH
FHILFRLE,

o REG_BINARY, ERIFIAY Z#HIEIE,

o REG_DWORD, — 32 =, WHEEBERFHRE. A, ‘0RTEM, “I'KRTE
Fo

- REG_DWORD_LITTLE_ENDIAN, XA/\mEEH 32 (i F,

- REG_QWORD, — 64 =,

o REG_QWORD_LITTLE_ENDIAN, XF/N&EIH 64 fEF,

> REG_MULTI_SZ, tEBZRZFHRER, ATFRRESIIRIZSNMENE, SMFEHH—

ZEF R DR

* Data, IFEBAGIMRENNAERE. NTFARNBIEREE, ERRFEUANENRIEA
R ERVEHE,

241



WORKSPACE ENVIRONMENT MANAGEMENT™ 2407

ENEN AR E— L EFREER. FEEUT/LR :
* 5 HKEY_LOCAL_MACHINE JEAFERECE SR THE X HIEIE Citrix WEM Agent Host Service 5
S FEER) SQL Settings Refresh Delay BT 45,
* 5 HKEY_CURRENT_USER AMKRECERTHEXNENEAFRERINER.

EIR LA RIRIGE

B ERmER R ERCARBIRENDE, MMEEERSRMHHE, mtssadd— MRS
F&fF. WEM REB(IEE1TH AP HIRHE NN FEIFE RN F NA D ECRAREISE, &N,
RIBERFIHITIRESRN BT X EIGE,

EARBIREERG R MENEATIERZNT -

1. EEBESIEH, S1%) Filters > Conditions HE X EBHZ M, iEE17 Conditionss
BERR:

B X A AMEREHNTTESIR, BB Filter conditions, (ARG E SIEAFIGEMIT
BIRE, REMERFKHFNERTRFAIRE, NREFXEMERFAENATITENK
E, WEM RIEEFZBETHiESRFEHNAITENIRE. B X FERTHEIIRERNThiLS

SHREESIFR, 5B Filter conditions not applicable to machine settingso

2. SM3 Filters > Rules HE X ERITHiEIS N, ERILUFT B 1 REXMEKERSEIZRN
., 1B5EIH Rules,

3. §#n% Actions > Group Policy Settings H B ZHAERKIGE,

4. %] Administration Console > Assignments > Action Assignment F52 L FI2E :

a. WEBENEDEIRENABFRRAFA,
b. ERNBER, ARBHETK (=) UDEEN

c. E OISR EOR, EFETE 2 PEXHIMN, AEREHWE . RERMN TR ER
By B B E R,

d. B EBARERTD, EEIRENMLTR. BA—NEBHRUIEEM SR BEEKR, KL
o MALRBERIKERHENE, MBREFE PRI X R ENER.
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FERATIHENRENREREN

sz BRATIHENRE
& P ina Rt ED £
&P P itk PTAR S
AMERETE INRECEMN HKCU FRAGEMKRE, N
RECE THikes N AT it BVIS BN RRE
Fo
FAF B3R/ X PTEg £
FF Ul iESTEC £
FAF SBC HiR#EHE £
Active Directory E&fZPTHED S
Active Directory B ITHE =
& P ima Rt AC £
TE i P #istPCAD S
FTEMTRETE £
T F P E SR/ X AR £
FTHAF Ul ESITEE &)
T Active Directory E&fZPTED =
T Active Directory /&M PCHD £
B P inii iz @ RS ED £
& P imEiR R ER ST £
Active Directory £HPCH B
T Active Directory £H Tz £
BEAMEIRAT £
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ETERELE
ERLATIF, BEAAEEEERREE Windows 88, AL ENRAAIIRE
GPOo,

HFECES TR R > HRBEIQE > BETEIR' S, ErTDBITUTRE

. EARIREIZE GPO,
. BIRRIR,

. SARR,

. Rl GPO 7%,

* Y%E GPO,

- EIE GPO W EL.
* 52f& GPO,

« R GPO,

fEFRRIREIE GPO
EERARREIE GPO, BEFRMUTHE !

=

. TEiRERETh, BEQIE GPO,
. EEERER D

N

« 79 GPO #EE—"1"% .

- (%) fEEEMERUTBEENEIRA GPO,

w

- ETENEE D, EEENATIHENNRE (TISHERITEN)
4. BAFREF, REEVATAFNRE (TIEAFERIIWBLITEN)
5. EHRE S, EEEMIES,

6. STR/E, BT T

EHENEE N ARRE R, EF—TREHITRE. ERIUMIENTIRIE SRR 7
HIREF, REZRFRINFHF, EALIERAFERRE,

BEEIRE, BRABEEAE. —TREFRIEZSTHEET. RIEFMFIMARE, REFJUE
SIRAE. AR IASHEFEREA)  EEF JIRFAS,

X XEGBENEER, iBEM Microsoft T&, GPO BE XK,
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EERIR
EEERRR, BRAATSRER

1. TEgfEi=, BEHEEERIR
2. HEERIR ST

o EFEHENRE UEEZNATIHENNRE (RIEERITEN)
- EFAPRE UREENATHAPIRE (TEARERIWaHEN -

1. 5eRkfE, R Fefko

£ I BRYERE N BPEE 1, EF—REHITRE. ERIUMIENZIRALE 2 REREE 7
SIRMETR, RERFHINFHF, ERILIERAFENRE,

BEEIRE, TEAFERAE. —MREFEESSZSMHUEEN. REFAFBASEE, ZiRE
AR EEE. WAE (XAHBFRA) « EEF JIRFTAHS,

EXIEEMEER, FM Microsoft TH GPO BEXK,

SAER
EERT

£ ADMX XHS A WEM ERIRIRERY, 1R zip XA .adml XE-&3ERERRY
B

IJII||

A LU ADMX X T A WEM fERIEIRER. AlE, ERIUERXEEREE GPO. BF
AR, BFRMUTHE

1. ERERER, Sd EEREIR.

2. 1T BEEIR S, mE FA.

3. FLHITIE ADMX XHH zip X4, FREMNMRXH S5 ERIREBIVIRIREHZ EAM -
° *%Ao mi\ﬁ'%ko
o RS ARRH S AERIER.

- BEMEEIR, BEETRESEIEENERRM XBHRE, FRAXEERCIZENINE GPO
RS, B2, HTRFEXL GPO Y, XEHEERNER,

4. R FFIASA UFBRSATE,
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5. SeRfE, R FER RO EEER @S
6. EARBEEERNR, NPT TR B,

BXUNAEESARNERXG, B2RXMGF. EREEEN, BERUTED !

« BBk GPO EERRMR I N SRR P MR X BIRE. ERAXERREIZNINE GPO RZ&
M, B2, HITHEXL GPO K, XEKIGERER,

YRiE GPO
EiRiE GPO, BEMUTHTE !

=

. ERE GPO, ARSI HRE",
2. EBEER P, RERIH,

3. A HENEE D, FEITENRRK,

4. T BAPEEF, RIEHAFER,

5. EHES, EEERHES,

6. STRE, BERE

p=3 g

403R GPO EXEC4AAF, REBEREMXLERR.

SIE GPO K9 ED

BO LR BIBE TEMERD GPO —#F, ERFEAEREIEN GPO M2, EXIFHAER, BB
EIE GPO WD,

& GPO
E& GPO, BRBMUTSE .

1. %8 GPO, ARBREHRFI =P TR
2. RERF GPO mENETEMERR GPO EZETEMRAI GPO,

p=3_ g

RfEAETEMRE, GPO MEBIEIMKREHERT EFEMREDTF Lo EAILUF
BIEMRER GPO IA—HEMRILE.
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3. YR IR,
4. FERERN GPO RN BEE,
5. Bt Tk LU FF IR pRIT A,

kR GPO
Bk GPO, BERTE, RERHIREEFAMER

Pz

gNR GPO EXECLERAF, NMFREREMXLERF,

BAE{LESIRE

5 A ES TUE LFRE TR EES. A CESTEREERIST. Tk, &R
BN ELERAMLERMAES. BREBHACES, BHRIIBFALES.

oA LES

1. EHARESKRE TE L, RIMNKNCES, ESFERS, AREERE

2. ' EBEHXLES MSP, BEUTRE, ARRIRE.

EEAH
- BRLES. AXENENREEER (B) £=28A (B) ES. NRER, REFALE
ZES.

- BiFER, EREESETCTESZARIEES, SHALESKIETT2IBRNRN, TR0
SR HIIERY.

- ESEN, ERETHESREBN (UDHASEM) . BRALEN, ESREEHIZLE, 3F
B{E : 1-60, FHfTENAESKERH. N, SRS —EIETT, MMELEEMESE
7o

o kR, ERETETERMERKMNESHIT L TXXEK, EhimEsE, ESXERR
ERs REVPRA SRAFETIETT, REFTmiERRY, BEEUTE

o NRImER LI NERTFHAESHIZRN, NAEESTESZAHEmERRPIX
EXM. AXTERTHARUESHRFNTEIIR, BERFAERTIHENIRERSR.

EHER T

- FBEESHIAASR. ERILRITLU TR
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o ERBESES XKML, BUEE, XEMABRRERPEFREIES.
o ERRERXETEATIESIARK SR,
o B AER. BBREIEMAS.

p=3 4K
BRIBIAMAR, FHREMKER.

EBHF

- NBREBLEHAES. ERETHSRERLHAES. BRE, ERINUTETREA
FRASHTERMAMANES. XFMNFAR, ERIUEFRERERRBRIER TEEHHA
LESHITH. ATESHAETA :

o BEL, T 123,

o PfF#. T . hello world o

o /R1E. B3k,

o FfF. I co

o FXRo. EFMR,

o YHEEZFREL 7B 1.023,

- BHAFIBY{El, /"B YYYY-MM-DD HH:mm:ss o

o NHRRE, MABL®EL System.I0.FileInfo FEMRRFR, HIFFETE, REFEBECSE
MFERF: * 2 <>,

b=

o IMRZAILUBLE 20 M B,
o BRFFXREBNBEN, BHIFEREAEN,

o PowerShell 2R3 2L, EREDSHRRIE, BHFRZBIEHE—H — NH
SNESBBMED AR, TF | LTFBHATM T PowerShell S 2R © -t
-ti M -title o EXMERT, BREERBHNEHRRIFHELUFESHMESH
X3 FHKo

248



WORKSPACE ENVIRONMENT MANAGEMENT™ 2407

e TR
- WHXH, ERESTERETSHENX G, MRER, WEAESERNREPISHEX
HRB, A, TIUERSEPEEREXGHAR, MEFIHRAFPFEPRREE X,
- HHERET. EERRTECRENGRSNE ahERaRERTELERE.
- BRERXETF, EELFEREERETHNXET. TAUBAS N XEF, BAES

fRo MAXEFE, 1% Enter #5, MNRIEE, EMRIREFSEN X BFEAREAR
FE MEXHARAR 1 ZHaEh SoPERER.

c BRERERENREACRER, BA—TENRZKN, BATESTETHRNES. ZENREK
NS NET ENFRAEIEE, ZBEES PCRE 8. BXEZER, 15BN
Microsoft 4% : <https://docs.microsoft.com/zh-cn/dotnet/standard/base-

types/regular-expression-language-quick-reference> ,

o IEMIFRERN, HMA—DPENFREAN, M EESTETRHAR.
o BEEKNE, ERABRBEUINEHILTEARNE,

o EAZITE, EREREMAZTEE, Hd M \$ CRETHHALNEE, MAE
BIMRHABIFRNER.

o (WHERMBE, ERERTUEFAMRE, BRABIEENRAXERNPERIESRKE
Yo ftH@id (?<name> subexpression) EZEEROERMTIEF,

- EALTXERAENITH,. BEEHFEEEZERPEN L TXERT SN
Al fERV TR, ZHFRYME © 1-10,

o IREPRIZENREARCET, EHEERSTIZTENMREASR, F2NEE5E
MFRAXCEIAS. BRIEm AR MEHE Citrix Cloud WEIEE. BAILLEDE,
TREETHLEXRT, ERERNXBEFT RN EERARTATET.

.« BRET,

o MEREETHEIRBKRERE. EHREEETESHAERR SEHEREREXHRN
BINEH 2 H.

EEHNALESHRE

£ WAESIRE TE L, REHALES, ERERS, AEEE EFREG. ER, TR
B2 > RE E, EAIUEHPEISESHEXNRE WRE) . RPHERSUEEEFANGE
Bo BXFARR, BEH kS,
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R AR
FEHI N AR R R IE S TURY B

R -

o« IRAEJLAER Citrix Studio 4RiEN AEFIKE, FAREAIMIER VUEMAppCmd.exe BYRTH1T
XHE&E, VUEMAppCmd.exe BJHA1R Workspace Environment Management {3275
&fj Citrix Virtual Apps and Desktops BEA BRI A ZF Z RISt IM R IR, B X143
B, 1B2REMA Citrix Studio fRiBN BIEFIRE.

o WA UERTHASEEY B Workspace Environment Management $#E, {EHEINAEERA,

R RREFFIR
NENRRZFARRIYIR, ERIUEAERIESITE ID $3 XAFRFRTRIETIR

AR AT
1. ERA EFCREFRBARME T,
2. EFENAEFMNEEETFRRAFAREE, ARREHEE.

=Bt
A

fﬁé

- . NARFREAXNETRSEH, NNARRSIRPAT.
. i, WFERNERECIEESPETR, RUEIEESR X ZRIMMNGES,
- NAEFEE, RESAEHINLARFEE, AIUEERENMNAER. XHXHFE. URL
5Y StoreFront ARGz —. RIEEE, FEUATE:
o WR1T. BEFHITENERINNBRERFARITXHNRER. MRS SER AR
BRI TS o
o TEAR. REARIIEER. MRINBIIAIHITE, NWEBEIEE,
- B, NARFHNEMEHEH.
o BfR. (/XX H3K) R FATEFHTFRY B AR 3 4 K& FRo
o HREEATN URL. (URL) IEIEERINMIR AR REA M URL,

- RZFAMEE URL, (StoreFront™ NMAMEE) 22 EEMNPEA R EIHIZ RS StoreFront [z
FEIEHY URL,
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o MFARIERIR. (StoreFront NFAEE) EEMIRIES XEEIHI StoreFront B FEE LHIE
TBo NS HRHA VIR BHIEF R R

"R -

ERIMET StoreFront ZAEENNAER, BH4TURHEERNERE. 8XEENR
UEENRAEERRN, FHM—DIEE, ZMEERETRERARTER Citrix

Workspace™ app for Windows B9, zfE, HHNAREREEO, HPER
H7E WEM EIBZHI 51184 EiT1THY Citrix Workspace app for Windows HEZIFE

RN AREFRTIR.

o “FRHA"SREBEM, EFEE T REFENAREFREAXNMLE, BIABERT, HREAR
EREF eI,

ETR

o« ERER. ITENRBERXAHNENNBREFRER—TER. RIAERT, KEFERN
BREFARITXANELR, BERILOERERENBIET. ERUXATFEESIEET,

o (NREDHRE. EEFEPRERSFET.

- NAERFRS, EHNAEFRREARRETER. 28N, MFEENESERLER, REBAS
LIBE,

o #IPET, BOEE, WIRERMEIEAFETNARRERRESAR. REARBEFRREHAETE—
ZEENE, RNZEGATRE ; IRBFREHENBRER, MIaRE)—&EER, S5t
MNNBEFRATH. XEEEBEINERELAFENAEFATEIPRSNTGS, MEHEZHAENM
PR AREFIRIEA AR
BRaM. WEARTERFFEREDERISAT.

- AR, AEFEANBPEE— T ABRESINERER. ARXOKANE, FUUTHELHEA (F
) :Ctrl+Alt+S,

o HBEEE, ML RIRAVIRIESE
BRIKE

- BREDBERESR. EF/E, MRAABIIIMRT NAREFRER, REBEIERFNEHE
HEEEA .

- BHEERIE, DITFEREENAREFRESNERAF KE LRYMIE, BEURENEL

- BOEN, EHNAREFTERR LEUS/IME. EEEREAEOTH,
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- FEBBRSPETR. YRENRETE U R TE1TH, MRLAFRHRSEERABRE
BARSSFE, WRESMNEZFRERBNARER. XeFEE L TR RN ARER EIRIR
MEENAEFRRERERERT,

« ERPBEFIGRPLIBRIEA . ERERAF ISP EIZN AR IRES T

ERIETF StoreFront BIENNAREFREE, BIUREEENENE, LUE Citrix Workspace app
for Windows (&7 WEM EEZHIGTHEN L) AIUKRERE RGN BERSIR.

“Frof RS

T R BRI AR RES VR RAE R RE,
RlFT. RIFTRNAREFSIR

BEh, fTA—1TAF, RIFOERBIINARERFRES BIE,
iE. FTHNAREFRERS.

MFR. MFRERE BN AR IR TS TR o

{8 Citrix Studio ZREENFAEFISE

Workspace Environment Management (WEM) AR E Fis T EREEZ B BRI,
VUEMAppCMD T & (VUEMAppCmd.exe) AJHfifx WEM LIE7E Citrix Virtual Apps and Desktops
BEAHHNNEREFENZFITMRIMELIE, BATFRIEBELZEXXHEF | %ProgramFiles%
\Citrix\Workspace Environment Management Agent\VUEMAppCmd.exe o

AR
3T 64 (IRIERSG, BHAH %ProgramFiles(x86)% o

BB LUE A Citrix Studio 4RIEBNBEFIRE, SARNINIER VUEMAppCmd.exe BIRIHITX
HERR, Ak, BREEUATESE :

1. % Citrix Studio N BEFISE > EB@E,

Citrix Studio N FBf2F1& & (/en-us/workspace-environment-management/2407/media/citrix-

studio-application-settings.png)

2. BARZRAFRERG LAMNAEFERE.
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« ALITFAZA | %ProgramFiles%\Citrix\Workspace Environment Management
Agent\VUEMAppCmd.exe o

3. BAMBITSELUEE BT ARNNARER.

- BARET VUEMAppCmd.exe BN AEFHITERE, MIRBEILIER, BHERST
N BRREFRIar S 1TRG | S &R,

- a0, RIZEEET VUEMAppCmd.exe E5f iexplore.exe, ERJLUBIBAUTHRER
SERULEIRYE ¢ "%ProgramFiles%\Internet Explorer\iexplore.exe" o

FTENAL
HEETT EE T EDH AOBRE o

R
IS LU RIS S hERY B Workspace Environment Management 121, fEEINEEER A,

FILETENHIS 3R

METEWRIRTIR, BEEM— D, ERILERERIZGINE ID X X ARF T B ik T
Ko (BRI AERINEEX LBV~ F A ITENRRSS 28+ F A$TEMHLo

ARNNFTENAL
1. EMETENFIREDT+ L, REHFHFM, HERBEZEAKE, ARELETICRERIEERM.
2. EEMETENE O D, RAFREFER, ARREHRE.

=B
. ITENRERB, FTEISIRFFR.

fid, WWFRNERBRIZRASTET, RWEEES X BRNMINER.

BREEE. FTENHITE R PR R X

FTEMNRTS. TIHUTEINIRERERER. AN, AEEsEiLRAr, ABEARAETE,
SNERER. SUVFIEIEE B T EREHTENHAYR E R 1R,

BREE, IRYNERIFNESNAF BoEFHEIZITEN.
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HRIESEL, BRI FRAVIRERE, WTERIGERAHTENX M, FEIRBEIEE XML 1T
SIRNHRENERE (F2EAXMLITENSIREE) . SRR, EX@ETI XML XHUE
BRI R ERATBFT EI#Lo

SAITEDMN
1. YRS, BHSAMEITENARSSR
2. T MNPISITEHRRS RSN FEEFHARAER, ARREBE" -

=Bz
FTENBRSS 8R4 Fh. BEMF S AITENHAYFTENBRSS 25 AY % ho

ERAEAKE. RNBERT, SAERIFSITTEREH SR Windows tKFRYEHE, EFIEDTR]
NERBFTHIRS SRiEE A RBVEE.

PILEIXEh#R
e PRI AN OB

7
IS LU RIS S hERY B Workspace Environment Management 121, EEINAEER A,

P48 IXzh AR5 &R
B MBENERTIR, ERIUEREHRLTIIE ID H W XARFRF B HIES Ko

AINMB IR E) 2R
1. A EFCEREFRB AR 5o
2. T HEMBRPER WIEELETFHRRABRAER, AEREHWEE .

FEHIEF
¥R, RehsETRBIN, SEMSREERTRPERBTMER,

. tFERNERERIZASTETR, RIFEREES X ZRHNWINESR.
BRiR R, MLEIXchEsTE AP R AEATRIEEE.

MBI, VIIRNERREEAEEEM. BAN, BEENREAR, RBELAINE

Eo
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SERER. SUIFIEIEE B T E R MR 2R E R,
ERBHBRES. VIIRIERFES NAF BohERCIZEMEEER.
KB EWRER.

BRIESEEL, M RIRRVIRIESEE, BN RGP LEIK TN ="

EBIIKRD 8

PEHIERIIRTh R RIBRSY . FEIIEEDERZ Windows EERIIRTNEREL MS-DOS & &4, AT RAMX
R ARG R IR BN S o

77
IRE LUE RIS S REEY B Workspace Environment Management &1, fEEINAEEIR A,

EBIIRXEDERFIR
BRIE RMIEEENTIR, ERIUEAERRLINE ID fHiksIR,

AN D ECEBRERNEM TIERZNT

1. REEREHE S > 8F > BRIERE > ERIERRFIRETF, BHRN. HE, ARES
EEXE, ARNLETXCERERERE TN NS R FEERREEE & o

a. FEEMETF L, BARREERHERRS R ERIREDZIZEN EIREHER.
b. BRI HEREFEIIRH FEERIRENZRE .

2. RREEEFS > 2 > RO RET+F,

a. WEBNEDEELIRE3RABA A A,

b. EFRELIRTENEE, AEREATXK () #HITHE,

c. ERiMERNENRS EOF, EF LN True”, EFE—INKoRS, ARREH
E'. EHIRER TN AT E R E B EE .

DECFIRERE LB REER, BEARATEE BRILE > BHE > IRSSEB LT+ £H"SQL %
BERFERTEENE. IRFE, BRITUA TS BUEDECIEIEY,

1. %I EEEH S > €8 > AF > SutEREN+F, ARRERIF.
2. ARBHNE, ARELTXERERERRIH Workspace LI,
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TR

“EHEm
%R, o ERS, BREREBIRENZRY)RE,

. RIFIEIEER X BRI EHMER. ERNEREBHEIZERNSFHTET.
B, BAEMIKENERAIERE, ZBREER PSRRI,

BRSNS, VIRERREERLER2H, Z2AKN, BIFEERESRLEF, REBHR:
BT,

RENTRHE, AUCEERTHEIRBNTRNS,
S

BRIERRL, AR IR R

AR

PR RN,

7 N
IEE LUERTIASEE kY B Workspace Environment Management $#21E, FHEINEETERA,

AMRENR
WEEIMRIGIR, ErRIUERER BRI ID HHNXAEF R HHLETIR.

ARIERRIN
1. R LT XERERB AR NS,
2. EMEIMREIEEEFPRAFAEE, ARREHEE

=B
. AMKRBEREIN, MERRITIRPAR.

i, FERNERECIEEDSTETR, DIFEHEES X B RIMINER,

AMRERT. VHIMKRIZEREREA. £AN, EEDEKLAR, REBERILETE,

256



WORKSPACE ENVIRONMENT MANAGEMENT™ 2407

BIRRER, HOIEIMRINAIMRAIE, Workspace Environment Management R AERIZE X &1
PEMRI, HETEEERIEMNLE %ComputerName%\HKEY CURRENT_USER - X2 Bz
FERAY,

Bi5a5. IMERENSTT. EREREEIMES (B0, NoNtSecurity)
BIREE, FOERAEMRITAVAEE,
BirE. FMERMEIZEFNE (a0, 03X C:\Program Files)

BT, BiANERT, Workspace Environment Management™ SERIEERRIFE IR
I, eItk & EHERIfE Workspace Environment Management {X £ 55— xR ETES QI EMRIN, M
FAEEERRFNEOIE, XRMRAERIFIRE, 55IREENAFR DR T FZ EMRINET,

HRIEAEL, BRI FRAVIR(EAEEL,

SAEMRH

1SR LU EM R AR A 2RI 1T o 8BS,  tEIhRER LUTRBRH -

« ©fY¥Z}F HKEY_CURRENT_USER THEVEMFRE. FREMRIINEE, EREEDE
HKEY_CURRENT_USER TFHIFMTRIGE,

« ©EA%#EF REG_BINARY #1 REG_MULTI_Sz ZERVAIAIR(E,

et X R, RIS AARBOIRE TR SAEMR P ETR M AR S AR WEM. BX
FAER, BERANIMRXESALARKIRE,

BEIAEMERIM, FHRITUATERE !

1. EEEZSAT, HIRE > MR

2. EIRERH, BESAZEMRNMG

3. EMEMRXHSAEOF, JEBSEMRMF,

4. BERABFRAREMRN M. RERIRRE, RERIMRIZETIR.
5. MBRESAKIMKRIEE, REEESAFMERNBTUFHBSATRE,

6. BHMAERE,

FEMIZEHF
AMRX ML, EESME reg XHHBEENH FEMET, reg XHAZEES AR WEM B
AMKRIRE, .reg XLV BEESANEMRITERN T RMIZPEM.

Ao 13 reg X, ARETEXHAZHERRIKETIR.
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AMREIR, FIHEESAN reg XL SHFEEMKRE,

Fﬁ%kﬂgﬁao ﬁﬂ%x*ﬁa %ﬁﬂkﬂq/iﬂﬂﬂs—élﬁg\klkka:**ﬁﬁ’lk/u\o
ASANTEBIFRMEAE. 0RiES, WAkkBSSANREIMRIBBINANES (6
a0, “XPR XP"8“M55") o XEFMEI UERAAMIRFIFNARIZAY M RI

p=3— g

ZESTESABLIEMRD,. MREN reg XHBZZ N ELEMRI (G0EMRE
§IJ'13§"EPFE/—J__\) ’ i%iﬁ%ﬁq: /Pl&{fi—\‘rko tu%gﬂkﬁfﬂj’m; 1ﬁ§ %bﬂ]o

HRTE

TR ET 2RI,
R’
IRE LUERTHIASHEE B Workspace Environment Management 12E, EEINAEERB A,

MR BSR
REMEREMIIR, EAJUERAEHRREX AT BRI ID fkdlR.

ANFIRTE
1. ERA EFCREFRBRMETo
2. EHMEFRTEMEEETFHRAFARER, ARREHE.

F AR
AWM. ZEEMNETRE, NIMREESIRFFAT.

i, hFERNERECIEODSTETR, DIFEHEES X B RIMINER,

MREERS. VT RTERERERER. BN, BEDESLEF, REBEAILEE,
TEXW. METENINEERT.

TEE, METEE,

HREERL, BB RRVIRIEAEEY
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AT

]

IHOIEEDIF R F i COM #1 LPT iim O MEt, FE eI LR Citrix Studio SREEKE B COM ix[O#
LPT iAW BohiERE. EXIFEMER, ESRirOEERRKISE,

INRIEE AR OATREFhIZRIEZ MmO RIBRET, JFIZ(ETE Citrix Studio FERE ik COM IROEE
[EE PG LPT iIsAEE MR, FAIABERT, COM ixAEEMBM LPT isAEEMERA LR,
"R -

ISR LUER A S RERY B Workspace Environment Management $&1E, fEEINAEER A,

ImEA5R
MAEHORSIR. ERIUERER LI ID HiEyIxR,

AR NNERE
1. N ETERBAEER TR,
2. EFHERONEFEEMFRRAFAEE, AREEHEE

=B
2. mOMNERS, EEmARPERNAR.

fd, (NESRECIEMSTETR, FRWEREES X ZRNMIINER.

WmORS. ViR ERAEEEM. 2B, BMESESAR, REEAIBEE,
mO%F5. s RITIEER R,

wmOB4R. BirtmH.

T
BRI, IR IRRIRIEEEL,

g0, EALERINT A B ERIRE !

. BO4H : EECcom3”

o BBOIB4E : A \\Client\COM3: :
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IZ" MNew Port

[ General l
Display

Mame:

| Port-example |

Description:

Port State

| Enabled -

Port Settings

Part name:

{COM3: M

Part target:

| \\Client\COM3: |

Actions

INI 314
eS| ini STEHBIEROOIEE, RIFIEIER ini X1

77
IZE LUER IS SEE kY B Workspace Environment Management 121E, #FHEINEEFERA,

INI X8R (FFIZR
WA INI XHHEERTIR. ERIUEREHRLTIE ID H WX ARF R B HIES &Ko

7N INI ST (E
1. FHLETFXEREFRITE S,
2. TEHTER INI R MHEEE EFEAEAER, AEREHBE

F R
ae INI XHRIENERST, SEEINI XHRETIRPETH—K.
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o, FERNERECIEZEDSTETR, DTFEREES X B RIMINER,

INI XAHRERTS. 1 INI XHREERERAEEER. BAN, BEENESRAF, ABEtARL
EBe,

B E. XIEET .ini XHFRILE, &R PR R RIES.

BART, XIEE 7 HARIEARETXIRY ini KRBT, NREEREFERNT, WREIEIZT,
BirMERT. XIEE 7 HERNINEER AT,

BirE. XEE TEAS

ET—X, BRIAERT, Workspace Environment Management™ SEARIBERRBIEFEHIT .ini X
H121E, LHEILHERIE Workspace Environment Management X 1T — R Ibi21E, MASES KR
EEBIT. XRMMRCIERIFIRZ, HIBRHENHAFRPE T FZ ini XHHEER,

HRIESEEL, HRIEETIRAYIRIEIEE

HNERESS

ERNIBESHIRIT. NEESUESTHAMNARER, REREZVNERSTENNENER
BNE], HABRIASEE @ vbs A .omd B,

EBINERESZINRE, EAILUIEEMIEITAEES ., XEMAUBTEREERFIFE,
7 i
IS LUE RIS HE K3 B Workspace Environment Management &€, EEINREERA,

SNERES IR
WBNEBESHITIR, ERIMUER B R mETIR,

AMANERES
1. ERAETFXCREFRI RN 5o
2. EFENBES WNEEERFPRAFAGER, AERRETHE"
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TR

Description:
| |
Target
Path:
| | prBrowse, ..o
Arguments:

External Task State

|Enabled - |

Options
Run Hidden Fun Once Execution Order: D

Wait for Task Completion Wit Timeout: IEI

Actions

|| 0K || || Cancel ||

AR, DITFEEENBESHETRRM, ZBRIFERENTESIIRS,
i, RIFIEIEER X AEBESHEMER,
B, RITTIEENSESHRE. ZREERAAIEDENT. BHE

o EEIRIEENBESAEEN 3
- REENEESITZESHENER,

B8, DWTHEERHERIEEE, EAIURA—INF T H. RFTHRAFTEL L BITHA
NRAEFNEE. B X ERBRENSHRFRIVRA, BERNSES T,

NEESIRE. EHNBESEERERER. BAN, EESESESLRAR, ABEASAE
ZES.
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BRRETT. RER, ESREREEET, FETERRABFET.

BT AFREFR, WEM FUSIT—RIESS, TIREEMARRET £ LSRR, bt
REZEEHEE. MINERT, ETLTFERRS.

WITIRRE. RFEEESMMESHETIRE. HEEEMSOERAERAF, FEEP—LEESEKH
FHMESFREMINETTH, WEMRBER. FRINERT, BER 0. HITIMFEN 0 (8) KES
BET, ARREN 109ES, ARREN 2 NES, KILEH,

FHESTH. TIFTREERESFFHES AN E, FRINERT, FRAEREN 30 ¥

HBRIEE, RN ERESBIIRIESEEL,

E3 New External Task

s o |

User Session

Refresh (7] Logon (7] Lock (7]
Reconnect & Logoff e Unlodk e
Disconnect &

User Process

Run when processes start 9

[7] Run when processes end (7]

Actions

|| QK || || Cancel ||

RARRIEMA SR INERIFERUTRIEEHEENNBESHIARL SR

- BlFT. ZHZAFPRFAENESTITANES. RIABERT, RIS FEFIRE,
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o EFEE, £ HBEPENEEIETRENITENNEEBITNASRES. BIANBERT, LiEm
ATFEFIKRS, 1R WEM RIBLZETEYIE Windows 1&& £, NIETIARE A,

- BR, ZEFZARERFETTITHES. AIABERT, ETEFEFIRT,.

« EH. ERIZAFPEHEREDTITAEES. FRIE Citix BRERRSEREETT, SMNIETR
BRIEA. FINERT, HEBREF,

o WIFFER, EHHSAAMETRENITENRAEZREDSITNEES. RINMERT, kR
ARk

o B, ZEFHAFRNESTRENTENNEESITARES. RIABERT, HEDRER,
o R, ER AP EIETRENTENNESSITAMES. RINERT, EHRER,

DI

fERETFERE. SUEMMAEIIETES, HERUATRS

LEEIMAYSEIMEF Windows B, ERLLIMER, XEERMAIe oA T, fla, 7
Windows 10 5% Windows 11 2% VDA WNREH, KA ERETIAKIER, 1EXABIE
(Fltm=, FHTKRIRIRERBIES )

- BiEXEREES Ul REB—EfER. RRBZ !

X
SE1T
I

o HITXEEETNS CMD RIE—EEAN, SREREENEHE, RIEMTERFIFRERE
fl, L ENESEEIBITo

o CMD REEH A ESHRP AT EREST
AR #HEM A SR WINERITEFAAHZEENNBESHARL SR, EALLINEE, ERIEXH

ERMESS, FENEREHIZSTIHRERR, AEHRESRNAEXER R, SEERICEHENL
EBNEMESALL, ERHEEANNEBESHARR S e ARSI EIRA A IR,

o IEFERALITIEEZRI, BRITEEHEU T REME :
o WEM RIBU Ul B B EhHi517.
- BENHESERAFPER—BFRIEHEIT.

o NEERENNBESRER, BSLEBHRLE > il > B EN EH -+ LiEE BRAE
shRIFT

- HERBRIET. EHEEEHERMNESTITHEES.
- HBRERIET, EHEREEHEERNESTITHEES.
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R

E RIS, WEM RESERFPEXEHEINEIE— 1% Ccitrix WEM Agent Logoff.log HY
HEXH. ZBEXHMNTRPEEXHFRXXGXF, WEM REBSTERFSXIEMREREEAR
BN, XEEEnHEBREMAEEE S A EBESHE X B9a),

NEBESTH
XFHIA (FIa0, PowerShell filA)

« MRXHRBEMMARITERAAZTER

o EBEFERP, BAUTARE: C:
\Windows\System32\WindowsPowerShell\vl.0\powershell.exe o

o I BEUFERH, BEALTAZA | Cc:\<folder path>\<script name>.ps1 o

BN, B EZRTREFERPBRABAGAIEEE, FI40 . c:\<folder path>\<script
name>.psl . E'B¥'FTEH, BIEFERESH. B2, HAXGBETEREREMZERTT
F, BURATFERPIMERRBEIXHER XB, BXXHFREXBNER, BERRAXHE X B,

« NRXHRBEIHRALITAZTER !

o BB FRP, BAUTAR : c:
\Windows\System32\WindowsPowerShell\v1l.0\powershell.exe o

o IEBEUFERT, BALUTHE | -file C:\<folder path>\<script name>.psi o
MFNAER (FlE0, iexplore.exe)

o E'BBFERF, BALUTRZA © C:\Program Files\"Internet Explorer"\iexplore.exe

o

o EBUFEH, BAZITHRIMLEAY URL ¢ https://docs.citrix.com/ o

X RGHRF
PRI SC1 SEASC 1 5 40P P B S5

R’ -

IR LUE RIS SHE 1B Workspace Environment Management 12E, EEINAEFEB A,
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X RGHRIEIIR
WA XA FIRIERTIR, ERIUERERIRIEX AT HRAIE ID HiEdIxRo

AN RGHRIF
1. R ETFXCERERME T,
2. EFMENHRFREBEETFHRAFAREE, AEREHE.

F AR
AR, XA FRERNETRBIR, WFIRFFAR.

i, RIFEEER X HRHMMER. LFERNERENCERNTHET.

XURGRIERE. ZRNHRFIREEEAERER. BAN, MEDESLHAFR, REEFRL
B,

R, 28 SRR SRR,
BiRiEE. 28 IR R B IR,

MREFENBERBIR. ERXGIXAREFEESESEEMUETERREATHNIE XXM
*, NRBIRRIGED, HEBIMIEEFERBXHFHXHAERX, NWREMPYXEFZHKE .

BT, BIAERT, Workspace Environment Management™ SEIEEXRIFEHEITX G R
SeiRfE, WERUILERALE Workspace Environment Management {UE{T—/XRi21E, MARES KR
FEERETT. XRMRAERIFERE, FHREENARP DR T T2 XHRFIRIEN,

BEER, R e IR ERVEE | §). PR, Bxh. EMBUTSEHETIRE. WTH
SHEENE, FEEIRTHF SeCreateSymbolicLinkPrivilege #AVBE, LA{E Windows f3iFeI5E
FS5EE,

BTG, BAERERSTITIRG, RIFREREEEMIBEZAIGIT. BITIRFEN O (F) HUERE
BE1T, ARREN 1 89iRME, ARREN 2 BRI, MKIib3sH,

AP DSN
I FI Y DSN HIOIEE,

"R -

IS LU RIS ShERY B Workspace Environment Management 121, {EEINEEER A,
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FIF DSN %%
HBERF DSN B7&R, ERILUMERERIZRAIE ID X3 XAF 1T B kT &Ko

ZMINFF DSN
1. ERA EFCREFRBRMETo
2. £ FEMPF DSN MFERIFHMAFAEE, ARREE WE.

FERFIEH
%, AP DSN WE/R%FR, @A DSN F&RHFAR.

g, WFERNERECIZASTETR, AFTEER XX FENMMNER.

FIF DSN %, YA DSN BEEREREA. BARE, BEDKLRAF, RBEFRLEE,
DSN %#5. FiF DSN RYINREFF.

IXzhiZRF. DSN E=ptERF. B, X5z SQL Server DSNo

BRS88%FF. FAF DSN E#RIM SQL Server I,

BUERET. FAF DSN E#ZINH SQL BB BT,

FERRERREEE. T TIEE R T EEDIRS SR ENEE,

BET—X, BRIAER T, Workspace Environment Management™ S 1EIEE KRR EHE IZE— A
F? DSN, 4)%ItbHER] 8 Workspace Environment Management X8I —XFBAF DSN, MARES
RRIFEER QIR XSMMRRERIFNIRE, R ENBF 2 7 #% DSN B,

BEER, I RTRAISESEE,
X X B
BEERT .

TECENX LR XBXRBMMARMIAXREL, B2, SETHERNXAN, “EHEUFET
FEXH ? "EORERMNERETR, RREER—TNARFERITFAEX . BEREL X Hi%
B, MREFEEXREIRLED, BRITUATRE | {THARBRESRHEATE
T EREFNAERERNRE (GHENEE > ERER > Windows A > XHFRREE
] o
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PERI A P AR AR X R 38 8 X BBV B,

7
IS LUEBTIAShERY B Workspace Environment Management 121, EEINAEER A,

X R BTz
WA XEKBSIR, ERIUERERIZRITE ID fHik7IxR,

AN X Bx
1. R EFCEREFRBRME T,
2. TEEXHXBMNEELET FHRBARAER, ARRHAE.

. XHFXERBBTRRI, XA XEKIIERFFR.
i, bFERNERERIZASTETR, RIFEREES X ZRHNMINESR.

X XBERE. X XBEZ2 ERREREEA . BAN, EENRLAR, ABHARL
EBE,

XU BB, BTIIXAEE XENYT B%. MNRMIIRFERHY B, NProgIDFR=BLE)
B3 (MNRXHEEEFEETSITEEREMSNHENL) o EEINEREAY BR. B2, XT
MR KB, BLTERBAT BR. BXIFMER, BBHRNKE XK.

ProglD. 5N FAT#ERF (COM) X BXHEERIRIRTT. JEMTIRPIZEXHT BAE, WESB5hE
Fto IBHWAIAEREREA ProglD. BERIMBLRNATZREH ProglD, FIUfER OLE/COM MREEF
8% (oleview.exe), HTE“XWRFK/Ole 1.0 WR"HEH. B X ProglD HNIFHER, BESREFITIRR
(ProgID)o

HE. DITIEFIRIERE | $THF. RIBEETHI

BN ARERF. AFEEESIHXXHT BR—EERNATHRIT . BATRITXHNTERRE,
a0, IFF UltraEdit XAYREESS © C:\Program Files\IDM Computer
Solutions\UltrakEdit\uedit64.exe

N, RWFEHEERS FTHRITXX M XEXRVRIESERL, flin :

o IFITFHIRME, BA “%1” o
o XFFITENRME, A /p"%1" o
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IREARIMRIE. T X BXRDIRENZXAT BRBEINME.
BE, R XHXBREEESIEET RANEMIE XK.

BT, BINBERT, Workspace Environment Management™ (WEM) S7E ISR RIFTES 62
XX B, SRR — RS SIEN 4 X BX, MARTEERBIFNECIE, XSMRAEREHE
12, ¥R EABR O T IFS XM X BT,

HRESEL, HdIbFIRRVIR(EAEEL,

BlaN, BRSAR (txt) XERMFROXAER X, UWERFTUERTAENER (Lt
iexplore.exe) BIEHFTHNANXH, BFEMUA TSR,

1. EEEEHEE \> 80E > XX > XEXBRAURERNF L, SEFRM.
2. EREXHXBEOT, BAGR, ARRLHAE,
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EX new Fle Assocation

I General _

Display
Mame:
| File association example |
Description:

File Association State

| Enabled -

File Association Settings

File extension: Progld:

o |
Action:

| open A\ |
Target application:

|C:‘|,F‘mgram Files (x8&)\Internet Explnrer‘l,iE| || Browse...
Comrmand:

"% 1" |
Set as Default Action; Overwrite Run Once

Actions
|| Ok || || Cancel

o XHXBRE. EZEBER.
° x#l:;rﬁ%o %E)\qu:?rﬁ%o E.IHSH_TWJEP; %E/-\ Xto
° ﬁ«ﬁo ﬁi%ﬂﬁo

- BRI AERF. 2EEHRUASMBEANATRITXHE (exe XH) o FIRAFIF, KL
F C:\Program Files (x86)\Internet Explorer X432 H187 iexplore.exe,

o IR, BAWLHAERANE IS %l 1EiEER,
o EFIGBAERINEE,

3. RIEEZFES > DE > #RIEDEETF.
4. MHEEDECIRFRIBR AR A,
5. ®REEEEFS > BE > 8 > KHMERET+, ARRERIF.
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6. ARBHNE, ARELTXERETEZRBIH Workspace R,
7. BRAETHENTEN (BRWFR) , UIESIEBNXHEEXKESER.

FIRAIF, MREERZXALFRPFNE—N BRI xt IXHE, ZXHR BT Internet
Explorer T 7,

A

5385 X BX

WEM 3z #5790 T3 B3 25 6138 X Bk
o BHUNIYEER
« AN
- BEXAA

IEN 53285 (IE)

« 13X Edge

* %X Edge X528 (Chromium)

BN 2R X XY, BIEEU TR ¢

s BXHTBRFERT, A http 3 https o
« E'ProgID’FE&H, RIFBENERBAUTRE (K9OANE)

o ChromeHTML 3&FF Google Chrome
o firefox i&AF Firefox
o Opera /J OperaStable

IE EFATF IE N %2R

edge 3&ATF Microsoft Edge

edge 3 MSEdgeHTM 3&FF Microsoft Edge Chromium

EFF{LARIRTT (ProgiD)
TEABEEBEEUTFE | . BiFNABEN®S. REEEIREERD ProgiD, FRETLUFX
LFERRZE, TESIE T ERANAERR ProgiD :

« Acrobat [%)3%28 DC: AcroExch.Document .DC
[0

 Opera i¥|%i25: OperaStable

« Google Chrome JI%i28: ChromeHTML
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« IEJI%28 ¢ htmlfile

- BEFIR: textfile

- IBEA: txtfile

%X Word 2016: word.Document .12

* %X PowerPoint 2016: PowerPoint.Show.12
o 3K Excel 2016: Excel.Sheet.12

o {#3X Visio 2016: Vvisio.Drawing.15

o {#ZX Publisher 2016: Publisher.Document.16
BE, EUTERT, BRIVEEFE (. BIAAERNS®S)

o IBEERMEIEHR ProglD,

- BARNARERF (B0, UlraEdit XAYRIES) EREIRERRETIMRTIMEBSH
ProglID,

e
fhiterl S MMM, FLERAFREM (D8 #BF. ERAFDEEREZR, EXIRERN
GIESE

A
MRS MR, EAIUERMNRE AR R T R

iR SZR
MAEMNEIFIR, ERIUEREHRRAT ID #XXAFRHImiEs) &

NI RR R

1. fEA L FCREP RGBS,

. R IRERRFN THEAE I A EAE R

. NERIMNPEERNZEG N TR FIXRB ] BEE 5.
4. BE WBE,

N

w

B
¥R, MNFERNFIFR P B RBIB .

i, FERNERERIZASTETR, RIFEREES X MNBEMESR.
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AR, RN EREEER. BAKN, BEENER, REEASAIBEALINA
1%,

ATASM. XEBRIAMNEIMNAYmESRMT. 5 | “BRAREhiEssFEZUTRIANER :
YYYY/MM/DD HH:mm

ZNMEAUESS () 2R, SCEAUREFFDR. HisER—HERHE N E ZERSEEN, B
AN E S EEER RIS, FE0 : 1969/12/31 09:00-1969/12/31 17:00

EBEEERY, XE2ERNBIFN PSRN,
= g

XXM Z AND 184, AR OR B, FNMNZNEMGERFIESMGEMEL, TIERFT W
MABHE, OR ZHGEATF WEM Webconsole, HHMRIBRAMAAFHETF
2210.2.0.1, BXEFMEER, BSRANINHIERS.

E S
KUERFENRESR, AIFERERIDEHRNMG SRR HREER,

iipiar e SERlES
WERMGTIR, EAIUERERIRIEXAFFHEBITE ID FHiEdxR.

ANk SRt
1. A EFCREFRBRME T,
2. EFEMmERREEERFRAAFARGER, ARREHE,

F RN

. RENERSL, BRERMTIRMAN IR/ HFHERS T,

fh, FRNERELCIZEDSHET, RTFERES X RENMINER,
TERRARE. RImiEREERAEEER. BAR, EAREREANEIR/ KBRS,

kAR MR, ERFANIRIESRAMREE, BFERAMESRKE. IR | €RBREZNE RN
RHns bR

BB, XERZTRUENEEIRE. HBAmESRFRT.
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xR
WA IP #InERY, TTLUSE RS IEEE,

If you specify a range, both bounds must be specified in full. Use the dash character (-) to
separate IP range bounds (for example 192.168.10.1-192.168.10.5). Separate multiple
ranges or addresses using the semicolon character (;) . For example,
192.168.10.1-192.168.10.5;192.168.10.8-192.168.10;192.168.10.17 is a valid value which

includes the ranges .1-.5 and .8-.10, plus the individual address .17.

va) ™
R -

RS RARP 28, BRATINFMTNTSE :

ECEBRF, 15217 Active Directory X RHAIAF,
ENEM, BEBREMN
o EMXTFEFN, ESRFM,

FCERME, HNE,

ERDEREIRERIERAF A, XEERAIUERAFERIAN—E D,

BRIEDES

AF
XEERBENAFMATIR (155 Active Directory WRHFRIAF) o WEAFHALUETHACx
B, EREHRELINT ID Mk,

"R -
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737 81t 79 Active Directory FRIFRE BB P D ECIR1E, 1B{ER “Everyone”BAIAAE R D ECIR 1o
PDEeLA “Everyone’ INARIRER 2 EREE T AP NRERERSNERIBEET £ L. 4
oM, ¥ actionl S ERLE“Everyone”ZRNAfE, ERIRES AN actionl k B RE4&RIBEETT£
Eg

ey v
IFIERHREN A REN AR A, EREHRBII ID jHikdIR,

AR, BRAIHEDECLS AP SRR,

WEEMEEN R LT BHUDERECEDEE. DERIEN, RARTREERE TN RS
H#AITIR5R .

B4R, RRESRALMBARANRIE CTURFE ML LETRE (LRRFWES
B, BIATEN. BaHBSH)

RS TR P14

EARES, RERFRM. RRIFTHE IR
AETRBIRS, ER—MME, REREAET. () R,

AT DEMEE TIEED, RS A, RESERE .

ACBHRIIRT, AUER R TRA L TSR ERAIBSRATA

=

N

w

IS

p=—

ZEEER Fe KB ETRER, TRARNBREFRES NFET R REX RSP, U
RAHE, 1BFENE R SIR T B ET,

fgn, RIKEDE T — TN EIMEEARERE. T ENERTIRF, MNRHAFKENRAHY
ETUE B, MNREER BRAEIRERB5IER, WIAFPEHEATHNEERIE
Y, i2EAX (VDA LHAMIZER) REMER (HRETHAMBE, KIEEAZBHE
&)

BERT

“BREFBERAS XETAERAPHRZENE (RERTA
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F RN
BRIFEIRBIRAR . ERENAF KA R

BRARME, HEH AP SAPFIEAHRIZE.

RBP4, BFRERZH,

R

Workspace Environment Management™ RZMAL ZIEUATAR :

- CPU B2

- RFERE
110 B

o BRREH
Citrix f{t88

XERESEREAEIN LNFRERR, SlNEBTRERKNZFRIBTREMNARER. X
AT LB TR —RS B L[ ESAP KRR AP EE,

REMRERETHENN, ERTHRERPRE, MERMICNLARAFLD. XEHRELSE
THIZEAF ANRIERMA CPU IRERIFEY, ZEHXHNAR AlER. HHBF B BaiE—#
120, HREMICITANBEAR B RIEFRIHIEMR L IRRTE,

CPU B3
LURIGBRIHEMAL CPU B,

CPU EEigE

IR UERFE %O 51T, HuUBEFEREEZH CPU, £ Workspace Environment
Management™ (WEM) #1, CPU BIBIGEBIFEREHIE NMEEILUERAR CPU B2, CPU IEE
RIPHIEEERERA CPU FRAEX, EEEBIRGIEFETS CPU BRAEMNHEERAD T BF &
ORI,

B CPU BERIFE, MNRHIZATHEERE, WEM RTE—EEA B hFHEZERZLTR.
e, SERMFNARERFN, ENRNAREETRARRENHE, RARBREFIRET.

CPU IBERIPRRERIRCESMHIE, WRHRENFHAHEIEERFIERNBEIIEERER
R, HUARRIUAEE, EEEMNEGE, #1280 CPU RARRIRE B ZrIfE, #HEFS
W R 5 CPU BRFIRE, RRMFEEMAEL,
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REYEMHEENED— LB IHEN, FREK CPU IBERIF, RAIEN, BIES CPUHE
HEIIEERE, REEVE—HELMBIRE, SNFRAtA CPU IEERP, B2, Hizi#
fELFIf%E CPU IRERIPE, MRERA T BASEE CPU ML XM, NE—H#HZMNFHIGIFEIT
(CPU) fiifko

BHNEHIZMA CPU IBERIFE, ZFHHIRBRETAENFMBIEES, AEBIASTHFPR
JRICRALFMH. XEREIR userl BIRFTEHIZER CPU LR user2 BYE—#HIZRITT .

80, 402 Internet Explorer Y& &5 50-60% BY CPU, ERJLUER CPU IB{ERIP(NET X ARLE
BERD VDA M4EERY iexplore.exe 326, (#BLb=2 T, CPU RSN FRAE#HE, )

BITEWER AR ERRERE, MAESSEIFMEERTMERTIE— VDA NEMAFNRE
=8

CPU IR}
=

« LWMRERB CPU /AFF ETYEN SN TR EZIEL 255, BB IERN SR
MENFEBWBRSEE R FIRE MNRVIEVHELNEE 48 N2l ESR, HE
PREITEVIIEN S EE B LARR CPU IRERIFHVHIZERE —FI0, NWIF CPU #OE
FRRHNIZER 24,

BA CPU IBERIP. WMRARE—RIIEA (EREREFEREFERPEE) BI3isERN CPU
ERXF O, NE—RNEA (ERRRSEREIFERPIEE) BEHE CPU LR,

- BzEhBALE CPU I&fE, M ILEINA] B ohP#EME CPU S EHAHTZERN CPU LR, LETIRYEZ
IEAMESR (CPU D) MEEBNTERA CPU BEFRIPHEE. Hl20, RIEEE Ml B
RIETfE, MREME CPU FRAKET 23%, NEFERT 15% B4& CPU ZIRRHIZR CPU
MR =BEE. FEF, £8 MUDMBERT, WREMA CPU FAXET 11%, NEFEET
8% CPU #HIRHIFHTER CPU LR = BRIEE,

- BEX CPU IE{ERIF. RIFEBEEX CPU BERIFRIIRE,

o CPU {EMAMRA, FMHZLMINIATIA CPU FERERF DL, Fhefhk CPU IBERIF
LERRFITEAR S 2P VPR BB BN IESR LR 2/, HIRLAF-HIZME. EME CPU IBER
PiL 2R, E—#ENZPEFN CPU EAXRBE D LEARREM. MRHFZLFIMKKE]
LERR®, MA&fALA CPU IEERIF. fltl, EARSSE VDA £, B2 PMHARIER, RIEE
% iexplore.exe Lfll, B PNIFITE—ERETEINKAEILY 35% BY CPU fEARIEE, RILRR
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#23K, iexplore.exe RrEUHAER BRI CPU EAX, BE, FRIEER CPU EARENISZE
79 35% WEIE, SMNKITAZARKL CPU IBERIF,

o FREIREERIE, #HIZLTBH CPU ERRGINNEKE, 2/EH CPU kAT R E,
o ZRLSTRETIE, FHIZRY CPU R EREEKE, ELtitEfE, MiRfRERL
THA—I
o FNRARTECPU L5 ET+ LIsEHZEMASR, FEREZF BRAEHE CPU ilb ik
I, WARIAER (EE) .

o YIRBAECPU AL ET £ LIEEHEM AR, NNiEESRF, TIERTEZF BRAE
HE CPU {1L"1E T,

o IRIEHIZIT HMERRENELS, TNRKECPU AL EF HIEE#HIZM LS, HE
B ERAEE CPU L&, NSHIXMIER, #HiEMMA CPU IBERIFAVSIR
ME, H CPU AR FBIE,

B CPU BMERRS, %k CPU IRERIFRIEIZIRE i BN LIsE B ERZIEN 2R, #
A 1B XSEERNES, HR X 2028, MIRBAKRT X BB, WEM BAZFREEHEEN
RAHFERBIA Xo

« PR CPU BuMER, fEEARR CPU IBERIPBVHIZFIRGIRZIENIEREE, T ELW,
ITRARNEBESHZRE N EBWFRZELIEEHE, MARERYIEEGRZELIEEH

=
o

EREEE CPU fiilt. BAE, RESEREMILAL CPU IBERIPEIHIZEN CPU AR 51TH
[EERHIZAALE, T ik CPU IBERIPHEIZER N WD IR MK CPU LR B
=, WEM A2 UTRFHFHIZHIT CPU 1L :

o IRSEM

e LSASS

+ Windows #J#a1t,

- RS

o FRUHURIETHR
o BBRUEE

« MsMpEng
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e NisSrv
o VI ERE R4
- BBRRIGRERES

ERgE 0 filt. BRE, AEREREMILMEA CPU IBERIFAIHIZR 110 AR, SITREE
BUHIEMELE, REMA CPU IBERIPHHEE RN WO EZMIFEL /0 fkko

BERRIEEHTE. ZUABRT, WEM CPU BIERHIRAAE & E LAY Citrix #1 Windows #i0RSS i#
12, B2, EBAUFERAILETHE S THITXHRIT (B0 notepad.exe) M CPU IBERIFEVEERRT
RAPRIMSMERHIZ, BE, PHRESHIESHHERRTEN

"R -

« ATBIEREEESRRIEFEIHE /0, REAUAMREHEREFSHIE /0 L7k
&, B0 B,

- HFHIEAA CPU IRERIFE#IE CPU L7t AFERY, WEM ER[FE#HIZR CPU Lk
RERRBR—FRES. EEHHENNAEFNRSBE T WEM RIZRSH, &

#“Initializing process limitation thread for process’,

CPU IEfE{RIFIEID
R R A LM CPU BRI

- BTbB5LE CPU IBE, FERLLIENAILERIBERS CPU FEXR (XY FE CPU #%i0) B
90% Hi#FZ CPU FBX (HHMF B CPU &) #8id 80% B 1T CPU IE{E{FIF,

- BEX CPU IE{ERIF. RIFEBEEX CPU BERIFRIIRE,

o CPU fEZMRH, EMHIZSLHILIUEEIR CPU EREE DL, FREMA CPU IRER
P WPRFITEARSS 25 ERVFREZEAESRPEE /MR, HEKA-HEMRE, BIRIESED
CPU ROMENSEEERS, BER RERFIEENENFE CPU Bl ET,
p=3 4K

o XFFBRBEMNIFRRE, BdMAIERE (I037.5%) , ERAIURGIENZTE
EERA=1UEROB#HZ,
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o HMFEA CPU BIgEBRS. IFERIERED CPU RMEABERIZE CPU FH
KRE. ZERIUAKTF 100%, FIa0 200% 5% 250%. =Bl @ HEIZESN 200% B, £
BRMCERRINHES CPU OIHE, ZIHFBEMEMIEENE, EREEN WEM
Web IS B EENFE CPU BDIGEREILE,

- BRBEBENX CPU IBERIFE, ZHXB2E CPU FEAXKRHIZEN FED CPU ZILH
CPU ERERIRHIEY (MEREENAE) , FhA CPU IBERIF,

X ER& CPU IBERIFRVHIZ, CEERIDURITIATRIE -

« SIRFEFRBA CPU RIMERRRHED | AESMREXLEHIZR CPU LK.
- JIFEETBA CPU RIMERRRFLET | AESMEXLHIZR CPU 5L, HIFHIRE
I EN LIEERERZEL IR,
FCE CPU IEERIFEY, BIEENT/LS ¢

- EMAE CPU IBERIPAMAZRET, E—#HZMZTRAER CPU EAREDLLAREM, R
EEAIMRABILLIRE], NWASAAE CPU IBERF. flgl, FEBSITHARIENZRIE VDA
BERT, FEZ chrome.exe #12, EiTHE CPU £, BRI CPU EREARIMENM.

CPU I&{ERIFHIRFE T E]
FHEMERRE, HZLTEH CPU ERAXRIREIFEERHINIT CPU IRERIPAIIEKE,

CPU IE{ERIF ISR FHERE]
RS RESE, HIZH CPU LRRIHERNNEKE, FLIEZE, RARFREAATZ—:

BiAR5 (IER) , SARRIECPU BRI PIEEHZM TR AR GRS AERE CPU fifbik
Bl $EERF, INRHAEMFTRECPU RARKIETIEE, TILRTEZFBAEEE CPU bk
T, HEHRENE, BEEURTHENITA. NIRRT CPU RARKBILPEEHIZMLLRE
PR T BREHRE CPU fbiEml, NSHIMXMIET. #Hizhtk CPU IBERIFHMERES, H CPU
TRIARBAE,

FL I35
B CPU RuUMER RG], ERALLETTRIFAE%A CPU IBERIFRIHIZRG AT EN LS EHRERN
ZIEIEER,

CPU {15tk

LHEBEFAZEN, XEGERFEN. EITIFERRISEHZERN CPU L%k, MMESEAE CPU
AMIRERET B HIEA 2 BRI RERET, HHEHAE TSR, MARRENHESERARKRESHNE
HIZZ EERIIRS. HILt, BT AKRESBAZEMER CPU BFENER—EB7,
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B BB HIR MR EREHIFRBE SAZE L BRI . LARRISERRE SR SR ATRE
Eam (BEFRETERMEL) . HIHHBENLSTESNHEN, LIERFERIREH CPU LR
FENZEHE, #HIEH CPU EEEST, DEAERNLESRNEIHMES,

xE:

NREBARFEHIZIRERIER CPU L%, BIE CPU EREA—ERMRE, el E Hbd
2 (BEBEESM CPU &%) 1H7ERM CPU #HAZR,

BR#ERER. EPE, RIFEFREHTZERN CPU LK.

AN

1. BEHRN, FHERMNHERE CPU REAR IHEEPRAIFHE R,

2. BETHRE" X FAMIEHE,

3. BEMAUNARE, EELIMGENHIE CPU ARERIEEKRIFIREHENSohiEE
[EER
HERW, N BAIHEETRITX ST Fg0, T Windows FHIREESR

(explorer.exe), #A“explorer’s

CPU Rk, #HIZPABELIZN B NLR. HIZHNARES, RGOSR 8]
%o WSEE". “&". “STFER" “EE" “BFEREMEPIEZE

mIBHE

ERHRE, AR RE

[T
ERHERE, AR HER

CPU XEX4

BRHAEXEKE. BRAGE, ERINEXHEEANSENERHE, fIil, ERILE VDA EET)
B MEEALAIRFINEXHIAREE.

CPU %l

CPU IR BIIE#Z AT CPU R EENRIEE R tE. SHIBARIEIRERIEE CPU B LL
B, WEM RBR&" (SHE") Z#tiE. XEEIMULE#IZEFEAE CPU,
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p=3_

« CPU SHEIR—MENTHE, HEHNEASER. A7 REZBHEERN CPU AR ANMIRIIE
BYEKF, RIFER CPU IBERIP, R AXLE#HIZNECFHS CPU L%k CPU XEX
. CPU $HEIRES AT EFALERFEERNIREEBX TR ERTRBIERR,

« JHEENA CPU REENTHNENT B, RAEAR—H#BEEFRNESLE, 5iERE
RIFAEENIRBIUEE R ER,

FEBEMNHEIE O LLERTIRSBPEAED CPU NEIIR, MAREESHEMEBENX
Do (EAIER, U CPU £ 10% S CPU MY 10%, MAR—TMZHE 10%) o

B R#ESEE. BRHEHS,
. BTG RINAINETRE (BI40, notepad.exe) o
fIBR. MEHTIZIZTRPHIBRZIEH B REVHTE,

Wi, RENLTEHERARNE,
"R -

« 3 WEM $HHEDEER, ERRZHRRNINE WEM F P indlaab Ry R R, ERILGE
TEE SRR WIEHER S E HE,

o EEA OB EEHIZ MR HIA CPU BREMREI tHE B0 LERIIE CPU HEIR S
EE TR

REFER

NREARXLIRE, WEM R EHREECEANAFEEUREREEARRREENER TRENER
IZNAFE. WEM FEENNZRAE, SHEZHEN, WEM S#EIZEENSRAFEEEREINE
X, FEACHRBUMREESEE. 8%, SNARFRIMEEIESEN, ESHEAZNRS.

SNARFMNESERRE, Ef&NURIERESET, ErLUREFERHECHFEIMNNIANE,
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B, WEM REtLAF EESERENEEAERNFERARE. RS M EFRERES
2, WAERMORER T e, TrBSER—RS8 LS ESBA RIS

EZRAHAENRAFER, BFEEENERARIEZNNEERRZSRAE, BRCEFBZER,

ZRERFEE] (9% o RITEIEEHRERINZRNNEKE, FNEZE, EREREIRER
ZRAF. EUILHRE, WEM R EHEEEERNAFEEURSERREEFRAREERIE R TRAEN
R/)NREFE, FRIMEH 120 D,

ZRRESRE (B9Lth) o RWFEIETE CPU AXMNESLL, BT ZE D LLE#HERIAZR. R
IMEN 1%, BATENERBEFERKRT 5% BB, &N, EFERRERANHABRAIEIFTIANEERN
#Hi2, NMSRERAEFRER.

HEATARGFET (MB) B2, RIFERRE— D EERS, EFIZREFIE WEM KRLZER
N 2R RIRFERE T

MAEERRIEPHRHE. RIFEFHIZENAEFERMCPHR. EEHIZRT, Fl

notepad.exe,
WEM A=A T RGHIZHIN BRREFRFERBR

rdpshell
* wfshell
rdpclip
* wmiprvse
dllhost
* audiodg
* msdtc
* mscorsvw
e spoolsv
°  smss
e winlogon
* svchost
e taskmgr

e System Idle Process
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e System
LSASS

e wininit

°* msiexec
services
CSrss

* MsMpEng
NisSrv

e Memory Compression

775 FE BR
NEEHEBAREFERARS IFEEINHIZRDEENAFIRE LRRREIHZNAEER.

TS
MELEHEN ARFERRFITESTEENTE, SERAMMEETIL,

o A RVFIERIIEN BRFEARHIRHZ,
° ﬂﬂﬂ %o J"’Cﬁ@ﬂﬂﬂ B;%Iﬁ Ho
° »ﬁgﬂo JAbitF;fgéﬁiﬁIﬁ Ho

- BSRE. RIFENIEEHRENASIRE. iREESREIDEAIEEHIZNAEE, NRN
A, NRETAAEFERFIHITAEERRE. Hit, EEHIEEENAFIRIBEIEE R,

- BSRE. RITEXNIEEHZNAFHSIRE. hiREIRAREDEAEEHIZNANEE, NRN
A, NMEerARAFENM, MRFEDERNAEIEIEESE. Flt, EEHIZHENAF
ERRAIEESE,

RNNEHRR

1. £ EBEEG > REak > REEE > REEARBNEDF L, SEHE9RM.

2. TEARMAREOS, BAZRHAIEZESRT (40, notepad.exe) , EEERNFEARE, AT
ARSI FREIEN, ARREHEE"

BREIE, FEFZNE, ARREwE

ZMFRIE, BEFZmE, ARREG W
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EWHENAISRE, BEFZmE, ARSG ahASRE

EWTENARFSRE, BEFzmE, ARG HSREE

/0 18
XSG BRI IR 110 (hiek, MTIEEEEREFME 0 HRHHERS SR
M, HIE0, EEILUER /0 BIESERIRE] b A SR AT IR .

TR IR B HIZ M RN EIEFFRE SAZ B B AR . LARIERRE YRRk eTRE
Ba (BEFRRETFEAMER) . BE, Windows RIMFTIFEMRERRENEE, AREIHEMR
FRBUERIERAZ,

110 54k
ERH#E 110 (RER. BHEFNEEHIE /0 LR

FHARERME) 110 RIEEFIR

1. BERIN, SASTE IR 110 AR HEEFEAZAE S

2. BEHAE X AXEE,

3. BHNMAUNEIRE, SERMISERHE 110 HERFERIBRIIFIEEBHE T REFE
BT,

BRI, A BRIHETRITX SRR, flt0, FF Windows FHIFEIESS (explorer.exe),

P& A “explorer”s

IO (RFR. HIZPABLZNEXRNTR, #HIZR /O MIhkillm, HLIZIREE /0 IHIEIRM
HRERER, NS “ERE B FREFEE

YRR 110 RAHI
EERHIZRN, AEREwE

Mo LRSI R MERHERE
GERHRRR, AERE MR

REEH
RESEH AL L SIRRRIER HOX™ S, ILARBRREELMRA. B2, JEAFRE

VDA R EHERITRIE FHMER.

xE:
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BeRfs ERERIER/ MEF. MRERA, NIRRT HEERERERF. EREMERIANE
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EMFRIMEEREX N, BFRENIUSMBIEFERAFEEX AR, BEAMECEX 4%
, AT EKEXHREEFEOREREFENKEXHXHK, ¢E, REREREXH U IR
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BB MFT EEXHBER. RDIFTIEE MFT £2EXHBR. IWEMBEFH, SREH5.
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KRB, BXUBREXNXHFRER, BESHGEE XX,

AHETLIE Internet Cookie X, SIREA, MTEEHIIMERIEIAY Cookieo
BIFREERXHR, NREM, WRFREE B HROAEIA,
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NRERABMNEHAR. MREA, WESRMEEHERF, MASTHRE IR EEX .
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NEEXHRREAZRIELNE, MEEHA, Profile Management 2EZR1EH R FRTE FSLogix
Profile Container 1 Citrix Profile Management BeB X 4 B2 ER. NRE—RAFERRITEN L
B2 M R1E, WSNRIEPFABHNESGEEY HRED AP NEEEX R esi.
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73 Microsoft Outlook FBF ERERFEE 8. WRER, AFPHER Microsoft Outlook A {4
JeSZ 4 (*.ost) 1 Microsoft #EREIREMMEA P ECE X4 —iL:8%. XrI U eE B P £ Microsoft
Outlook H1%ZRHR4BYAIIARLE,
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BRE. ERHAE, FEXRNFAEXAHNX 4R BIRNEAMECES o

PRRETE. MNRERA, IBEXN (A MB ARAD) HEANHEEWER.

IREEERKE M E B EE | B, UEERSISHRTMNE AP FERFUERSHE
R, TERER B A MNEEXIEE B AP FiE.

RERTAFREEXHH, I FRAERNEEX A TMERFH,

BREEXHATNLEIRIIR - BR. Rk, EEXHEEFAZANFHLILTIRPBIXMH
%, FEYARER, FIAXMAREILENMNAFFHERIE AT B,

X E 8 BuEMER
XERTERIEEX A EE XM E § BIERFRRE.

MENXHRTREETEMAPEEXHH, FXEXHMMNBFFERD BB RAFEER O
B, BYBREERTEFMHEER, EAUEERELSERERP FHENRS S LN EFMEFRH
XfFo HEERNT AR REXFRIXFEBE.

BRAXH#ER. NRER, KEXHEESBENEREZEEFE. AR, ERMEENXEEFEFHE
EHREEMED, MARFEERFAFETNSTAPEEX P, XFHAILETBRXFEE X
BYBREENGE, MMEHEEFERA.

BRAXHHR. NRER, BEXHEERFHEENXHMNEZEFMEPHR, oI IETNS B
BXfHa gk —iEfER. EEED—TENEZEFERHRIX 4.

BT 4RE
RIS BS F 8RB,
EREBEFSIRE. MRZEA, NIEMIPOREIREET R,
IREETSIREA. N EEEREFaikEX AR H,
IRBEFIEXBE. ITFEEEEBTaE XX HFHIEE,
IREBEFOIRBEEERE. AFTEEEToRBEFMENRBRE,

BREBFIRENR. NBETaREBRARTS.
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Rz FRREFF a2l

LEINREFERIR P XM XAERFEMERBIAIR. — EERYR G N AN SRZES B P N 2 =E
RN LN BREFREE — RS 1EX AR ERXENARER.

ERNARESEHE, REM, Profle Management S EIETIZ M NIESIB AR TE (F
W XERFEMR) B9IAIE.

oy bLaE i mF A BN RN
« EF GUIBNTE - WEM Tool Hub > [ B2 35 a1 #6308 M & % 28

 PowerShell TE — [ Profile Management ZZ3£ a1 i

X FEE M

LEINEERIFIEECERMNE, LAY ARHNBEEERIFUE, STMNEERIERRIXEX
HROAFAEEERXGREERBNATL, MNEFEIE !

- EERAMMN, HEEBEERPLEAMNHRUKREERBIEL (FIIREMLIE) o
- Hlid. FEENEERMUDELWLER .

BNEEENIMNE, BFRITUATTE :

=

. ®%3BiTEC B R Profile Management & B "TiH,

. BEHEERIE AR N REE M,

. EHIMXHREERTNE L, SERDMUE,

. R ARIMANE TIE £, BRBUTHSETRISZE !

N

w

N

a. FEEMMUNEL, ERBEFRANXHEX, BEEERER, ARREET—F,

o TAILEXHREERDIMEMUE. AREER ((NERTELEXMR) SAtARER
BEXfHIE,
« RNERT, FRARBHIFUBELITN FEFRES, RAEERESEREER BT
BEE, ARREFNARNBHBoRFRE. ZELEITA, BBRIZED,

b. EHEMIEIE L, MMNEEEUTRE, AREET—F.
- EERTAMEERZANNEERBRRENNR RABERT, XEBRENHEEN
frRREE IR,

o BAEFF %userdomain% FIETZ{EHN UNC BBEEH—EB59.
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- BIRAREALERNERER TR BFEARTRAELES. S TRNENAT
E—RAFE, LARREHMNERFER.

c. EPEENEL, EEENESEEEAMNAAA. A5 oU, AREHT—F. HIAE
ERBEANEER, ERMA, BRERMFEITR.
d. AEMUERA— M ERMHERIRE, BHITHEE, HRELMNERFENTE,

e. ,;E\\EE ;TE-EEO
p==3— g

Brl, RELBRYUNERMR, FHEBZERMNEF LN,

REe
XEEIG B SIS ZEH] Workspace Environment Management B9 P 5EEf,

NAEFREME
BB

B A P eI LU THLE W B2, 51E R Windows ApplLocker 5@ s, Workspace
Environment Management, &B]ARBEIEXFM G EZBIVIR, EBRITENERER{ER
X Eo

XIS TE SOV ISR T X AR R AZHI B PRSP ST N 2R, LEIhBEZEEITF Windows
AppLocker,

LIZ{EH Workspace Environment Management &2 Windows AppLocker #iBY, ISR A
EFRZE EmIMEMNGE (i) AREEN LM Windows AppLocker #1ll, 0RIE(ZIEREL
AN, XEANHRBEREES, FH AppLocker 44 FERRIBAIENRE—HIEDIBIT,

NAEFZE2Y
IR £ H T AT Workspace Environment Management EeBE RN RIERFZ MM, EaTL
£ Bk RIEXAFRFEMETIR,

HIEE Re B FHEEMAT E NAREFRE Y, WTENRATERRERMNE
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- REBVARFREAN, EPEDE, FEA MARFRE G, HENERLIEY
HIECBERAFN, JFEHZHRARIEIEN A AppLocker #8M, BN ARERIETT, N RATE
FRe EU-FEEEER, FERERREMNAIERN AppLocker M,  (TEXMIBERT,
AppLocker MIMA=EHT. )

p=—

2N Workspace Environment Management EIEEH| &R EE Windows 7 SP1 5§
Windows Server 2008 R2 SP1 (HERhkA) L, MILETRAAH,

SR DLL MM, EPIGETE, REBERNYFARBETR DLL ML EAREEN LB
AppLocker DLL #ilUll, IEETRER LR BN AERFZ SN By A,

EERTR

WNRISMER DLL LN, MHITAFRE RIFNNBERERNSE DLL 8IE—EF R
P ABERY DLL #0 o

p=3— g

SNRIEEER DLL M, AR @R e TIFRYRE, XZRE A AppLocker RTETLIFN
RREFEITRREEMENS T DLL,

< W A B3 REAIRE BN BREFE RS,
- WE. AFEERTEAN. ETIETIE, RELBAOMGSE SRR, i)
RGO EREAT SR L
- B3 AEEHANSIEANAH . HREHRE, BELENMNTES2HLE0N
Mo MRERBEAFMNEIABAPITLE, HERESEK, BONRETRE, &
SR REBIB(E.

IE o

MW ETF AppLocker INE S, STEGHMETHEAFTHMNEE, FIM0 (12), BHEGRIA
RRWFRTBEAUATEEZ— !

o AIRITAI, DESNARER X BB .exe M .com ¥ EAXXHFRIFM,
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 Windows M, @EFLERFEXHEN (msic .msp. .mst) BIFAN, XEAEIEHIE iRt
BEAMRS#H EXHRIRE.

o HIEFMN, ZEUTENXEHIFN © psl. .bat. .cmd. .vbs. .jso

« TN, SEITSNREFMN, BIAER Windows NBIEF. EHZNARERFS, M
BREFOPNFAEXHEZEENE D, REitt, — MR IESIEE NN BTERF. Workspace
Environment Management Xz T 2N B2 LR E RN,

« DLL #M, ZLATHIUSHEIAN : .dil. .ocxe

HIERHNFRIFERIRNESE, A UER FNERERIT EBRIZES] AppLocker AIRITEIZAIE
ENLEHFHRITIZESTPRIFREMRN, T2 8RN EHIHRITE :

XA (B o MUBLIEHIREN XH", XEREENREA.
FE. MUELIZEHIREN BHHIT, XERECNEREIN LATEDIRTS,

B, FINBRIEHIREN B, XEKECITEREIN LA TFIEEDRES. HRAFETER
AppLocker SIS BFEFEY, ZNBREREARET, FEAE X ZNBREFNE RN
AppLocker EHHER,

S A AppLocker #1I

& AT LU M AppLocker S BIFLN S A E] Workspace Environment Management H, S A/
Windows AppLocker i ERARINE B E £ HEMEMIMERN, ERTRHNBERZ N
= B EhERHFITE R S FHEET,

1. FEEEXH, BEHE“RA AppLocker F",

2. YR AppLocker S H I ZIREY AppLocker FLM BT XML X4,

3. B Import,

XEMNFRMBINAEFZE2ANFIRP.

ARNNFRNY

EMBt=piEE—"RNEE RN B0, ERMATHITAN, HEFAHRITANES.
. BEZRIA,

. ERREAH, BANTIFARESR -

=

N

w

o &5, MMNFERNTFRFE TR,
o i, BXRFNMMERS (| -

N

. TERBE O H, BE—TED
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o BRER. MRNUPCECSI MR RS KB
« RTEE, HNCREENLTE.
o I8 MNPCECHSE RIRE R LD,
5. ENERERDH, BEHMNERVFERELNBREFET.

6. LMV DELBARBAA, BEDEERT, EREFILANSEZINARHE, ‘B
P2 AB R ER AR RAE B R— Wik BT,

"R -

o EEILUERE AR Windows IR ERRHFITZIRNE, HERASERIEEFEMEIT,
« AP WMETE Workspace Environment Management i 5IE&R S,
o 1ZB] ATE BRI fE 52 ECFR I,

7. %EE“—F_@:HO
8. MRIEEEEAMMZER, 1EEMN AN
- BE, BEEFEMNIERNXHBENGREE, STEFE—TXXHEREY, FNRTE
BX M RAKRE TR X o

- K&, EECRERAFRNSENELSEXN, ARERAFEERBRARBMLT
ECR o

- |, EECHFENPEIERFRINXAFIMARE, MNFTEIZHIaRHAE.
9. BEHF—%"

10. AINEFBHOEEAN (AIE) o ERMAINF, EFEGNER, AFRITFM. (&R
RIEFE wE MR 55 )

11. BERERN, B el

TIN5 ECLe A P

FEFRPER—DHSIAN, AEEETELSN ETXCREDNEIE . TRERT, ERIEE
AN D ERINBRMBRANTT, RARBEHWHRE EERFIUERRETERFIEIER, MMBUH
FEEMN D ECLLFRIE Ao

AR IREEFES TN F R T RIE", MKMW ERARN 53 B SER N N A TR A
RBRMABFRYH, #aE5, REMUDER S HEIXERNF,
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ANINERIARN
B HARINFRIARN, —28 AppLocker BRIAFE R AANEIFIZR A,

GRAEFN
FEFRPER—DHZSIAN, ARRHTEEN ETXCERERHIE, FiERMELI, IFE
HEEATIMERNBIRE.

HpRARM
FEFRPER—DHZIRN, AREHTEESNETSERERH R

BHNAREFZEAN

EANEN LRI EETNFRENAREFZEMN. PREMNERRSHASEN XML Xt ERJLUE
AR FRNEREMEMEES. EEXF, SHE&R, AREFE'RLIRE"

TR AEFZ S

1&BI LU Workspace Environment Management &2 S EIEHN XML X4 ERENBEFRZEM
M, FEIERXGFHFIREBEFTVMNEIRAZEPRIAN, HEUHREHRFTRL T EE, [
RNBEAERRBEFRZEMMN, TN B iR HIEIR S EESF, ERIUSHIZX
TEIE,

EERIRER, ERARRESENAN SRR SrEEEFRARPNRARYA, XRIEFNHIA
FIEEFE T HaECiESe/Active Directory BT, BFHDECFEEMT. ERATERMNELER, B
TRF\ARDERS. ERE, SIMFERSEMNEEF, EARFESEHN CSV K.

1\ EREXH, BHERERUBEIERRFo

2 ERRRIRE", ARBERRT—F

B\ FEMXHFIER ", HEB LS EM RIS F,

4\ EFE“‘AppLocker RNIZE", ARBEHT—F"

5\. IR S EEFEMN D EL

B EERMNAFHEHDES SREEETHERBRMARH,
Bo BEAMMAEEREFIR DR

6\. ZFitIR, FRHEFILE",
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B
R BRSNS EHZNINE D IFFIR T LESIR,
HIZEE
BRAHEEE, URIFIIRIALTIR ENHIZREEN. MREA, WAZEHERLEFIRM
HEAWFHNRET -+ EREMIRE,
p=3_ g

IEBNERIERIBERA IERSTHFER. Alt, FHERAFRERERE, NEHAE
T (BRN/EFERRANEER) RENREAF/SEEEER, FAHANBERRE
AU, XERTBIE S RIKEFHTT 7 i

IR IESR
X BE SRR EHENINEIFE LR,

ERA#HERLETIR, ERMHELLZIR ERHEENGE, BoERETHRITXHS (FI,

cmd.exe) FNFHIZ,

PERAHEIRR ., HRAHEIESEKS,

HEfRfEREA, ITIEHIRISERN AR A,

MR

XEQE RS EHRNIB YR, #I2E LY RMHFZDIFIIRZERFE.

ERAHEAFIIR, BRM TR EAHENGIE, BoTERETHRITXHS (P,
cmd.exe) AHEE. IR : REAR, BRHBEAMITIIRE BoINFERERFIIRPBHERNI
HFELERIZR,

PEIRAMERR., HHRAMEERK, (ITEBSTRERE) -

BHRIRTEA. AFEHRSENRIE (IEBSEMERE)
RIEF

Pz
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IINBEARSE BT Citrix EE#UN A,

R A THRESS IS FEE IR A A N RIEA R R E AT HIT X A PRENEER RS, ALk, A
FRILUKEE RARIRL I — 1 B EIX E R HRITX o

PRIEF
ERE PEFPEREA ERE, FERUTER
o “REREREEFAIGE . EHIREEBNIREAEE. EFE, REAMUENRETLE, R
AR+ _ERE MBS Z AT Ao

« “RRAF Windows Server I #ERG, T4 2T IHHRIRAHZER BT Windows Server 121
Rk, tNR%EF, DELABFPHFINTZE Windows Server i+ E#_EFREE/ER. BIMERT, Lthik
A F IR S

- “58%l RunAsinvoker’, ZH|2EEEIPIE A HITXHTEHAT Windows 1K 5517, fNRIE
1, MASRTAPUEERSMETIRITXHE.

I FE B R EERENTEMNIIR, B AIHRITXERN S Windows REFZFFLN AR
MNFIRTEEAFFEMNSER, ERIUEREH *KImLEIR. BoEINEDERNBFHAFA
BR— 8 EARICET.

SFEFRIEN
ISR AE R PSS BRI N R A AN FREEF © RIHATT XX ALUAN Windows 223 A2 AN,

o “ATRITXHRN ., SFE5NAER X .exe f .com I BAXHEIFLN,
 “Windows ZEZFMN". DZ5NAER X .msi fl .msp i BRTERERXHIFN,
A0 Windows ZEERERFFNES, FiSFEUTIER
o FPRIZRFHERA T Microsoft B9 msiexec.exe, iEMRATIE .msi A .msp Windows
ZEEFXHHITER msiexec.exe.

o RIRENHIZSIEER Windows ZEIZFHMNITE, HBEHHIZSEER AT RITXH
MPEEC, BRIFERENAHITXARNFER T AT FHERE, SNIZHETARE
HeFt R R,

BEARITXAHIMN S ‘Windows ZEEFMNETF/E, “BIEEDFERUTRIRERE !

o “YgiE. SOVFIERREBIA AT,
o MIER. FOIFIEMIFRIRAE ATHATAL,
o ZRMNFM, FRVFEAINRTRITIEN,
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ZNInA

1. SMEAIRITANEIWindows ZEREFMN, 7A/5EEAINMN, ARINANE O FEED H o
2. ERTEAH, BAUNTREA

« &R BAMNNETET. ZBMRERERNTIRF,
o {#d. AR XMNAIHMER.

3. RSB H, EE—TED,

« BB, 2NN 5 XX HRRELE,
o RTEE, ZMNERERN R HEICE,
« B, NN S ERISFH FDILES,

4. FIGBHIHR, MEFE, BREUTRE !

- NBTFF#HE, RED, WERANEAFEIRITXHEHNARE FHE. BUERARIR
A EERIEA , BERLATED |

o (NMATFRE—XERPNARITMH. REH, WFRNERTFHER—XHRH
AJRITX Mo
o NMATFEERMAIHITNG . RiER, NWFRNNATFTEERIIRTRIT .

o XM BFHEHBIRBENETRITXMHN. REFR, WCFMNNEFEZERLZHEER
AT, IREFREATFER Windows F& (UWP) R,

Pz
A0 Windows ZEFNES, MAFFHBKERINER, BXERE.

o« FreaEtEl, RIFEIEE RIEF AN BANAYEE, BFEHET A HH:MM, BY BB FHIRET
X

o £RME, AFEEEREELENAMNETE, BYEEIA HH:MM, MIEERERE,
BABNAIN, BEEFAENX,

« NS RIFERFIIRRA RSN SEESBILRNATHIT . ZSHBIETER M.
BRREEENSEIER, & XMAEALLINENTE, BERERSETTRIRITX N
o HMIRMFERAZHNAZTZEAFR, WERATHITXHREHEHET, AEHIWEHN
A RIEF o

- BRENRZEAR, AT EEFRIRSEAENRARNHE—TIT REM.
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5. ERECERDH, EREAESEMNBARIAFH, NREXRANDELFRERFAMBRYA,
BEERE.

"R -

o IRAILAMERE AR Windows iR B EH 1T S TIER,
- BRSAFRARNEEER > PR+ L ERBFIRS,
o EALUERERE (RIEMNE) 2EHN.

6. %EE“—F_@:HO
7. AT ME—180F, RIBEE L —DTEEpRINIZER, FEHRITARERVIRE,

EERTR

WEM RERM T —1%7 Appinfoviewer BT E, RAIMNAIHATXHHRIREVLHE. BE
MIEFESFER. NREENBECTEELF oPERENNAREFRERXER, KITER
BREM. B, EEANAREFZEYREN, EAUERZIENNAEFFRIEXE
Bo RIBUTFREREX4EKS,

o B, BAZNAMNAISHEHRAERE, WEM IEIRIE eI HIT X BRI R A
FRIHIT M

« &, BEEUTFR ! K&, Fwneih. XHEBNXERE. EFERERFREE,
BRIURAES () {8, WEM REERIELZHEERNAMN. MRNA, BARNEITH
EHEEAHEERNATRIT .

o I, PERMLURINGE. ERMBEETOFR, BANXGLIMGHE, EolUER
AppinfoViewer T B MiEFE X4 XHFEERF. WEM RIBFFNIR B FiEE891ERE
AT . Etk, AP RILGEITE8E X HERI AT HIT

8. miiel@ UREMNFHRHE .

WSS ITH AT

SR UFRIRUR A PR B A S8 E BRI AT AT 4. ZBHBETRRRE G, EEETRITXXMH
BB, EfER Process Explorer B¢ Process Monitor £T &, WHAXYET B ERIESE,
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BRI IEAEBIE T AT H BRI B F A HITXH (B0 cmd.exe) o & RAERHSSER AN A
F test.bat o EAILUER Process Explorer SREXEEL,

Image File
Windows Command Processor
Microsoft Corparation
Version: 6.2.14393.0
Build Time: Sat Jul 16 10:23:21 2016
Path:
| C:\Windows'\System32\ond. exe | Explore

Command line:
| C:\Windows'system32\ond. exe fo " C:ltest.bat™ " |

Current directory:
| C: |

T AMSEFERF, EAUBANTRE

e /c ""C:\test.bat""
AREREFRFRAUTAR !
e C:\Windows\System32\cmd.exe
EXMIERT, BN test.bat FHEERFARURARIEE R LKA,

Eus W pay eyl
FEFRPER—IHZSPIAN, ARERETOPRTWE . THREMNEOP, BEENE
DEMUBIBRRARA, ARREHBE

A FRER
FEHRPER—THZ TN, AEERE SO PRET R

R SUEAN
EAUER SR EEFRFABFAREAMN, FRERNERRFFHAED XML XF, ERIUER"
BEFRNE REE AR E S,

B ED, BEAEXPRUN'EN RS, BXERERRSIFAER, BEHER,

BRI SEEFA N

&R LLMIEE Workspace Environment Management &3S S H Y XML SXEE REFSGR T
W, FRERIEXNYFREEPHIMNER SR PIAN, HEURIFRFRE > KIURAS
BT, BN ERITMAVSERA N, TTBFLN A B shifiprH 5 E e SHAIRE R B XER
RRASVIFMESR, ESREERX,
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Bi#RFH

I EREA, ERUARERF BoBITRHNRA, MERSZRRMHAUNATRITX . XERAR

QFEARELEMERANXM, ARELTXREFEFUEERZNIET, BAERERA.

&, FHR—MRR, EXRMIRHEANRRE. WEM REBERRIERER, #ANRESRFEHE
FEp LUt ER T, INRAR RN, WNARHA, XHERNUEERNRRINET.

LEINREE NIERRM T &M, AREENFRERRERRA R, EAUARTFRAR BRANXH
BIEITIFHIR, AEEIEAR BRARXACIZBELLESIR,

BiIgHEaBETFUTHRANXHE © .exe . .msi. .bat . .cmd. .psi # .vbs o
AR

RINBERT, RENBAERBATETELEXH. F, cmd.exe BFiETT .cmd X,
powershell.exe FAFiE1T .psl X, EXLEERT, BELEEHFINT .

HIERRE > BRAN, HERUTER :

- BABRHA. EHEEERBERANEE, EERIETA

o ENERBLERRAIRE,
o (EREAIED+ _ EREMIETTA] Ao

o HAPARBEEXMHN, L TXREFHNUERREMSTEDAA, Eit, AFRANE
RIFFEIEE BIRFIETF LSE R AN #HTTBR .

« WBR, RIFEANRIFRF BRANXG SRR, SNEMRLIEAR BRANNAEIEZMELEY!
o

o . ALVFAF BRANXHLIZIFTR.
o B4, NEFMIERF BRANNMACIEZMELLETIR,
o IERILURITATRME

o YiiE. T EREIME RN,
o HBR. SCIFIEMIFRILA SRfto
o AN FUIFIEAMSRM. ERILURIERE. EENAHENFERANEEIERM.

- KB, AWEEEREMIRE, XEiRERHIAIBIIRINAEB KR,
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o NAFFHE. RER, WFBREREAFRMNATFTXHEDRIAE Fiiz.

o FHEaRtiEl, FOIFIEIERE RIEF AN A BRI A RABIEIE. BHEIARTUAN HH:MM, BYEJET
RERNX,

o ERIE, RIFEIEENEFLLNABREAFRMABE, BERIVN HH:MM. MIETERY
aitg, REABNAXLERE, BEEFRENX,

« DEd. RIWWEHBEHREARGDEICLERNAPSIAFH, ERFGDELFIERFMNBRY,
BRESRIEEMEA. FEREBRRERAETERBANABARANG RS, 258 HIEI
BEA.

B R AN BRI E TN
WEM X SRR AE X BER). B XIFAER, BEEEZAF &R,

HEE RGBS
HRERENEHDERSELFHES, REFHERTTUNLHRET. EAUBTEN
RiR2, REHETFHISIEEAYIIRABLUFIRR N, LRI, FBEAT,

p=3_ g

o ILINEEEA T Citrix EEBIN AERF,.

ET7HANNTERE, BEEUTLR
o —PEERZ—THNGR, GREAR—MEREXTZ M, NRERARESHANS
£
« BEXHMUART RN FREREN, TERTREREHNE TR, ERTIGHIEN
MU TERTEFHENN, TeMUBIRARMME. Fa0, EEXT UTHEDAM .

° MM 1 Word FTAFTFF CMD,

o AN 2 © IBF|AALUFTF CMDo

BTN, TNk, EEILEEIALITH Word, AFM Word FFTFIE
FEANAN, MIBEEXFFTHF CMD.

HEIhRE KB FRLEEFH BN FEXRFEIE. EEETISEFRAMERFXR, FFEA
Process Explorer TERH#HIZERINEE, B % Process Explorer IEZER, 1557 <https://

docs.microsoft.com/zh-cn/sysinternals/downloads/procmon> .
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FE R RBERIR, BIVETE Citrix Studio 7RISR VUEMAppCmd.exe BIATHITI B R
VUEMAppCmd.exe BA[#f{R WEM RIBEEA RN BEFBIZBITRIEELRE, 7E Citrix
Studio 1, FTHRUTHE :

1. E'MBERE Y, EENEER, EREERPEEBY, AR AE TIHE,.

2. BARZAFIRIERS LA IR,

o EARITXHREFET, BAUTREA | <%ProgramFiles%>\Citrix\Workspace
Environment Management Agent\VUEMAppCmd.exe.

3. BAMBITEELUEE BT ANNARER.

- EHPTERERT, BAEET VUEMAppCmd.exe SN BR2FHTERE, MR
HREUIZEN, BSVANE | SN ARERNGRRTTIEER,
- FltN, RIZEEET VUEMAppCmd.exe B iexplore.exe, EAILUETBRAU THRBE RS

I . %ProgramFiles(x86)%\"Internet Explorer"\iexplore.exe o
AREM
EFIINEREETE, BEEESSNIEITEN LA Appinfoviewer TERERZIAE. (%L

BUTFREBEREXHXSR, ) SREAZIEERANERZME N, BEEEFHEDITEN. B
ZIRERR, SR AEARNHHEAERER B HNAEITE.

EWIBHRERREMEFINERSERR, BFEMEITEN LT EMREESE . NREFTUATE
MR, MRRIZIEEEA :

o 32 (\IRERS
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CtxHook\AppInit_D11s\WEM Hook
. 64 HR1ERS

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CtxHook\AppInit_D11s\WEM Hook

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\CtxHook\AppInit_D11s\WEM

Hook

FoRFM
EEALLINGE, BTHRRBRENUTAREM

« Citrix BN AERE,

« f{IE7E Windows 10 E{ Windows Server ti&1T,

314



WORKSPACE ENVIRONMENT MANAGEMENT™ 2407

- REENEEMMARHEHLEKEEH S,

R RG]
ERETEFEERRGWEFE, FERUTEDR :
- BRARBXEHWES. ZHIREERAHERRREMERINE. SRS, #EREREMRE
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--server <server name> --agentport <port number> --syncport <port number>

e <WEM agent installation folder path>AgentConfigurationUtility.exe switch -o
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5, ARBRHEER > XIFHIIBRENVIRIFE X MR

p=3_ g

o RIERBRIRRRHELITREMNER | RI#F X T “RHFHFEHNARL WEM RIBIZER
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« BFIER. RIFEEE Workspace Environment Management FHEIEER, FRILUERABE
% :
o EECEERFIZ R R,
o BT EEEHIRRICE.
o IREEIEER,

B
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MRBCHER2REER", WERNUTENF !
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Refresh Agent Host Settings...
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Reset Microsoft Usv Settings...
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FEEMERRSEY .
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- IHAGER

- EEAEXMH

* WEM BT ETER

« WEM TEAD

« WEM TEMZXM4FIREESE

« XML ¥TENH1FZRELE (/zh-cn/workspace-environment-management/2407/reference/xml-printer-

list-configuration.html)

REFHEE

AXRMET WEM FHAEIIR, URENHEBREEH ID.

WEM EiE&
EHID 5l HE
1001 =51 KEERTIMIIEEE : &

# . configuration set
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=% 1D 3 HE

name (ID: configuration
set ID ).
1002

=)
=

34

RIBFSTHINL AR EE
WEM I EES B fiZRARSS

=S ) 43|

HR
2001

TR S BAh IR AR SS © i

Ht © service address
2002

E A Ze M AR S E T
2003 ToEEER WEM IR
2020

EEEHET) WEM BRS

£
it : service address
2021 FR

E7EFRECN WEM ERiEHY

Cloud Connector : Cloud

Connector list
2022 =8 IETEM Citrix DaaS™ &I}
Cloud Connector : Cloud
Connector list
2023 Hi%

P& Cloud Connector 397%i%
1l
2024

Cloud Connector IE1ESTT:

Cloud Connector address
2025

Cloud Connector Foi&AiR):

Cloud Connector address
2026

i
)
HO

FoiE381d Cloud Connector 1%
#3 WEM RS
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KRERBRIFEM
E# 1D 5l HE
3001 B2 EEEMRIEEE IR BRI
3002 EiR RIBECEIRERFRM, HI
FH: exception code
3003 BER RIBECEIRIE SR IIRIHT
BRIRSEG
=4 1D 5 HE
4001 5 P e kel R TIES
4002 'S TENRAF BRRSA
4003 e TENRAPRENFREA
4004 ] TERRAFTEIPRE OU
4005 e TERRAMITEAN AR
4006 e TERRAMITEH] OU FI&R
HENRREMS
=4 1D &3 HE
5001 BER [ETEEahit B I4A R0 IE
5002 R RTFRBRITREM, Bhdit
B SRR LI
5003 BR B I EAISRBSAME | RIEA
ARBRIG B IR
5004 'S TERRITBAFRBRIAS
OU, ASRBRAMZELIE
5005 &R HENARBEERIIN A
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=% 1D &5 HE
5006 Z5 TEN BITENAREE, KW
B GPO 7&K : GPO list
R EREH
==L [») &3 HE
5501 EIS IFEA user name ETHF
PEAERER AN
5502 =8 HBAFRBELREZEY, BdH
PERES bR
5503 E5) Bid A P SRBRAME - REFA
REIREIE
5504 =8 AFRIRDPREKS, BT
AP user identity
name HBYTRBEALIE
5505 25 TEN R B P ARERI4AE
OU, 4AZRERAMEELKIE
5506 (B~ PP AR E IR
5507 &E TERN AP ARR, KMy
GPO H)E . GPO 1list
ZERITEH
EMHID 3l HE
6001 (E1=8 EEEBmIEEEFERY
6002 F8 EEEMNRERIEEERY
6003 5 WEATTRE, REBEERSE

Bl
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=={0 )] 3 HE
6004 Z5 REZEFRT T | TIRSIK
B
6005 =E RIEBEEFRP BT | BEZEH
AR S5 TR
6006 BRI REBZERT RN, HIMEN
FBiR
6007 =8 RIBEEZRY RINTR
A=
CPU i1t

EEAEM ID M 7003 E 7008 BUEER, BERIMU T MR,
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\{{IE E#]
% #1: EnableExtraLoggingForOptimization

A | REG_DWORD

BH:1

Pz

A EMMREIMRAEISBTERDE, FEENRERIERG. Citrix® TIERIERT R
KA EMEREMERIERMSEERE, ERIMERRESZNILE N, EREIMERZA,
BSBENEMRR.

=% 1D 5 HE

7001 R IETEN#TE process name
(ID: process ID ) #J%A
1t CPU IB{E1RIF, HAR
user name BI&. 1

percentage value il
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=% 1D e HE

B MMLORTF CPU &
BEREM, RALZ CPUE
FZA percentage

value o
7002 (1= IETER#HFIE process name

(ID: process ID ) #l%A
{t CPU IB{E1RIF, HAR
user name B, 7£
percentage value Hill
¥ CcPU R, &

percentage value 1@l

S MO CPU fE
FRZE S,
7003 BE BEf#HIE process name

(ID: process ID ) HYffL
FREKH priority
value , HFAF user
name &,

7004

I3
o

TERF#HFE process name
(ID: process ID ) HYfL
HREHRN priority
value , HFAF user
name @I, FHIR(G

> error code o

7005 B2 MM (affinity value )
ERINAIE, FHITHIZ
process name
(ID: process ID ), HEF
user name B,

7006

I
of

TR EF 4

( affinity value ), 3
32 process name

(ID: process ID ), HHEAF
user name B,
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=4 ID e HE
7007 2 B 110 LR ERA

priority value , ¥t
#HF2 process name

(ID: process ID ), HEF
user name B,

7008

I
of

TERF /0 RAERERN
priority value , ¥t
#F2 process name

(ID: process 1D ), HAF
user name Bl%E,

RTFE

EHID 35l HA

il
¢l

8001 f EEMNR{CBAR user
name GIZERIHFE process
name (ID: process ID ) HY

AEER Y|

8002 f

il
¢l

HFEF user name BIEM

#*2 process name
(ID: process ID ) HIATE
AL Ao

8003

o
Of

TEMALBHEF user name
BIZAYHIZ process name
(ID: process ID ) BN

o

CMD # UI #=3{ FRYAEE

Workspace Environment Management™ {IER]IUATE CMD #RHAI Ul 2 T3E17,

HIGEEBIEEERIMSITH, ERILUERIZMU CMD iRHEE Ul REhE. Ak, EEARE
EEGE, ZIRBEUTEEEHG > BLRE > BEE > TEBEEI L. BXFAGER, H5H

BRIRE.
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MREREERETERNENET, & (BEERIRLAR) IUEREEN LU CMD R
UINENEIE. Alt, BSMBIREBREXXHRHALBILTHA exe X+ :

« VUEMCmdAgent.exe, 721FZL CMD #RE1TRIE,

« VUEMUIAgent.exe, FCIFE Ul iRTGEITHRIE,

CMD R Ul B ziEs9X 5!
3F CMD &1, HEEUATEN :
« EERBENHETHR, CMD BRXE2ER— 1R RfT. CMD BRXEEIEBENEH.

- £E5HEY, CMD BARRAF DERRIENATRIE, XERFAEMLZIREE. FTEN. &
RiEFF.

- BAl, CMD BERAARHHEM BT

XF UINRTL, EEEN TS :
- EERFBEMETH, U BRARET—TEBIEE,
o UIRIVRTLAUR (LA ED

- BNNAERF. RIFEEENEAEHNAER,

- REER. NITEHIARSHERIE, EMERT EEEH S > BRIgE > Ul AEME
1t > BEIGEI AT+ LER BRARRERR .. BXFEER, BEHRTEHMEETL

- EERE, RITEHHEERFE TR, ISEEREIMRPEERIRME,

TR EREA > BAIRE > Ul REME( > Ul RBETATF EREAEFE
BIRME. B XFARE, FSAU RIBET,

- BENAERF. RIFEIT A ERNARE TEXREENBER.

I EINE KT EREHE > BRIRE > Ul REMEL > v AEBEI &R+ EERARTAPE
BNRAERF . BXFAER, HEREU REED,

o BE{TEM. WFEITHEEITHN TEREERIAFTEINAESHTENEED,

b E SR EEEF S > BRITE > Ul REMEL > ul REBEEIER -+ EER TR E
BITEN . AXFAER, BEHU AR

o RlET. RIFRHIE, RAFRDERIRENARMNIE, XERFEAIEMRRENE. FTEIN. KA
BFFo

o Bl IFIEHTH— WL, BT RMuL AL KE .
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HEIRESR I EERRHE > BAIRE > Ul REME(L > SEBhaElEm+ tisE HEhaikiE
F. BEXFAGER, BRREHEET,

o xF. BTREXRERARER.
o B, WEX AN,

EEBEREUREENBREFMITEN, EINERERAUTIE EREREXHXFEA) ,
MAFE Ul RV FEERARE !

» ResetActionsUtil.exe, FUIFEI T EBIRFTE,
« AppsMgmtUtil.exe, SSIFIEITH EBNAER TE,

« PrnsMgmtUtil.exe, 7CIFEITHEEBITEIN TE,

CMD &M Ul R BRI EEXF!

- CMD RIEENAIREGEH. ERLUEE WEM RIEARSS (Citrix WEM Agent Host Service 5

Citrix WEM User Logon Service) , UTEFFERTEIR (Fli0, BERHEHERE) Es CMD R
B, mEnE, EERAUFIEAR CMD I,

« Ul RIB#545517, Citrix WEM Agent Host Service BEIEELE Ul K2, Ul REERZBFIRH
BHEIRSED, RIMTENEERRFEFER Ul IR

AR

EABEER—IEPFREETIT CMD KIEH Ul IR,

= REHEIERVER

DTS iRk ER7E Windows FRE D ¢

INEFF TR yIPERE

BEPO Microsoft.ActionCenter
EETE Microsoft. Administrative Tools
B B Microsoft.AutoPlay
EWRRANEE Microsoft.BiometricDevices
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BitLocker JXTh2s INER

BeEE

FEEES

B EAFNEYE)

AIANERF

REEER

REMFTEINN

kbR

ZIRER T

RERE

XHHEIER

SRR

Internet 3%EI5

iISCSI Zci2F

iISNS BR%28

3

B

1k
il

=
Tof
P
]

Microsoft.BitLockerDriveEncryption

Microsoft.ColorManagement

Microsoft.CredentialManager

Microsoft.DateAndTime

Microsoft.DefaultPrograms

Microsoft.DeviceManager

Microsoft.DevicesAndPrinters

Microsoft.Display

Microsoft.EaseOfAccessCenter

Microsoft.ParentalControls

Microsoft.FileHistory

Microsoft.FolderOptions

Microsoft.Fonts

Microsoft.HomeGroup

Microsoft.IndexingOptions

Microsoft.Infrared

Microsoft.InternetOptions

Microsoft.iSCSlInitiator

Microsoft.iISNSServer

Microsoft.Keyboard

Microsoft.Language

Microsoft.LocationSettings
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FRAR Microsoft.Mouse

MPIO ECi& Microsoft. MPIOConfiguration
MLEFHEZ A0 Microsoft.NetworkAndSharingCenter
RN X 15 El AR Microsoft.NotificationArealcons
E DAtz Microsoft.PenAndTouch

DMEAL Microsoft.Personalization

BB IEAN A A7 25 Microsoft.PhoneAndModem

B JRIZE TR Microsoft.PowerOptions

2R IhEE Microsoft.ProgramsAndFeatures
& Microsoft.Recovery

Xig Microsoft.RegionAndLanguage
RemoteApp R mEIERE Microsoft. RemoteAppAndDesktopConnections
BE Microsoft.Sound

EBEEIRA Microsoft.SpeechRecognition
FfEZE(8) Microsoft.StorageSpaces

B D Microsoft.SyncCenter

e Microsoft.System

TiREBANIZIE Microsoft. TabletPCSettings
ESEMSM Microsoft. Taskbar

HPEHERR Microsoft. Troubleshooting
TSApplnstall Microsoft. TSApplnstall

)l Microsoft.UserAccounts
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Windows FEESFH4k Microsoft.WindowsAnytimeUpgrade
Windows B+ Microsoft.WindowsDefender
Windows BiAiE Microsoft. WindowsFirewall

Windows &AL Microsoft.MobilityCenter

FE& Windows Microsoft.PortableWorkspaceCreator
Windows E#T Microsoft.WindowsUpdate

TEX 3= Microsoft.WorkFolders

ISR
& BT LATE1E A Workspace Environment Management &1 FRERIASSHE, FEHINEEER A,

;D\TL/(?_L/(—F%EXEPTQFH Eblu el FIE :

- HRIIZE

M

of

o Y Action i: Delete &Y : Value

X

o 4 Action IZE Set value B Type i&i& /9 REG_SZ: Value, Data BY

M

o % Action I REG_EXPAND_SZ: Value, Data B

X
Iﬁrlﬁlﬁﬂﬁlﬁﬂﬁlﬁﬂﬁ

s s

o
J Set value H Type I&E N
1% E 5 REG_MULTI_SZ: Value, Data A

o Y Action IRE Set value H Type i

p=3_ g

QH%H?% SEDNWHER D IHENIRENAFIRE, WTFHENRE, RENSTEFARZ
o 1 Iﬂnb,u\nﬁﬁidfﬂﬁﬁﬁu BY3ZHFo

ST X A SRBE IR E RV SZHF

TEARBRIRE PEATISTEATUSEMER ENRIREE, SNAEWE, BOFoHECE, HiEt
REEEE,

HRBRIRIE D ISR
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o HENIGE, XERBEGEATFITEN, TICESTREXLETEN.
- ARIgE. XEGBEEATAHR, TittiIEREIWaITENL.
FRE S ST IFHARIEE, UTHESSEATFITENLE,

« BHETE

o ##FullUserName##

o ##Userlnitials##

o ##ClientName##

o ##ClientlIPAddress##

o ##UserLDAPPath##

o ##ClientRemoteOS##

« ADEM

« HKCU TFBIEMER

R AR
- HVARFAEANRENAERFN @ ;R17. TEERNBH
- SNARFREAXHGRE : BIR
- HNARFAEIIAIURLEY | REAT URL
- Bt

FTEDAN
. EFFEE

P45 IXzhER
. BIERENRTAH

BRI ThAR
. EFFEE

p=diEd
. BFFEE. BREHERE
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BifEFBRAXHTAETET B, NREEHATETE, ST EEMEATI

HRZE
- BHEE

|
- BRO B4R

Ini
- BiERE. BiFY. BfAELTNERE

Pz

BirT. BREATNBRMEFRISSHREET B, IREERTREE, ENRETER
FiHER T1Fo

HNERESS
. BENBH

XEERGHRF
- FEAEHEATEE

S S

o - HERHAEBLR *Active Directory /E14ICEC BY MK Active Directory B 7 [RECEER
A

B X ESRA SN FRIVTEIIR, BERMERE B,
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FRERR(F

B, BEEEMATIRIEF RN IKEhERHE IR A 2F. Workspace Environment

Management™ IR U N FRIBIRE :

&= U
#HE(FRT R, KE)# R[E AN E BT
#A(FFBR,KE)# R[EEMIEERENFFTo
#HEE(F AT R, KE# MRFAFRNRKENTHET

EEKE, WEEENFEF
fRo MRFHHRIKEANTIE
ERE, MREAENEESRE

RS
IET (F T HR)& WIFR= 15 R EIPRE A SAERE
ZEH&o
QFBFRZEME (F T HR)& PR =~ 5 SR BYFRA Z21%
&EFF(FRTER)& MRFRRATA \% FEEK

MIFRTE, NEFZEE.

\$Split(string, splitter],index)\$  1RIEA [| IEEFRNDIBITHE
RFBRFDAFFRS, HRE
R FFREB,

HEEN(F TR IR FR5 )# NFFFERPIEERG 1T s,
HIEEIEEHAEF .

IMid(5PFF &R, E24R3R5 |, KE)! NFFFERAPIEERG 1T A,

HiEEEEHENF .
ISubstring(F#F &, 248351, NFFFERPIEERG I T E,
KE)! FHiREEEHENFM.
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#Left(abcdef,2)# iR[O]
ab

#Right (abcdef, 2)# R[E
ef

#Truncate(abcdef,3)# &
[B] abc

&Trim( a b ¢ )& iR[A a
b c

&RemoveSpaces( a b ¢ )&
1Z[@] abc

&Expand(%userprofile%
\destop)& R[] c:
\Users\Jill\desktop

$Split(abc-def-hij,
[-1,2)$ &[] hij
#Mid(abcdef, 2)# R[O]

cdef

IMid(abcdef,1,2)! &X[H]
bc

ISubstring(abcdef,1,2)!
k[E] be
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' U =~
#EUR(F TR, KEW# REMFBRRURKEHRER #Mod(7,3)# iR[E] 1
Ho FIAIBUMEEBIRIMNE
o

p=—

o FRIBIRFHIIFETUREH Active Directory B4, Flal : HEaARNBINEMERN
Administrator BY, #Left([ADAttribute:NAME],2)# iR[E] Ad , 1M
$Split (##ClientIPAddress##,[\.],2)$ E[E] 157 ,

e IMid(string, startindex,length)! #0 !
Substring(string, startindex, length)! I2{FIAREREHIT.

EARE

F AR 2 Workspace Environment Management I B &M Z AN EIRIIEE. U TRBiER
T AN{AIsE AR AR -

ZE A .ini X, ErIUTE .ini XHBEREPER %UserName%, Workspace Environment
Management 23 E#ITRIEHBAREZER. B2, & Workspace Environment Management
7 .ini XEABHEANEENE R | EAFLRTEMEBEA %UserName%, HEF AR
&,

NTIREREM, ##UserName## (ENRHBIRSIEE, HILb, ¥ %UserName% BEESEZFE R
BEAE, M ##UserName#t 25 AEFHIE,

BEETRTHERA
BFEIRE PN =~
##UserName## REIRFHIFIEE =R
="%username%”
##UserProfile## REIRFHIFIRELE C:\Users\Jill

=“%userprofile%”
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MEAIRE

#H#FullUserName##

#HUserlnitials##

##UserAppData##

##UserPersonal##

##UserDocuments##

##tUserDesktop##

#H#UserFavorites##

#tUserTemplates##

##UserStartMenu##

##UserStartMenuPrograms#
#

##UserLocalAppData##

#HUserMusicH##

#HUserPictures#i

it

iE[E] Active Directory A
et

% [5] Active Directory
LNEFREE

AR [O45 5k S 1 SR HY S PRER A -
RoamingAppData

R [E14F RS SR SRR ER AR -
X1

B [B1RF RS A FE B SRR ERAE -
X

R [E14RF R S SR SRR ER AR -
KMH

B [BIRF RS A FE B SRR ERAE -
LCPS

IR B IR S f FE R SEFRER 1R -
Templates

IR [BIRFFR S 4 T B SEPRER TR -
StartMenu

R [E1RF RS SR SRR ER AR -

Programs

AR [O45 5k S 1 SR HY S PRER A -
LocalAppData

R [E1RF RS SR SRR ER AR -

Music

W [ERFR A E - B BYSEER
BR1E
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C:
\Users\JilNAppData\Roaming

C:\Users\JilN\Documents

C:\Users\JilN\Documents

C:\Users\Jil\Desktop

C:\Users\Jil\Favorites

C:
\Users\JilNAppData\Roaming\
Microsoft\Windows\Templates

C\EFP\JINY BEIRE Tz
\Microsoft\Windows\FF 443z &

C:
\Users\JilNAppData\Roaming\

Microsoft\Windows\Start
Menu\Programs

C:\Users\JilNAppData\Local

C:\Users\JilNMusic

C:\Users\Jill\Pictures
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MEAIRE

##UserVideos##

##UserDownloads##

#HUserLinks##

##UserContacts##

#H#UserSearches#

##ComputerName##

##ClientName##

##ClientIPAddress##

##pAddress##

#HADUL S

##DefaultRegValue##

##UserLDAPPath##

#VUEMAgentFolder#

##RDSSession|D##

##HRDSSessionName##

it

W [BRFR A - ALRBYSRFR
BR1E

WR[ERFFRSCAFFE - T EBYSEER
BRIE

EESHSTH S - SR
P12

R [ERFIRIAE S - BRRABISE
FRE&TE

B [B1RF RS A FE B SRR ERAE -

SavedSearches

R BT TR S SR A SEPRER 1% -
CommonPrograms

R[EH BT

R[EE A gt B
R[E%F P imit B 1P st
REHEAAY 1P st

R[EHENIFTER Active
Directory I

REI=FIAFNERAT

RO 3%

RO RERIE ID

R[OTE R ERIERT
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C:\Users\Jill\Videos

C:\Users\JilN\Downloads

C:\Users\Jill\Links

C:\Users\Jil\Contacts

C:\Users\Jil\Searches

C:
\ProgramData\Microsoft\Wind
ows\Start Menu\Programs
WIN10EN-LR3B66L
W2K16ST-51S28JP
10.150.153.138

10.150.153.213

NKG

YRLRA string.Empty
CN=Jill Chou,OU=F Pk
F,oU=TT At
[X,DC=citrite,DC=net

C:\IZER X4 (x86)\EBAR\LIE
XIFRERAIE

RDP-Tcp#72
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IEFEATS ik |
##ClientRemoteOS## IR B A FEER ELIE /AT MN&E
BAANRERS
##ClientOSInfos## REIHENIRERAER Windows 10 &)V kR 64 iz

MG IR ##UserScreenCaptureComment## i T/ AV ESR D LIRS ATl ST B FHBHHE
R, fIFagigE > ul KEMEL > BEeiET, a3tirEE, APREREREHALHARE
FHEI—MITRERR TANTLFR. ZiPeHa ST B FHGR, LT REBFHiGt
ERPREIZATZ LB,

A EREM

E{FH Active Directory B4, WEM ¢ [EE #9148 X B Active Directory B, =Z1Ef Active
Directory BMMIE R, E—MMEXNHiERE TFREEERMNE,

MFAFALKREAL (OV) 1, WEM &=fF BER9HE X Y Active Directory OU %5, Active
Directory B&1X =2 Active Directory PRI F X (LDAP), M eHF&%,

fIan, RigEENBFFRER OU ME— 1T WRIREER. EEIEMARREBRBREFERISS
KEpSETA PR OU, EASTRERMMAI !

o EMLIRoHERE P ERER shS T, Fla0, EeJAERMU TR ¢ \\Server\Share\
[UserParentOUu:0]\ o

o IREBE— A O0U MNIMETE, AENEEIREN . AEETLUFIKE2MRET T \
\Server\Share\%0U%\ o

p=3 g
o BRI T 0B N B8R ETE OU LSk R BIR A3 N AVEL

o IERILUNEEMMEIRES. Mit, BHREREAES OU 1B LA KL,

1RE B LU Active Directory B #1T7H1%. £ BEE > TH%k2s > &M > HiEBREHIIER £
WLk, BE BN EULETHHEMERFMED. T FERESRFEEOR, ETUE
B RS Active Directory @14 % BXRYTH IR 2SS 28! ©

« Active Directory J& 4 ChD
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« Active Directory £HPTER
« Active Directory BR{ZPCHED
« Active Directory I s CHg
3FF Active Directory B4 PLER, BTN - Active Directory AICEL R B ] BHmIASHE, EA

ZEHEBRTFREAMRZR. XTF Active Directory BR1ZPLAD, 5T LDAP BRIEMEIESHEA
##UserLDAPPath##, XF Active Directory L= PLER, EhASSHEN ##ADSite##,

BxTbl, BEHETER:

=X 73U N
[ADAttribute:attrName] R[EE AP SRS [ADAttribute:name] 3X[E]
Administrator
[PrinterAttribute:printername| REEEFHITENVIRIEE B4 [PrinterAttribute:printerd|
attrName] name] 3&[g] printerl
[UserParentOU: level] IREIHFIAFPHX OU BIEE [UserParentou:1] 7E
25l CN=Jill Chou, OU=User

Accounts, OU=APAC, DC=citr
ite,DC=net HIR[E] APAC

AR
BFAEMEKR, WEM &JF [Registryvalue:<Registry path>] EEAHEXEIMERE. F
i, BRI IEELL TE:

XML X

EERH XML X1, WEM £¥5F [GetXmlvalue:<XML path>|<tag name>] {EE#AN XML XH&FH
FIFEMRICE. XML BRI LR EPREEER, ol ARERNIMETE, BHNIH % IEFHE
TE, flW, EaILIsEUTME:

« \[GetXmlIValue:C:\citrix\test.xml\|summary\] 3¢

o \[GetXmlValue:%xmlpath%)\|summary\]
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INI {4

BEFEA .ini X%, WEM 2% [GetInivalue:<INI path>|<section name in the .ini file>|
<key name in the .ini.file>] EIRABEE. INI BREAILESEMREREZR, tWAILLEBITAREN
HIRETE, BUIA % BFFRETE, fla0, ZebUsEUTE:

« \[GetIniValue:C:\citrix\test.ini\|PLD_POOL_LIC_NODE_0_O\|LicExpTime\] 2¢

» \[GetIniValue:%inipath%)\|PLD_POOL_LIC_NODE_O0_O0\|LicExpTime\]

ESER

TSR SR FERE
TRIE T HMSER TSR oS EBFR A SR8,

Seff2e8 Wit E PEERLER
BN FRIEED - =
& P ina Rt EC - =
28R U £ =
AMRIEITED = =
WMI &4 R ITEC - =
XenApp® 7% FRILED - =
XenApp X RITAD - =
XenDesktop® 17$aFRILAD - =
XenDesktop SEEIZHFFILAD - =
Active Directory JE 4 PTEE = =
LMEEESIRF = =
Tt BRI - =
& P ima Rt EC - =
TIMRT EPTE £ =
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SFFER izt & PEARLE R

TR EITE = =
T WMI E L5 RITE - =
7 XenApp 7% FRICED - =
o XenApp XI5 FRICAD - =
7c XenDesktop 1% R PLAD - =
F XenDesktop S HEHAFRIT - =
fic

T Active Directory B4 ICED = =
LIMHERETIRF = =
S EPEED = =
TS ETA = =
X hiRA<IEEC = =
X R APEED = =
BRHAFRT - =
BIMESIRA = =
BHIMATETIRTF = =
I HFEFE - =
I RATFE - =

g EEMRE

AXN4BT Workspace Environment Management 1 5351518 B8 X B E MR ES
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—‘ Citrix Workspace Environment Management =-|0 -

§ Connect e R D<fouit = '| @, Delete ? Export Actions ? Export Settings
&) Create ~

E— Disconnect @ Edit Refresh ? Import Actions i Import Settings

er ' PO po r

Policies and Profiles ’J Eiclgd LWl Desktop | Windows Explorer | Control Panel | Known Folders Management | SBC [HVD Tuning

g Environmental Settings Environmental Setting Management

- ¥| Process Environmental Settings | Exclude Administrators
w Microsoft USV Settings -

i . User Interface: Start Menu
1 citrix UPM Settings

Hide Common Programs Hide Windows Update Force Logoff Button

VMware Persona Settings
Remove Run from Start Menu Lock Taskbar Turn Off Notification Area Cleanup
Hide Administrative Tools Hide System Clock Turn Off Personalized Menus
Hide Help Hide Devices and Printers Clear Recent Programs List
Hide Find Hide Turn Off Computer

User Interface: Appearance

@ Actions Set Spedific Theme File Set Backaround Color

[} Filters [ | [y

[ | Assignments Set Spedific Visual Style

@ System Optimization |":.' indir % Yresources {Themes\Aero\aero. msstyles |

| Policies and Profiles 1 Rl T Style

@ Configured Users | | |_ =

[_| Transformer Settings

[} Advanced Settings

[ Administration Actions

Apply 1| |r Cancel

@ Monitoring !

@ Current access level : Global Full Access .:

= RERF

I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

BRI NoCommonGroups
EE S DWORD

(S RAIEIEARIARS

MR PBIRETT

N
v
=

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer
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MRS R RRSETT
BRI BIEETT
(EE38 DWORD
ERE 1
BRE 0
PSS RIEFARIARSS
REEETE
I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Explorer\Advanced
BERFR Start_AdminToolsRoot
EE38 DWORD
ERE 0
BHAE 1
LS RIEFARIARSS
PRIEFERN
I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer
BB NoSMHelp
EE38 DWORD
ERE 1
BHE 0
LS RIEFARIARSS
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PRRER

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

B NoFind

(EESEE DWORD

ERE 1

RAE 0

LS RIERARIARSS

pEi WINDOWS BT

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BB NoWindowsUpdate

(EESEE DWORD

ERE 1

RAE 0

LS RIERARIARSS

MEESE

%] HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

B LockTaskbar

(EESEE DWORD

ERE 1

RAE 0
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HEESE
y(SE BRIVRS
(ST ER TN

I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BT HideClock

B8 DWORD

ERE 1

BHAE 0

P(SE RIZIFABYARSS

BRI & ANFT ENAL

I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Explorer\Advanced

BERF Start_ShowPrinters

B8 DWORD

ERE 0

2RE 1

P(SE RIZIFABYARSS

B X F AL

AT HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BT NoClose
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B X FTEAL

ERE

RRAE

S(SE

SRFE R

I

ERE

RRE

S(SE

X BRI XA R

R

ERE

RRE

S(SE

374

DWORD

RIZFABIBRSS

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

ForceStartMenuLogoff

DWORD

RIZFABIBRSS

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

NoAutoTrayNotify

DWORD

EREARS
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XA MEESE

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

EEZE) BREXRE

(EESEE DWORD

ERE 0

ZAE 1

LS EREARS

BRRENEFRTIR

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BB ClearRecentProgForNewUserInStartMenu

(EESEE DWORD

ERE 1

RAE 0

LS EREARS

REREEEXH

8% HKCU\Software\Policies\Microsoft\Wwind
ows\Personalization

B ThemeFile

BEE REG_Sz

ERE Rl e ENRE

2RE EREFE
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RERE XM
pUSE BERITIRS
REERAG
I HKCU\Control Panel\Colors
BRI G
BE REG_Sz
ERE FEREE (R G B)
2HRE ERFE, NRzAEES, M3 000
PSS RIEFARIARSS
RERSEMER
I HKCU\Sof tware\Policies\Microsoft\Wind
ows\Personalization
BB SetVisualStyle
BEE REG_Sz
ERE Rl ENRE
HE {BEFRFE
PSS EREARS
REER
RiE HKCU\Sof tware\Microsoft\Windows\Curre
ntVersion\Policies\System
EEZE) BER
(EESEE REG_SZ
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REEE

ERE B aPiEENRE

=E(E ERREZES

pLS L BRIRS

RiE HKCU\Sof tware\Microsoft\Windows\Curre
ntVersion\Policies\System

BEBF WallpaperStyle

=B 3t REG_SZ

ERE BAFHRE

BRE EREK

a3 BRIRS

R HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\System

BB TileWallpaper

BEE REG_SZ

ERE BURTFHEE

BHE IE67S

238 BRERS
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_‘ Citrix Workspace Environment Management EEIES

& Current Site| Defavit Site

'| @4 Celee | % Export Actions 4p Export Settings

&l Connect
&) Create
E— Disconnect e Edit Refresh ‘E’ Import Actions & Import Settings
i [ i

Policies and Profiles w Ll Windows Explorer | Control Panel | Known Folders Management | SBC [HVD Tuning

@ Environmental Settings User Interface: Desktop

" ) Hide My Computer Icon Disable System Properties Hide Metwork Icon
Q Microsoft USV Settings
2‘1{1 Citrix UPM Settings Hide Recyde Bin Icon Disable Recyde Bin Properties Hide Network Connections
VMware Persona Settings Hide My Documents Icon Disable My Documents Properties Disable Task Manager

Go to Desktop instead of Start
User Interface: Edge Ui

Disable Switcher

Disable Charms Hint

[ | Actions

| Filters

b B

.| Assignments

=) System Optimization

Configured Users

[y

I @ Policies and Profiles 1
]
]

_| Transformer Settings

[[ | Advanced Settings

[} Administration Actions

= o Apply Cancel
= Monitoring ! 1| |[ !

¥ Connected to : LABBROD @ Current access level : Global Full Access .:

PR Y FR A A

RINE A HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\NonEnum

(EEZETR {20D04FE0-3AEA-1069-
A2D8-08002B30309D}

(EE3iY DWORD
ERE 1
2HE 0

S(SES EREIRS

Rt [t B A

RINE A HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\NonEnum
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BRI E AR
BEBFR {645FF040-5081-101B-9F08-00AA002F954E}
EE3iS DWORD
ERE 1
ZHE 0
P BERERS
PRRIER A SIAY B4R
RI HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\NonEnum
BT {450D8FBA-AD25-11D0-98A8-0800361B1103}
EE3iS DWORD
ERE 1
ZHE 0
LS BRINRS
HISEMASH A
I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Explorer\StartPage
BB OpenAtLogon
EE3iS DWORD
ERE 0
ZHE 1
LS BRINRS
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BRARGREY

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BB NoPropertiesMyComputer

(EESEE DWORD

ERE 1

RAE 0

R RIBFAAARSS

FrREsEYE

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BB NoPropertiesRecycleBin

(EESEE DWORD

ERE 1

RAE 0

R RIBFAABARSS

BRRNMEY

%] HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

BB NoPropertiesMyDocuments

(EESEE DWORD

ERE 1

RAE 0
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BREAEE N
A2 RIEFARIARSS
R & BT

I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\NonEnum

BB {FO2C1A0D-
BE21-4350-88B0-7367FC96EF3C}

EEiS DWORD

ERE 1

BHE 0

PSS EREARS

R AR

%] HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

B NoNetworkConnections

EEiS DWORD

ERE 1

BHE 0

P(SE RIEFRRIARSS

BRESEES

%] HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\System

BB DisableTaskMgr
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FRESEER
(EESi DWORD
ERE 1
RAE 0
abE RIZFABIBRSS
Rtk
K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\ImmersiveShell\EdgeUI
BRFF DisableTLcorner
EESES DWORD
ERE 1
BAE 0
ab1E B RIARS
RABLEHRET
%80 HKCU\Software\Microsoft\Windows\Curre
ntVersion\ImmersiveShell\EdgeUI
BRFF DisableCharmsHint
EESES DWORD
ERE 1
BAE 0
ab1E B RIARS
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_I:I-

& Connect 3 CurrentSite | Defailt Site

&) Create

E— Disconnect e Edit

LT}

e | @2 Delete

U ExportActions 4p ExportSettings
Refresh ‘E’ Import Actions & Import Settings

T )

Policies and Profiles

@ Environmental Settings
@ Microsoft USV Settings
& citrix UPM Settings

VMware Persona Settings

[ | Actions

Filters

b B

Assignments

System Optimization

Policies and Profiles 1

Configured Users

Transformer Settings

==

Advanced Settings

Administration

Monitoring

Windows Explorer
User Interface: Explorer

Prevent Access to registry editing tools

Prevent Access to the command prompt

Disable Cmd Scripts

Remove Context Menu Manage Item

Drives Restrictions

Hide Specified Drives from Explorer

Actions

Control Panel

SBC [ HVD Tuning

Known Folders Management

Remove Network Context Menu Items Disable Explorer Context Menu

Hide Libraries in Explorer Disable Taskbar Context Menu
Hide Metwork Icon in Explorer
Hide Programs Control Panel

Disable Windows Security

Restrict Specified Drives from Explorer

|[ Cancel

- Apply 1|

¥ Connected to : LAB!

@ Current access level : Global Full Access .:

FELEA R RAE TR

FEIEIF RIS R AT

N
e
=

BB

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\System
DisableRegistryTools
DWORD

ZHERI Regedit?2: 1

RIZFABIBRSS

HKCU\Software\Policies\System

DisableCMD
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BRI TRl IR

ERE

RRAE

S(SE

PR _E TSR A TR

I

ERE

RRE

S(SE

IBRFIZE TSR B

R

ERE

RRE

S(SE
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DWORD

HRBHR CmdEIA?2:1

RIZFABIBRSS

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

NoManageMyComputerVerb

DWORD

RIZFABIBRSS

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

NoNetworkConnections

DWORD

RIZFABIBRSS
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TR REER R PR

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\NonEnum

BB {031E4825-7B94-4dc3-B131-E946B44C8DD5}

(EESEE DWORD

ERE 1

RAE 0

LS EREARS

ERREEEPREMBER

K1 HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\NonEnum

BB {FO2C1A0D-
BE21-4350-88B0-7367FC96EF3C}

(EESEE DWORD

ERE 1

RAE 0

LS EREARS

PeRTE P12 AR

%] HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Programs

BB NoProgramsCPL

(EESEE DWORD

ERE 1
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PRRiAE 225 E AR
RAE 0
S(SE RIZFABIBRSS

#FH WINDOWS Z2/D

I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

B NoNtSecurity
(EE34 DWORD
ERE 1
BHE 0
a3 RIBEABIARSS
BRARREESR L TXRE
I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

B NoViewContextMenu
(EE34 DWORD
ERE 1
BHE 0
a3 RIBEABIARSS
BHAESI=ETXRSR
I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer
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BRESE E RS
BB NoTrayContextMenu
EEiS DWORD
ERE 1
ZRE 0
PSS RIEFARIARSS
MERER RPN
I HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer
B NoDrives
EEiS DWORD
ERE EEURFPMERYIK 2R R
BHE Null (RZfIFRIZ(E)
LS TRERS

PREI R E IR IR PRIEE X B aE

I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

=EZX 0 NoViewOnDrive

EE38 DWORD

ERE EBURTF LR IR IR AT
BHE Z= (NZMIFR%(E)

PSS ERINARS
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“ Citrix Workspace Environment Management =-|0 -

& Current Site| Defavit Site

§ Connect e '| @, Delete ? Export Actions ? Export Settings
Create

E— Disconnect e Edit Refresh ‘E’ Import Actions & Import Settings

i [ i

Polides and Profiles StartMenu | Deskiop | Windows Explorer |[eGGGIEERSE Known Folders Management | SBC [HVD Tuning

g T — User Interface: Control Panel

. Hide Control Panel
Q Microsoft USV Settings a

& Citrix UPM Settings Show only spedfied Control Panel Applets Hide spedfied Contral Panel Applets

VMware Persona Settings Display Add Add
Remove Remove

[ | Actions

[ Filters

IQ Assignments

IQ System Optimization

. [__| Policies and Profiles 1

=

[ | Configured Users

[_| Transformer Settings

[[ | Advanced Settings

[} Administration Actions

— — Apply Cancel
IQ Monitoring ! 1| |[ !

¥ Connected to : LABBROD @ Current access level : Global Full Access .:

ReRLI2 | EAR

I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer

BT NoControlPanel
(EE3iY DWORD

ERE 1

RRE 0

S(SES RIZFABIBRSS

R EERNEF IR VER

N
e
=

HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer
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X EREERNEHERNER

BB RestrictCpl
EEiS DWORD
ERE 1
ZRE 0
PSS RIEFARIARSS
HFSMAVFIERF
R I HKCU\Software\Microsoft\Windows\Curre

ntVersion\Policies\Explorer\

Restrictcpl

BRFR INEFRZRE] (M 1 FHaH BEnEig)

=Bt REG_SZ

ERE AppletName

BRE 7 | BRRR

a3 RIZFABIBRSS

BRE E AV R E AR VIZFE

RIE HKCU\Sof tware\Microsoft\Windows\Curre
ntVersion\Policies\Explorer

B DisallowCpl

EEiS DWORD

ERE 1

BRE 0

a3 RIZFABIBRSS
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HTFE/IFRFNDNERF

N
e
=

HKCU\Software\Microsoft\Windows\Curre
ntVersion\Policies\Explorer\
DisallowCpl

B NMEFRERS] (M 1 FFiaH B ohiEig)
=B it REG_Sz
ERE INE R SRR

ZRE Z=/E MR

IETEhEE RIZIFABYARSS

) Current Site| Default Site '| @4 0elet= | % Export Actions 4 Export Settings

& Connect
e Create .
E— Disconnect e Edit Refresh ‘2’ Import Actions i Import Settings
i ) i

Policies and Profiles Start Menu Windows Explorer | Control Pane! (EEGUEVRESWEEEREEREREN S SEC [ HVD Tuning

@ T Known Folders Restrictions

- | Disable Specdified Known Folders
‘%’ Microsoft USV Settings =

&1 citrix UPM Settings Add

VMware Persona Settings

[L | Actions

[ Filters

[ | Assignments

[[ | System Optimization

. [ | Policies and Profiles 1

= Configured Users

[_| Transformer Settings

[ | Advanced Settings

[ | Administration Actions

[} Monitoring i Apply 1| |[ cancel

¥ Connected to : LABBRO01 € Current access level : Global Full Access

FREENBHXHE

N
e
=

HKCU\Software\Policies\Microsoft\wind

ows\Explorer
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B AEEN B HK
B DisableKnownFolders
EEiS DWORD
ERE EBURFPMERIKEDER =
R Null (RzfIFRIZ(E)
PSS BERETIRS
M TSI EAR K
RIN HKCU\Software\Policies\Microsoft\Wind
ows\Explorer\ DisableKnownFolders
BRI BRI TR
=B it REG_Sz
ERE BRI TR
BHE Null / 2R
PSS ERERS

IFIBIEE SBC/HVD fit1t(/en-us/workspace-environment-management/2407/media/wem-admin-

console-environmental-settings-06.png)

ERiEmEEEN
IR HKCU\Control Panel\Desktop
BRI DragFullWindows
BEHE REG_Sz
ERE 0
BHE 1
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BRI EE

LS BRIIRS
BRI

I’ HKCU\Control Panel\Desktop
B DisableCursorBlink
(EE3E DWORD
ERE 1
RAE 0
LS EREARS

JEF AUTOENDTASKS

K1 HKCU\Control Panel\Desktop
EEZENN AutoEndTasks

EES DWORD

ERE 1

ZHE 0

PSS ERIRS

WAITTOKILLAPP i8R}

%] HKCU\Control Panel\Desktop
B WaitToKillAppTimeout

EES DWORD

ERE FcEE
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WAITTOKILLAPP i8Rt

ZRE 20000 (+3Hl)
p(SE BRERS

RESARIAFESR
RI HKCU\Control Panel\Desktop
BT CursorBlinkRate
EES DWORD
ERE FcEfE
2 HE 500 (+i#Hl)
ab3E ERERS

RENRE BRIER
I HKCU\Control Panel\Desktop
B MenuShowDelay
EEiS DWORD
ERE FcBfE
BAE 400 (+3l)
pLSEd B RIIRS

WERXEIER

K1 HKCU\Control Panel\Desktop
BB InteractiveDelay
EEiS DWORD
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RERHIER
ERE FEME
BRE ZZ | BRRR
PSS BRIIRS

BRYERR
RI HKCU\Control Panel\Desktop
BRI BRI
(EE3E DWORD
ERE 0
ZAE 1
LS TRERS

BRS/IMLEhE

KB HKCU\Control Panel\Desktop
B MinAnimate
(EE3G DWORD
ERE 0
BRAE 1
p(SE TRIERS

N,
v s
Workspace Environment Management & A Fifkse, SR XLEZGREERNIERRAR
PERFENEXER. EXEEEZT P EAXERHFNESER, BERIMIESR.

ERUTImERMAN, BERUTRMER
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- MRABZEERIENSZIRRIERS L :

o “BPIEEERINEENNE P iRgE.
o “WEHME iz fE N EEN,.

MRRELZEEYERR L, WRGRTHFIFTEPHBIRGTER.

SRR 94259 TRUE
FriHA{E Ay N/A
FiiHAZE SRR N/A
FERIE N/A
iR [E] o
SREFRTR HEABRTA
FiiHA(E2ER N/A
FHALE SRR FRIR.
FRHAIEE BTN Computername 2N

(2%) : Computernamel;Computername?2 &
e (WERATFZ) : ComputerName*

i [E] MR HFNITENZIRS M ECE, TiR[E]
True, TNiR[E False,

eSSt & P imaFRPCEC
FAR(EZE R N/A
FRERE AT FREB,
FERIE A BANEFFNE: Clientname 2K () -

Clientnamel;Clientname2 @ffF (WERFZ
“N) : ClientName*

R [EE R SIE A inB S NAERE, NG

True, HNiR[E Falses
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E SRt

FRRE SR

FHRLE SRR

FERIEE

R[EE

FraTh

FERE R

FRRLE SR SE R

FERE A

R[]

BT

FRR{E SR

FHRLE SRR

FRRTE A

R[]

396

IP 3thtPTER
N/A
IP ik,
BANZFRNIR: IpAddress 2N (OR):
IpAddress1;lpAddress2 BECRT (HWERFZ):
IpAddress* SEE (t23&AF21): IpAddress1-
IpAddress2
R HFTEN P it 5K ETE, k(G
True, BNK[E Falseo
EPE P HihkITED

N/A
|P 3k,
BNLFNIR: ClientlpAddress 2N

(2%) : ClientlpAddress1;ClientipAddress?2 &
B (WERTFZ) : ClientipAddress* SEE

(HEATFZ) : IpAddressi-lpAddress2
MREFIR PG P it 5NN ETE, Nik[E]
True, BNR[E] False,

ACTIVE DIRECTORY s PCHg

N/A
EMiX A9 Active Directory I s BIEA T4 T,

Active Directory It 52 & ¥Fo

MRIETEIL RS Heiuh = PR, NHRE] True,
ENE[E] False,
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E SRt

FRRE SR

FHRLE SRR

FERIEE

FraTh

FHREEE

FRRLE SR SE R

FERE A

R[]

BT

FRR{E SR

FHRLE SRR

FRRTE A

R[]

E SRt

FRRE SR

FHRLE SRR

397

apd
N/A
28N (B0 - 28-) o

BANLIE - DayOfweek Z MR (37)
DayOfWeek1; DayOfWeek2

MNRSKENMHETEN S True, TN
Falseo

BT S0
FRB, T ERBT.
FRB, BT SRTEE,
B it EIEZEM: 2
MRIFETSFEREA, NA True, TN
5 False,

AMRMEITE
FREB, BENRFMRENTEREZNS
o mBl: JEMFRIN
HKCU\Software\Citrix\TestValueName
FRIE, MR EMRIBITIH(E,
B—Fis: EIEZEM: 2
MR FMEREFEEER, WA True, BN
7 Falses

WMI Zif4hRPTED

N/A

FIFERo
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E SRt

FERIEE

E St

FRRE SR

FHRLE R 2ERY

FERE A

@]

E S L

FHRE R

FRRLR SR SE R

FERE A

(o]

Frath

FEREEE

FHRLE SRR

FEREE

398

WMI Eif4ERITE
BRI WMI B, BXIFAER, BEESH
<https://docs.microsoft.com/zh-cn/

windows/win32/wmisdk/querying-with-

wqgl> o
MREBWAINHBLER, WA True ; TN

Falseo

Fi P EIZR/3#hX PThg

N/A

FIFERo

MALF N 1ISO IBE%.

SNRAF 1ISO EE RS EE BN

True, FNA False,

AR Ul iEEE

N/A

FIH, ML ISO ESHM. HIil FR.

AL 1ISO IEE 4. a0 FR,

SNRAF UIISO EEAMEEE ERE N

True, FTNA False,

P SBC #RAEE

N/A
MIITRAFIERR,
N/A
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AR A SBC &iFE¥RY

R[5 MERBAFP LT (BERFHNEEHNERER)
SFrm&EPCES, M True, BN False,

P3as2 BERGT AR
FiHR(EIEEY N/A
FIHERLE R AR MNTHIBRAIEF,
FHAE A N/A
X [E] MNRITEHNTEEHT (x64 5 x86) S PME(EMT

fd, MR True, BN False,

E SRt BEERS
FiiHA(E2ER N/A
FRHAZE R A M THIFIRAFER,
FERE A N/A
R[] INREERS (ELSEL) SPE@EPTE,

M True, BNA Falses

E SRy CITRIX VIRTUAL APPS™ hRZAITHES
FHA(E 2R N/A
FRHRLE R R FRFH, Citrix Virtual Apps ik, =l : 6.5
FERE A N/A
R[E] NRARASFMEEPTEC, WA True, BRA

Falseo

SRR CITRIX VIRTUAL APPS 174 #iIChg

FiHA(ESER N/A
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E SRt

FHRLE SRR

FERE A

E St

FRR{E SR

FHRLE SRR

FRRE A

E S L

FRRE R

FRRLE SRS R

FERE A

R[]

Frath

FEREEE

FHRLE SRR

400

CITRIX VIRTUAL APPS 174 ¥rPoEd

FRIF. Citrix Virtual Apps 7% (RERAE
6.5) o =l : Farm,

N/A
MNRABMEFMEEPTES, A True, {NA
Falseo

CITRIX VIRTUAL APPS X4 FrtEd

N/A

FRE, Citrix Virtual Apps KIg&# (REAR
£ 6.5) o mfil: Zone,

N/A
MR EFMEEPTE, MA True, FNA
Falseo

CITRIX VIRTUAL DESKTOPS™ 174 ¥rPCED

N/A

FRFE, Citrix Virtual Desktops 7% (B85
k&2 5) o = Farm,

N/A
WMNRBIMEFMEETES, MA True, [NA
Falseo

CITRIX VIRTUAL DESKTOPS REH%FRPITED
N/A

FRE, Citrix Virtual Desktops £HEH, =
f : Groupo
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E SRt

FERIEE

U]

FraTh

FERE R

FARLE SR SE R

FERE A

R[]

BT

FRR{E SR

FHRLE SR 2E R

FRRTE A

R[]

E SRt

FRRE SR

FHRLE R 2R

FERIEE

401

CITRIX VIRTUAL DESKTOPS SEE A% FrPoEp
N/A
WMNRBMMEFMEEPTES, M True, FNA

Falseo

CITRIX PROVISIONING™ BRU{FHET

N/A
M THIERZER,
N/A

AN L A1 Citrix Provisioning BUSIE T S PTiEE
PTEd, WA True, BNA False,

BFRRERS
N/A
M THIERZER,
N/A

MR HEE P IGIRERAZEFMEEIEE, N
True, &R Falses
ACTIVE DIRECTORY I&ZPTED
N/A
FRIE. MiRAY Active Directory BRI,

BANLFNINER | 8 LDAP BRRITED @B TN
i OU=Users* Z1°%B : B9% () PkE%E

WMREMEFEEBERER, WA True, TNA
False,
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E SRt

FRRE SR

FHRLE SRR

FERIEE

FraTh

FERE R

FRRLE SR SE R

FERE A

R[]

BT

BEXRMTH

Frath

=
=

177

it
R

402

ACTIVE DIRECTORY [E14PTER
FRIF. MY Active Directory BRI,

FRIER, MIRXAY Active Directory JB4ERIFRER
B,

BENR EZEXRE  B25S () 2RFE ¥

Zemst 2
WMREMFEBRERA, NA True ; [TNA
Falseo

B EESIRE

FRTE. H Integrity List manager SEEERF4E
B EY XML 5l 5RBVTEEE AR 1R

FRIH, BEVIRPERRILIVERNTHE,

MRHABEIREYROBIVENPERE], N
79 True ; BNJ False,

& COMPUTERNAME [tfg

BT HENAIRTE FHREERNER (R
73 false M9 true, #ARA true N7 false) o
BEXFMER, BBREKMY HHENARITE,

F& P i FRreE
TITEFIRGITTEHERIEREIER (IR

73 false Mg true, #OERA true N7 false) o
BXFMAER, FBREZHN BPIEAIRTE.



F4}
R

Fl
R

it
R
i

it
R
i

AR

Fl}

Fi}
R

E SRt

E St

BT

Frath

FraTh

E S L
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7c 1P thatPTEd

BT IP IR REIER VSR (J0RA
false M7 true, AERA true MK false) « B
XIFMER, 1B5BIREM IP HhtPTHg,

TE i 1P #hhtPrEg

BITE PG 1P LR REIME R LR (W0
B3 false M true, FARA true MA

false) » BXIFHER, BEBREZH BEFERIP
HuhtPTEg,

75 ACTIVE DIRECTORY liys PTiig

51T Active Directory i s PLER H iR [B]48 g BY4E
R (WRA false M true, FNRH true M
false) « BXEZELR, BEBIREMH Active
Directory 52 PCHD,

T3 BT

BITHRTSREARCIERNER (RN
false M9 true, #NERA true M7 false) » B
XEZER, BEREX M FIETEITE,

TEMREPTER
BITEIMRELEFREERNER RN
false M7 true, ANERA true MJ false) . B
XEZER, 152HEMN IMKREITE,

T WMI ZEif45 R P
BT WMI B4 RICEHREMERIER (30
BRA false M true, FIRA true MK

false) « BXBEER, FSHAZKME WM Eif
SR,
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it
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it
R
ai

Fi}
R

E SRt

E St

BT

Frath

FraTh

E S L
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ZRAFERMXICE

SITAPERMXCERAFREERER (W
R false MF9 true, GNRA true NHA

false) . BXFHER, BEBHKHE AFER
HIX PTEg,

THF Ul B

EITHP UIBEREHFEREIERER (IR
73 false A9 true, FORA true N false) o
BEXIEFMER, BBREHE BP UIE5TE,

& CITRIX VIRTUAL APPS krA<PCfig

3BT Citrix Virtual Apps hiZ<PEEE H iR [5]48 fz BY
R (FNR A false MA true, FORA true NA
false) . BXFHELR, BEBIREM Citrix
Virtual Apps hRZA<PTSED,

7 CITRIX VIRTUAL APPS 174 FRICHD

3B{T Citrix Virtual Apps 7% #PLES, FHiR[EIHE
REVER (BNRA false M true, FARA true
M7 false) » BXFMER, BBREZMN
Citrix Virtual Apps H&FRICED,

J CITRIX VIRTUAL APPS KIH%FrPTER

iB1T Citrix Virtual Apps X1 & #rPCER, Hik[E
MRMER (GNR A false WA true, FRA
true M9 false) » BXIFMER, HEBRAEXMN
Citrix Virtual Apps KIF&FRITHL

7 CITRIX VIRTUAL DESKTOPS % FrPtED

i&1T Citrix Virtual Desktops 7% #ICEE, FiR
EIERBILER (GORA false WA true, HIRH
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AR X CITRIX VIRTUAL DESKTOPS & #iFtHz

true M7 false) » BXIFMER, BSREXMN
Citrix Virtual Desktops 1% ¥iPChg,

ZMHAFR F& CITRIX VIRTUAL DESKTOPS SHZ4FRIT
[

BEFRMITH i&1T Citrix Virtual Desktops S HEZH & FFPTAL,
FHIREMERIER (WRA false MA true, 0
R true MK false) . BXIFHER, ESH
%1% Citrix Virtual Desktops SEEI£H&FRITHED

o

E St % ACTIVE DIRECTORY B&{ZPTAZ

BERMTH iZ1T Active Directory Path Match F&R[E]#E K HY
S£R (WRA false WA true, FARA true NJH9
false) . BXFMER, BEBIRZM Active
Directory Path Match,

BT % ACTIVE DIRECTORY E14IEAR

H1ThH iB1T Active Attribute Path Match Fi&[E]#8 &z B9
R (FNR A false MA true, FORA true NA
false) » BXFHER, BEBIRZM Active
Attribute Path Match,

FH}
R

P Jaz=drn LR ERETRF
BEZMITH i&1T Name or Value is in List &R [Bl48 k 8945
B (tn8 R false MIA true, R true NIA
false) » BXIFHMER, 1BLIREZMH Name or
Value is in List.
P Jasdrn BFPRTRRRERSICE

FHR(E R N/A

FRRLE SRS R M THIFIRAERE,
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E SRt

FERIEE

U]

FraTh

TH

BESRM

=\

E S L

FHR(E R

FRRLE SRSE R

FERE A

U Y=

Frath

BERMTH

FraTh

FHR(EEE

FRRLE SR SER

FERE A

406

BT FR AT

N/A

IR YFIIEIE R P IniRERS SFMEEITED,
MR [E] True, ENR[E] Falseo

TR P IRTR R ERGITH
ETE PRI ER AT AL R E4E K 94
R (fnR XA false MA true, TR true MH
false) » BXIFAELR, BEAZNG BFWET
R IERAITA,

shS (Pt

FIH, EAMREENHNTTENERS

FRFHR, MIAFTANBITRHERE,
BN ¢ B FFZME : 2
MRSKRANEREFTEELE, WA
True, &N Falseo

TN EPCE
SITohSERREFREERINER (RA

false M9 true, BORA true MK false) - B
XFMER, BRI N sh&ETE,

FIREBREARE
N/A
MTRIFIRFIER,
N/A



WORKSPACE ENVIRONMENT MANAGEMENT™ 2407

E SRt

R [EE

E St

0=
[=)

TR

it
R

F&raT

FRR{E SR

FHRLE SRR

FRRTE A

E SRt

=
[=)

(SXeWS

it
R

E St

FRR{E SR

FRRLE SRS R

FERE A
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BRBEARE
MNRHFEIRERES S PMEERES, WA
True, FNA False,

EXZ P iRIRERSICED

IE1TE PimiRER A LA HREIHE R B4

GNRABUARE, WNRAENAR) - BEX
BZER, BEREZY BERIREERSKITE,

ACTIVE DIRECTORY 4HPTE
N/A
FRIHo
BN © 4B NetBIOS &7
(DOMAIN\Groupname) Z/NlliR (%)
Groupnamel;Groupname?2
N8R LFi B P AR ERI— SN E D,
M7 True, TN False,
7% ACTIVE DIRECTORY 48Ptz

iB1T Active Directory APt HREIHE R FIZER

(BNER A false Mg true, TNRF true Mg
false) » BXIFHAEER, BEEIREMH Active
Directory £APTHD,

X {4 RRAPTHD
FRHR, BRI AR RN
T : C:\Test\TestFile.dll

FRIHR MIAXFBYFRHEA fHhR A B,

BRI B FFZEWR : 2
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Eus A X RRAPTHED
RG] MNRFMKREFEREE, NA True, TN
5 False,
&2 TR TS AR ASPTAE
BEXHTH BITXHFRRACEEHREIERNER (IR
false M9 true, FNERA true MR false) » B
XIFMEER, BEBREEZN XA ITE,
P Jas=2rn LRSS
FHR(E R N/A
FIHERLE R AR MNTHIFRAIEFR,
FHAIE A N/A
RG] IR UFILIERRS S FmEEE, WA
True, FNA False,
=

AEERRBRIFELIMERTRIERMARE A, BIEEUAT/IR | IRRGHRRRERHBRIN
AR, 1571 CESR FRPBRANAREFBNKEERT. NMRATHFRZEERTHE
H, 177 CRER FRTPRARBEHIR BB

TR RHEBFRI
FuHRESER N/A

FRHERLE R EY FRB. RHRBFEHGH (Citrix Virtual
Apps/Citrix Virtual Desktops/RDS) o

FRERE A BNRIR | ERXBHRFESIT 2T
(80) : %152 BRI @ &

408
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ES LY RHEBRDIT

ik [E] MR UFE A HBIRRAINS MK EPTE,
M7 True, TNA False,

Frath HAMESIRS

FEREEE FIHR, HEBEMTIREERLAEF LMY
XML 53R TeBE X HERTE,

FHRLE SRR FIH, BEFIRPELRHILIRITIAE,
FEREE FIFER
R[] INRIEEFIRPRIRIVEXN P FTE R

151, A9 True, TNA Falseo

&ML LHARENRS
BEEMHTH BT RIMMEYRPFREERIVER (WIRA
BRUAE, NRAENAR) . BFIFHAE
B, BBREZHN AWEFIRD,
MR XIS RIFE
FHEAEIE R N/A
FRERLE R R FRIH
FEAIE L BRI HRFEZE CHFXHFE) 5%
BERTR
R[5 MRIEENXHRAEZEEE, WA True, &
M 79 False,
Z ¥R XIS ERIFE
BEEHITH BT X HXGREFEEFREMERER (40

RNBUWAE, MRAENAR) . BXIFH
BR, BBRRN XHIXHREFE.
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&Mt (=] 2[R 1A
FriHA(E Ay N/A
FHALE R IEEY FRI&EF M B HABTIE, ZNAH B #A/ETE.
FiERIE B HHA © 06/01/2016 HARSEHE -

06/01/2016-08/01/2016 &8 .
entryl;entry2 SEEFENBEARILUESER

R [E] WNRN1THE/E B SEAsE LB ITE, MA
True, &NA Falses

ZHATR 7 B AR 8] Poiig
BESRMBTH o7 HERRECEC HIREIME R VLR (JNR K
false M7 true, ANERA true MJ false) . B

XIEMER, 152H%M BHIREPTES,

it
g

FIPS & §F

&R LUTE FIPS B H5E1T Workspace Environment Management™ (WEM), WEM HRRTFEZE
5 FIPS X% -

« ITENNESE, (1T EEREFS > B21F > FTEI
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B3 New Network Printer

Display

Marme:

Description:

Target Path

Printer State

| Enabled -

External Credentals |

Connect using spedfic credentials

User name:

- MEREHERENE, (1T BERIEFID > B1F > MBREHEE
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Ed new Network

Display

Marme:

Description:

Target Path

Metwork Drive State

| Enabled -

External Credentials

Connect using spedfic credentials

User name:

(]
(L
(Ll

m

I

wa

Actions

|r OK, '|| |r Cancel-—my

- FAF DSN &8, [uT T85> ##FE> B~ DSN :
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EH New User

(e =2 Options l

Settings

[ E-Connen:t using spedfic credentials

User name:

Password:

e ————————————————————————————————
|¥] Run Once

Action Type

| Create / Edit User DSN -

Actions

|| 0K || || Cancel ||

. SMTP 418, (1T WEESA > BAIRE > Ul B4\ > EBIAET :

[7] Use SMTP Credentials

ame | Password | | || Test SMTFP
- BPIFEIGE, UT BIBEEIS > Transformer iZE > F#M > EHIgE :
Change Unlock Password
Unlock Password: | | [~] Display Password

Confirm Unlock Password: | | - Apply Passward

- BERER, (T EBEHIE > Transformer I8 > Bk > ERAIHENBFIGE :
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Autologon Options

Enable Autologon Mode

User Mame: | | Password:

Domain,/PC: | | Display Password

1£ FIPS IFEHRIE{T WEM B, BB TEHEIN,

« SNRLUFHB RN WEM 2003 LB RRAEHFHE, WEEREEREIER WEM IR
o
o 1&fF (FTENH. WLIRzhaE. A DSN) MUKk S XEIRERVIEIEA
o IgE (REREIRENZRERIRE)
- FoESE

FERFI

NREE FIPS X TiBIT WEM, BEFAHR WEM EEMARSMEIERZESI S aE U TEm

o WNREAIFEFRITITIIE WEM 2006 &SR, EuILUSHRE] 2109, SARYIEER] FIPS 1%
N, WERIIFLEE,
o WIREHIFIEARITITIIE WEM 2003 BEEFE A, WA HERE) 2109, SAEYIHEE] FIPS 1%
o
RIEFEHFEM

7T FIPS MEAHSETT WEM I8, I5MRMIBRRAN 2006 2L &ESHR7

f85F8 Citrix ADC #4171 8 F 8

AXIESEEFMBENNHETEREPIEL I E S EMZEMARSS2RHI Workspace
Environment Management™ (WEM) AR5 884H, ASGFHMNA T WRIECE Citrix ADC i€ UMK E
WEM EIEZHIEH WEM RIZNE AERH#ITREFE,

B LAfER Citrix ADC fmPr L WEM %[0 -

- BEIRIEO (ZANB R TR 8284)
- REIRSIHO (BHANBER T A 8286)
- EEHIERT KO (BIAER TN 8288)

BREBHE— O M EMRIRSS (RAEIRSS | FIEMIORSEE 2) 5 WEM IR
S8M. FATUTHE
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1. & F3 Citrix ADC EIE GUI, SAFEH “Configuration”,
L

2. Sfn%“Traffic Management > Load Balancing > Servers > Add”, fA/g2 & Add”LURINE R

ZeMIARSS 3R 1o E 8 IHRELURINERZEMARS 25 20
3. &% “Traffic Management > Load Balancing > Service Groups”, JAGE8 & Add" N EHEZ
FIERSOERSS 4,
« Protocol (1Y) . FEHFETCP,
« Cache Type (&7FH) ., EIF“SERVER,
4. 7f“Load Balancing Service Group” (fA&T#ARSS4H) TiE L, 2 &HE“No Service Group
Member” (TARSHMEA)
5. T£“Create Service Group Member’ (BIiZfRZ4HMF) Tim L, %E#FE Server Based” (ETFHR
588 , BEAETkK, AEEEREMENRSSE 1. WEMENRSE2EESE 3 F 5,
« Port (#%0O) . Fla0, AEEEHIEHA 8284,
6. RIBPE 3 1 5 CIEARSH, BT HERS N EFALKRES.
- B0, MWFRERSHO, A 8286, MTFEFMIERTIHO, #A 8288,
7. M3 REEE > AHTY > BBIRSEE, ARRIT RN LU EEA£FH SRS NELARS
2%
« ¥ EFETCP
o IP HUBEAERY, EIFP M,
o IP sk, AR IP, BXIFMESR, FEN ACE Citrix ADC HHER IP ik,
« B8O, BlaN, NEIBIEEISEA 8284,

8. B TRAHTRHELIRSBEBIRSALE
9. EIRSEMBE TNE L, BEATK, EFENNRSH, ARREHWE
10. WP R 7 B 9 QU EBIIRS 2, XERSHFVTFARERS HAMEFZER T kO,

o w0, WFRIERS WO, BA 8286, WTFERFLHIERT RO, A 8288,

BiS#iTae

THEXKIMREERAS— T EEENSENAER, ZNAEFUTRETREBRF. RIAMIER -
c:\Program Files (x86)\Citrix\Workspace Environment Management Agent\Agent Log

Parser.exe o
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) WEM Agent Log Parser - = -
@ Home
- i_’}_ Broker MName: MNjA (¥) 2708

= e Broker Port: M/A Log Filtering | Applications, Printers, ... = A B0
Load Log Refresh )

File Logs Version: 4.4.0.0 o a

] ] "] ] ]
Enter text to search... - [ Find ] [ Clear ]
Timesta... Event... Method Name Event Details

(i) 06:00:17 Event BrokerServiceConfigurationHelper.DoCfgRepo... Registry Configuration Report : =
(i) 08:00:17 Ewvent BrokerServiceHelper . CheckSqlConnection () Server Connection Test -= QK |E
(i) 08:00:17 Event BrokerServiceHelper . CheckSqlConnection () Database Connection Test -= OK
{i} 0&6:00:1F  Event BrokerServiceHelper . Ched:SglConnection () Database Check -= QK
@ 0&:00:1F  Event BrokerServiceHelper . ChediSglConnection () Server Connection Test - QK
@ 0&6:00:1F  Event BrokerServiceHelper . CheddSglConnection () Database Connection Test - QK
@ 0&8:00:1F  Event BrokerServiceHelper . Ched:SglConnection() Database Checdk -= QK
{i} 06:00:19  Event BrokerLocalCacheSync, Internalfun() Start Time: 7/31/2017 6:00: 15 AM
{i} 06:00:32  Event LicensingMonitor, UpdatelicenseServerConnec,..  License server connection successful [10. 108,56, 29; 27000]
(i) 08:00:33 Event MainBrokerWinswve. InitService () Initialization Completed.
(i) 05:00:33 Event AnalyticMonitor, InternalRun() Analytics scheduled execution completed successfully
{i} 0&6:00:36  Event MainBrokerWinSve, <StartAdminBroker =b__3...  Connection in progress - Client DAVID version 4.4.0.0 ...
{i} 0&6:00:58 Event MainBrokerWinSve, <StartAdminBroker =b__3...  Connection in progress - Client DAVID version 4.4.0.0 ...
@ 0&6:00:58 Event AdminBrokerService. ValidateAdminAccess() Administrator connection allowed : DCT 1\david
/b 06:00:58 Warning  AdmirBrokerService, GetvuemSitesList() Retrieving Sites List. ..
/b 06:00:58 Warning  AdmirBrokerService, GetvuemConfigurationSe...  Retrieving Configuration Settings List...
/b 06:00:58 Warning  AdminBrokerService, GetvuemAgentConfigurat... Retrieving Agent Configuration Settings List...
/b 06:00:58 Warning AdminBrokerService, GetVuemEnvironmentalSe... Retrieving Environmental Settings List. .. -
Username: MfA

Itk Wem IR E#ETER Juﬁuﬂﬂ-ﬁﬂlf’ﬁ[% SEE™ REAEXM, EEARERMA R,

LSRR

5[ I§\$1¢ A

=

MEH (IFIeEXELA) -

EXSER X BEXHRIIFARE

2 (CERERTEMZ *’@HE%E’J%%ﬂ?%Dﬁ#ﬁD, MR ANABR ) o

mAER

Workspace Environment Management™ R T iH o

EIhZRAARSS
EEEHS

Bix - il
RIBEAN TCP
ERZEARSS TCP

416

HAER

E
O

IR 18
A R
B EMRRS
BT
Ho

49752

BRI,
EEEHILIE

8284
E%E




WORKSPACE ENVIRONMENT MANAGEMENT™ 2407

P BiR 3] w0 HAESR

Ehih 2R AR S5 HY
.

RIE EhtZRMARS TCP 8286 “RIEPRSS i
O, RIRER
FIERHZMARSS
ARAVER O,

REBREFRDE  EOEMRS TCP 8288 RIS IR

= WO, EAT
Workspace
Environment
Management
1912 RE =R
X B
Workspace
Environment
Management
1909 & EEhR
KR E77/E
Lim[l, RIEE
FRD HEERE
BEAZRARSS
LEREBEES
BhhZAMARSS 25
EF 89w,

Bt ZRARSS Citrix ¥FAIIEAR TCP 27000 “Citrix ¥ AIIERAR
et £EaRim0"

Citrix 0] IEAR
SR RYIG
O, EhHZEMAR
ShEEEERIT
i (VA SR IE v
A,

EZRMARS Citrix FAIIEAR TCP 7279 Citrix FRIIEAR
et SHRTEH

Citrix £A% (57

riER) BTR

BRI AYER O,
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P Bix YRy -1 HAER
IEIEARSS EhlZRMARSS TCP 8287 “WEM 5%
07 YS¥ARSS
fER R ERZeH
AR5 28 Ao
7S

EEHEXH

& UK EFEE S5 Workspace Environment Management™ (WEM) #8X BB E. Ea]UERX
LHEBITHRREIM, HEEEBR Citrix AT IFI KEMNRHXERE, EAIUKESEUTARR
HEMWEE :

« WEM {32
WEM E it ZergpR S
WEM EBZHI&
WEM $U3EE

WEM Web Z41&

SEREMXNEE
RIS WEM FIZHE % M0B . ERIMIERET WEM RIZA0H B IR B 04 -

« WEM REHE

o Citrix WEM Agent Init.log. Itt#1%51t BERILETE CMD ¢ Ul 2 AR AR, ZH
SESRARFCIE, MRRNEBTEBE, BEEBAEREXXHUREEIRFAGER. HiR
BTA FE5, BINERT, LBEXHERFPBHEESXHSXHFE (Youserprofile%) FEIEE,

- Citrix WEM Agent.log. LttFEHERLLETE CMD 5 Ul B AR, ZBESWH
THIEBLAENIES. NREMREREDIRLHFARF, BEEELIEEXGLREEIRIFH
B, BRETA F5, BMINERT, LWHEXHERFP B4 HE
(%userprofile%) PR, EFRRINZE, BHREEEENE > S4&igE > iE > 8%
o, AREEEAREARERLE. EEEEZFARGE, BHEAEATAT < LSRR
BRI, 3E, BB IERBEU M EMKRIREABTIER !

I+ EA\HKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\fX 32 £ 4]

% #5: AgentDebugModeLocalOverride
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8 DWORD

f&:0

MEKEN 1 UEBBEXMY, KEN O UEHABREX Y. EFEREN, EEHESD
Citrix WEM Agent Host Service, BAIAER T, BEIERLTERRKRS,

p=3— g

T EMHMRIEIMRAIEISETERM, JREFEENRERERSR. Citrix TER
IER] AR AR IERAER MR mESRMS BRI, 158 1T&AEEREMRRmERN
R, E4mEEEMERZAT, BSUEREMR.

- Citrix WEM Agent Host Service Debug.log. It BERTEEBIEHEE Citrix WEM Agent Host
Service By, FAIANBERT, WHEXMHAIFT %PROGRAMFILES(X86)%
\Citrix\Workspace Environment Management Agent ., ZEEFHKICHE, BSNEER
2HE > BRIGE > BE > RSETED -+ L AM X EBEEERARREN. HE, EaLid
SEREEUATEIMRIREAHERICR !

HEH\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\{{ 2 4],
% #1: AgentServiceDebugModeLocalOverride

254 DWORD

f8: 0

MEIREN 1 UERBEXH, ®REN 0 UBEABHEXH. BEfEFREN, BEHEH
Citrix WEM Agent Host Service, 2RIANER T, BEIERLTFERRS,

= g

RNEMRIEIMRAIESSETENE, AIEFEERLEIEFERS. Citrix TAR
IER] AR AR ERAER AR mIERMS BRI, 158 1TREERIMRRmERN
ML, TE4RIEEMRZAT, BSUEREMR.

« Windows E#H&E. 5 A Windows EFHENER. TEGEESE > NAEFMNRSBEE >
WEM Agent ServiceBEEHEEHE,
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« Windows Communication Foundation (WCF) EBER, ZZ&%) WEM I WEM EitiZeH
fRS3 2 B @EHE X Bn)EE, XEAERRELEE. BEEAREICR, HWIEHE WCF BB, §
X EMER, FEHE Windows Communication Foundation IRER.

E B ZRMARSHE X B AE
EaI e S WEM ERZREARSHEXNER. aIUERET WEM EMZEMARSHITEN L&
HHESIE -

 Windows $1¢ El%:o EA Windows ${¢EIL\E’J1E IENO 7_$1q:§§%§ > rﬁﬁﬁﬁ:*ﬂﬂﬁ%al N>

WEM Infrastructure ServiceB&PEEHE.

« Citrix WEM Infrastructure Service Debug.log. It BERIEEENIEHEZE Citrix WEM EAEZEHIAR
%% (Norskale Broker Service.exe) Bial@ll, BRINERT, WBEXHATF
%PROGRAMFILES (X86)%\Citrix\Workspace Environment Management Infrastructure
Services . ZERALAEXH, BEREBUTHSRERAIANERELN !

a. \“Fria 3 g$TH WEM BiliRMRSEREESAER.
EREEBEETF L, ERERERER,

c. BEREEE, AERERUBIRS R AER,
d. X WEM EftZRHRSEESRAERF B0,

i

« WCF BRER, HIKEF|5 WEM EftiZRARSHE X @ E e, XEAERREER, BEEH
HEIERE, WIEH WCF BRiR. B XIFMER, 1B3&i#Windows Communication Foundation
ERERo

SEEEFSEXNAE
AT S WEM IR AR XMW E . ALUERE T SEEHSM B LkEna5S
%

« Citrix WEM Console Trace.log. It BERILZEHEE WEM BIEZEHISMEE, FABRT, It
AEXHERFPRBXHX 4% (%userprofile%) FglE, EEAAXRIER, BREUTSER
FRIEH&E
a. W'FFIa S 3TH WEM BEEFIS, AR EE
T FEEMPERRSHRER EOR, REER, AERHEE
FEXRFEBFLE, BHET, AREEERERER
BN UM AER,

o T

e
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« WCF IBER, HF83|5 WEM BIBZHIEF WEM BEEE BRI EEHE X iR, XEaX
2REEE., EERABEICR, HIAEH WCF BBiR,. 8XiFMER, i52%Windows

Communication Foundation Rz

5 wEM BiEER XN BE
RIS S WEM #HEEE X RIBE. S8R WEM BiEEEESBIEF eI BN AR EIEE
ET_I- ’ KﬁUL E /:E\o ﬁ 35 -ﬁééETEn_,\: 1ﬁ = EJ’/(-F E /L,\Y#F

« Citrix WEM Database Management Utility Debug Log.log, Itt BERILEEHEE WEM $UEE
Med, tHEXHERRIAGIE, fIF Cc:\Program Files (x86)\Citrix\Workspace

Environment Management Infrastructure Services o

5 WEM web #HIEHXNABE

o UIRES WEM Web #ZEFIGHEXBIEE. SHIEFER WEM Web 2 H|I S & SCHZRFECE Web
ZHIBE, 2tIEZBE. s, = web ZHIGIREZETH, UtERE. BXEZFMER, 1§
SR TEEX S .

« Web Console Configuration Utility.log. Itt HERI#EEENZHEE WEM Web 12 S EL AR
FFayia)E, IttBEXHERIACIE, fF c:\Programbata o

« Citrix WEM Public APlL.log, Lt AEFIZEEN1E $3F7'< WEM Web WEJ’-‘HE B9 a) R, ﬁﬁ%Web?"
Il JﬂZEll.,\YTL'FT_ﬂ: C:\ProgramData o

Windows B {SEAHERER

& E A EE Windows Communication Foundation (WCF) ERER, IUFBBNEHEE LI TR -
« RIESEMZEEMARS < BIHYE(E
« 5 WEM EHhtZRHIARSS 48 X BE(E
« 5 WEM EREZESISHEXEE

PFERE S BMIRMIIRSS 2B pE SR

R WEM IEk5 WEM ERiZRMARS EMERE, ErlIUEE VUEMUIAgent.exe ARSSHY WCF R
Bro BRBUTHSEER WCF IRER -

1. BRI WEM KB+ EN.
2. ARBERESERNRERNR, ARIEFRHL K ANE,
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3. £ %PROGRAMFILES(X86)%\Citrix\Workspace Environment Management Agent H#LZ|
VUEMUIAgent.exe.config X1, AREIZZXHHEDEIA,

4. FIEEARKEFIRPITAXXH, HRFUTHEBERIEA <configuration> I </
configSections> #RICZIBIEYERTT S

5. RIFEX M

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchvValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="traceListener"
type="System.Diagnostics.XmlWriterTracelListener"
initializeData= "c:\trace\vuemUIAgent-Traces.svclog" />
</listeners>
</source>
</sources>

</system.diagnostics>

6. EREBIHEN L, £ C EZLEBIE— RN Trace’BIEXH (C:\Trace), HIRZXGXKEF
£, BT LS B,

7. EMEBRVINE, SAELR VUEMUIAgent.exe 2,

8. £ C:\Trace HEF%N vuemUIAgent-Traces.svclog BIHENH,
IZIR ] AEE Citrix. Wem.Agent.Service.exe fRZHY WCF BRER., BIRIRLA T L BIR(E :

1. BRI WEM KB+ EN.
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2. ARBEESERNRERNR, ABIERE Exit AXARE,
3. #&1k Citrix WEM RIBEHARS

4. T %PROGRAMFILES(X86)%\Citrix\Workspace Environment Management Agent F%Z|
Citrix. Wem.Agent.Service.exe.config X1, SAGEEIEZXHHEMREIZA,

5. MIEEARHEFRPITAXMY, H7E </configSections> ARiZEREMITHIREAU TG
R

6. RIFEX Mo

<system.diagnostics>
<sources>

<source name="System.ServiceModel"
switchvalue="Information, ActivityTracing"
propagateActivity="true">

<listeners>

<add name="tracelListener"

type="System.Diagnostics.XmlWriterTracelListener"

initializeData= "c:\trace\NorskaleAgentHostService-
Traces.svclog" />

</listeners>
</source>
</sources>

</system.diagnostics>

7. EREHEANB C 2 LEIE— 1% TraceBIRX 3K (C:\Trace), MRZXHRERFE, 5
B LS B

8. Bnh% A Citrix WEM Agent Host Service BY Windows ARSS, AGEIEEEAYE,

9. 7 C:\Trace HFEEEN NorskaleAgentHostService-Traces.svclog HIHEXH.
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HFES WEM EtiZEMARSSHE X BE(SRE

NREF] S WEM ERZEMARSHE X BVBER, nILEE Norskale Broker Service B WCF iR
Bro BERBUTHSEER WCF IRER :

1. BRILET WEM ERIZEMARS AT E .
2. #&1F Citrix WEM EREZEHIARSE

3. £ %PROGRAMFILES(X86)%\Citrix\Workspace Environment Management Infrastructure
Services H#%| Norskale Broker Service.exe.config X4, SAFRIRIZSEMEZHDEIA,

4. HIEBRAREFIRBPITFAXM, HTE <configuration> REERIHE=1THRANUTREA K,

<system.diagnostics>
<sources>

<source name="System.ServiceModel"
switchValue="Information, ActivityTracing"
propagateActivity="true">

<listeners>

<add name="tracelListener"

type="System.Diagnostics.XmlWriterTracelListener"

initializeData= "c:
\trace\NorskaleInfrastructureBrokerService-Traces.svclog" />

</listeners>
</source>
</sources>

</system.diagnostics>

5. RIFEX M

6. 1 WEM EIZEMARSITEMN £, 7 C £ (C:\Trace) LAIE— P& Trace’BIEXXHF, TR
EZXHEBEEE, BT T R,
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7. Bap Citrix WEM EbtZRMARSS, AREREERHE=,
8. £ C:\Trace FZEEEN NorskaleInfrastructureBrokerService-Traces.svclog HYH
B,

& WEM BIEZHIE S WEM HIEEE 2 BHYE (S

NREF) WEM BIRZGHIAE 5 WEM #iRE 2 B)8@ERIE, rILZEE Norskale Administration
Console.exe fRZHY WCF BRER. 1BIRBUTH BER WCF BRER :

1. BFF WEM BBEZEHISTEN.
2. XA WEM BIBEZHIAE,

3. £ %PROGRAMFILES(X86)%\Citrix\Workspace Environment Management Administration
console H#%| Norskale Administration Console.exe.config X4, ARAIBIZXGHIEHE

PN
4. FILBAREFIRPITHXH, HE <configuration> FRIEEHIE=ZITRMU TS E.

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchvalue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="tracelListener"
type="System.Diagnostics.XmlWriterTracelListener"
initializeData= "c:\trace\WEMConsole-Traces.svclog" />
</listeners>
</source>

</sources>
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</system.diagnostics>

- REFEX

. EEEEFISHEN L, £ C & (C:\Trace) LBIBE—1%u TraceBIIRN K, AIRIZHX
BEEE, BRI T R,

. 77 WEM EEEH 5, ARERLERIBRE,

8. £ C:\Trace HEEHN WEMConsole-Traces.svclog HIHEN M.
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WEM BRFERETR

WEM BRI ETER—MINTE, ATRE WEM AHHRES, HEBIITIRAIFFER WEM T8
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- BRE#ESIETER

o XHSER XEBIF
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TF2EB 9 Citrix Workspace FiR"HIN FAIZFAINE] Web ZHI58, FEEE—THER. B3R
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1. %A Store URL 3 Workspace URL.
2. BHENEHIRLNEENZER, SAERKREHIEHZR,
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£ Web #ZHaH, @R HHERREREEEEHNER. B2H MINABRERF.
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. EALESE BB EED MRIES 2 RN AR R E RN AIEFRIINF.
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EEXHrTR, HELEREEXHNIR, FUBEIREEEREETRAREERTE. &
U-I\U; g#l.ﬁ%—Jkﬁ*g, i%%aim??%_;xﬁgo

MRHMEE, EAIUEEEEAEUEEHZAT, EINEIEHERRETFEREIR KK
CEX TR,

R FRF2 5 el 2RI RR N £ p 2R

fERILL T E6EMM LRI B P XX . XHRFFMEREDT B BIGR, XLENED Citrix Profile
Management 23, —NERRYEY B2 R BB RN SR 26 B P M 2 & E I8N LN BREREIAR —
RS ENAREFRNEXBR A1,

TR AR AT TR ME
o BN AR
« NXHSANBEZFRAN
o ERHINBY R EE
« JRAEN FRRZRE AL
« MIBRR A2 RE AL

ZEENARFAN, BEmUTIE !

1. TERE= RS aUEAIN,
2. ' BfERRNEL, RENTRE !

- NAEFARUNAF. EE—TRIFABEBEIRZIMN,
- BiERR. RNNEITHR. BIRNRAUESERBAINBIZFE XX XHRMEMR
Ko BHAM LN BN LRENNARFINRURS ST ARERF X KB R.

p=3_ g
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o HEfE, ZIBRRTAREARIEE. BEFRERUTES | No path
found o 0, BNARFHNLTEXHRUTAFEEX XAHEPE, meHi
e, EXMERT, EOTHRBIREXME, ARFihtaARE.

o IEARREAINEL: Citrix #1 Windows ARSSFRRIEII B RIBR R, BN, XLEARSSH
BETAESLIF. AXXERENTEIIR, BERFIFRINATEBE,

3. EPETIEL, ANEFMUSERNEF. 8B HLPEA) F#EHE, B X AIKEAAD
BRZAUR NDJ it BHRFMER, BE2IRAAD/NDI M RIEFESES,

Pz

s RN sERLFERP. HEVMHERR, SRAFERXITENLETHIZN, BiR
SRR Mo

« NRFKIBEDES, NN LR B AR Ro

s DECANZE D AP HEHM#HE, FEIIRNIE ZEERORSEER, K5I8
fE“AND"EE o

o TERMABEENMA Azure Active Directory it 8 EiB1TiZTERY, TERMAR
Mt B

o IERILUMEERM#HIZ, WAHERTT (24 exe EBSR) , BRITHIR.

4. FERE, BETER
EERMNBIRREIE, BMATIR

1. EFRFRFRRIMN, s E 2k DUERFRA AN,
2. BRI ERRBEEE. AT, FrkE RN E R REEE,
3. B EMFREEEOTR, FRIBEEREFRIXHUENUEIRE , SRHREREE S 2R,

p=3— g

« £ WEM EEZFISFRINANE, SEikEREXHEERE NARFIE
w8, ERRMEHE, BEABRTERZAFEBERN,
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s RERBIEFRFEIXMARE, ATUMXHERIRE RN, Ak, SEREFI=FHIFA

4. FEME, BESER .

RAVFARIAIREE

SETRBERFELE Citrix F1 Windows RSP S FIN FRERERBE. REXHERAXE
i

e HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\UserProfileManager

* HKLM:\SOFTWARE\Policies\Citrix\UserProfileManager

* HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\UserProfileManager

* HKLM:\SOFTWARE\Citrix\UserProfileManager

WEM #8 X 7EAEK -

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Norskale

* HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\WEM

* HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale
* HKLM:\SOFTWARE\Policies\Norskale

e HKLM:\SOFTWARE\Citrix\WEM

e HKLM:\SYSTEM\CurrentControlSet\Control\Norskale
Virtual Delivery Agent (VDA) 18 % K :

e HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent
e HKLM:\SOFTWARE\Citrix\VirtualDesktopAgent

e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Citrix

Virtual Desktop Agent

e HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Citrix Virtual

Desktop Agent
Windows 8 X JEAER :

e HKCU: :
e HKEY_CURRENT_USER

e HKU: :
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HKEY_USERS
Windows #1 Citrix fRZ3+8 % X3¢ :

c:\windows\system32

\Citrix\User Profile Manager\

\Citrix\Workspace Environment Management Agent\
\Citrix\XenDesktopVdaSetup\

e \%windir\%\system32

S5 IR A RN El4s AAD AR IZEFD NDJ HEH
B AERIGRFN S AL AAD BBP AR NDJ it 8, BRRUATHE,

1. M Web #2252 &5 AADINDJ T RIEERR"

2. fEF“AADINDJ X RiEZFIR FIMFAERT AAD AP H NDJ i 8.

3. %A RITENEIE,

4. ¥%3 WEM TERD > NARFIHIEHEGINAREE, Tt eI BERARN,

5. BRI TIE, AEHMEEIE,

6. P TR UARIEN AEF RGN,

7. S HIN AR HIRHESIFE N,

8. ¥E| Web #£#I5 > EE > BEXHERIRE > LAREFAITER, AENEIEILD T,

AN 1R TR LU T HGE 5 1]
HETIRE S YR AR M PR RN WEM T2 eh DB UBTHE Rl FNBY R FRARRE AR 19 15
PSR — 5, EERREXHEERENTIGTEN, RERRE,

ENNNARER, HREH WEM TEROA EARNS, ARSMEZNARRF. ErI—RHM
ETNARERF.

NN BERE WEM TEFOFRERABN, 1EaT L 8 SRR B SN R
= g

EMFREANMBINAEER, BREHERAET.
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WEM FTEMRGFIREEEBE—NIERANTE, AIEBMECIZATHIAN XML X4, ZTE
ST imikse R B —RER | AHETNRF. BHAEFIRP. LR EENRPURBIHE
AENRFP, B XEEEZFoPERAXLERMGIFAER, BEHAIMILSR.

AN BUNEEER WEM FTRIESRMFIRERESGCIER TIMER XML X, fla0, RIKEEES
FA WEM SRR MH7IREESRMBIFMETIRP R IHIIRE,

E3 New Fitter Condition
[ General l

Display

MName:

Description:

Filter Condition State

|Enabled - |

Filter Condition Type

Always True - |
. File/Folder exists N
Settings IP Address Match
Tested | Name is in List ==

Mame is notin List

Mame or Value is in List

Mame or Value is not in List

Matching Metwork Connection State -

True |

Actions

1. 17 WEM TEMRAFIREES.
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List Management

£
Load XML || Save XML
File File

2. ARBHZEAKE, ARELTXEREFIEEREZRM.
3. EBRMFERAEALIT.

p=—

BAZIT WEM RERITENNRIE (KEEH) .
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‘ .- ]
List Management

Sul”’
RN

Load XML || Sawe XML
File File

Enter text to search...

jack-agent

4. BEREFE XML X, NRBIFREXHE, ARREHERE

+ |- Desktop » v O| | Search Desktop

Organize +  MNew folder

‘i:r Favorites - =
jack This PC
B Desktop 1ac - =

g Downloads -
(E_-ﬂ Recent places | Libraries
./ Morskale Infrastruct

1% This PC

i"! Network

File name: | test1]

Save as type: |XML Export Files (*xml)

(= Hide Folders

5. FTARER XML XU EIRHERNE RS EEBRT.
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File Edit Format WView Help

k?xml version="1.8"2>
<Objects>»
<0Object>»
<Name>jack-agent</Name>
<Value»B81</Value:>
</0Object>

</0Objects>»

6. FHREFH XML X+ & IR B EN ERISXHRF,

=

SO XML X REEEERZEFSITEN L, IERTREER.

7. HREEREES \> XS > KE > MERROGIRED+, ARBEEHRM.
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Filter Condition List ]

r% Rules | Filter Conditions

||-’fb' Conditions Enter text to search... s
L e Db
Y . =

Always True Filte

- [ Actions

i a Assignments

- [[| System Optimization

- [ Policies and Prafiles

r ﬁ Security
- [[] Active Directory Ohjects

- [L] Transformer Settings

. [} Advanced Settings

- [ | Administration

r ﬁ Monitoring

¥ Connected to : jack-hroker

8. BARRR, ARBELHE.
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EX new Fitter Condition

[ General l
Display
MName:
| Test-jack |
Description:

Filter Condition State

| Enabled - |

Filter Condition Type

| Mame is in List - |
Settings
¥ML List File
|C:‘n,l..lsers‘n,jadc‘n,[)eskmp‘n,test:l.xml - |
Tested Value
| ##Computeriame £2| - |
Actions
|| Ok || || Cancel |
AR

o TmikdRsklh e, EERBIETIRP.

o XML FZRI{¥ . c:\Users\<useri>\Desktop\testi.xml (XIEEAH] RIS
b))

o WiA{E. BASEE WEM TEMRATIREESFRIRIFFRPEBAN BRI ZAIEN
ST, ERAd, ERATSTRERNTEN (REXN) 9% Eib, Eu8H
ERDERE ##ComputerName##’s B X ERAMSTHEIVFAER, BEHIESTHE

o

9. HIETEEEIS \> fHEss \> MW \> MERMUTIRET+, AFEEAM.
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Home ut

"Bt & Configuration set| My config set ") @ pekte || G Bad

&) Create

Refresh ? Restore

Filter Rule List |

| | Filter Rules - |
e

“ﬁ Conditions

Always True Filter Rule

- [L] Actions i

—

r ﬁ Assignments 1

- [[| System Optimization i

- [L] Policies and Profiles y

! ﬁ Security 1
- [L] Active Directory Objects i

- [L] Transformer Settings 1

- [L| Advanced Settings i

- [| Administration ||| Actions |

- [| Monitoring

¥ Connected to

10. 7EBWMF PR ATHIERR %o
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EX Mew Filter Rule

J General l

Display

Mame:

Description:

Filter Rule State

|Enabled -

Filter Conditions

Available: Configured:
Always True =
Test-jack
<
>>
<<
Actions

|| 0K || || Cancel g

11. HEREMNXGNATRAEREIEEEER, ARREHE.
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E3 Mew Fitter Rule

12.

13.

14.

15.

16.

I General ]

Display

MName:

| Testjack

Description:

Filter Rule State

| Enabled -

Filter Conditions

Available: Configured:
<
>
<«
Actions

|| Cancel

HREEEEFES > 8 > NAER > NAEFRNIRET+, ARMNMI— I BER.

EIREHIE 3(/en-us/workspace-environment-management/2407/media/wem-integrity-

condition-list-manager-11.png)

REEREES > S \> BIESEET+.

EIBIEH|S 4(/en-us/workspace-environment-management/2407/media/wem-integrity-

condition-list-manager-12.png)

NEFMENAPZAFA ERfd, EEREEN) -

BIREHIS 5(/en-us/workspace-environment-management/2407/media/wem-integrity-

condition-list-manager-13.png)

N AER N AR EREHE BOE &%

SHECTHIERS 1(/en-us/workspace-environment-management/2407/media/wem-integrity-

condition-list-manager-14.png)

RS, ARRHHEE"
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P BCTHIERS 2(/en-us/workspace-environment-management/2407/media/wem-integrity-

condition-list-manager-15.png)

17. NENENNARREFERED (FEitnfh, ERIESKE M EERESE) .

BIEEHIS 6(/en-us/workspace-environment-management/2407/media/wem-integrity-
condition-list-manager-16.png)

18. HI“EEZHE > BE > 7 > KiHER &0+, ARRERF.

BIEZHIS 7(/len-us/workspace-environment-management/2407/media/wem-integrity-

condition-list-manager-17.png)
19. BERBEARIE, ARTELTSCEREFIEZFRIF Workspace I,
AR

BEREEN, BEURBSETRIEBITEN, JARRIF Citrix WEM Agent,

e Home About
emlﬁg.ralimset My config set - eu“ % Back
e Create -

Eﬁ Disconnect ﬁ Edit Refresh ‘? Restore

Statistics |M=EHIENTE

Gy Administrators Agents Summary

& Users Total Agents (Al Sites) Total Agents (Current Site) Total Agents Last 24 Hours Total Agents Last Month
‘. =4 Agents -|| [ | [ | [ d
@ Logging
Agents History

IP Address
10.150.139.101

Device Madel Last Known...

HYM doml

Device Name

¥ | JACK-AGENT

Synchronization ...

Last Connection

| My config sat L1z 0013 6:04
Refresh Cache...
Refresh Agent Host Settings...
Refresh Workspace Agent(s)...
Upload Statistics...

Agent Version
| 1808.0.1.1

0131

- [} Actions
0 ﬁ Filters

- [ Assignments

g ﬁ System Optimization Reset Citrix Upm Settings...

Reset Vmware Persona Settings...

- [ Policies and Profiles Reset Microsoft Usv Settings...

- - Security Delete Record...

- [ Active Directory Objects

[} Transformer Settings

. [ Advanced Settings

Administration

1

| Clear Expired Records

i ﬁ Monitoring

@ Connected to : jack-broker

20. HEEITREATEN (REXH) , UEIERENRGESER.
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FETRAF, NAREFEMISEZIAETEN. CEBERE LIBHEERESE,

XML T EIH5ZRECE

Workspace Environment Management™ 21 E381d XML FTEIHFIRX A4 ECE B P TEDYLAYThEE,

B2 XML $TEINSIR X /5, EEEZEFIaReEITENIRIE, HiF BRI ETULE N ERI
BEBREAFTENALCA

= g

XEZBFAFERE Windows FEHEAIFTENNL.

XML FTEIHFIR 45544

XML X4 E UTF-8 4wi3, EBFLUTER XML 454 :

<?xml version="1.0" encoding="UTF-8"?>

<ArrayOfSerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg/
2001/XMLSchema-instance">
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</
ArrayOfSerializableKeyVvaluePairOfStringListOfVUEMUserAssignedPrinter>

BMEF IR XIS EEHUA T EEAINRET !

SerializableKeyVvValuePair&lt;string, List&lt;VUEMUserAssignedPrinter>>>

BMREERTA

<SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>

<Key>DEVICE1</Key>

<Value>

<VUEMUserAssignedPrinter>

</VUEMUserAssignedPrinter>

</Value>

</SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>

FMEEREO NS ENR PRIt EVI BT, \&it;Key> FRIC B2 218 X 5. \&lt;Value>
N EE 5EER Fino RV TENYIICEZRY VUEMUserAssignedPrinter X 5R%13K,

<?xml version="1.0" encoding="utf-8"?>

<ArrayOfSerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd="http://
www.w3.0rg/2001/XMLSchema'">
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<SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
<Key>DEVICE1</Key>
<Value>

<VUEMUserAssignedPrinter>

</VUEMUserAssignedPrinter>
</Value>
</SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>

</
ArrayOfSerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>

VUEMUserAssignedPrinter FRi2i8 7%
FNECE R TENHER A NTE \&It;VUEMUserAssignedPrinter> fRi2HENX, FERUTEM :

\&It;IdPrinter>, X 2ECERIFTENIHAY Workspace Environment Management $TEI#/] ID. &1NTHD
MEHMEBRRER ID, FER 7E Workspace Environment Management EI2ZH] &R EZER XML
ITENNARISER 2 —DMTEINIRE, ©TEBECSH ID, % ID 45 XML 55K A S IRET B AT ENH]
89 ID

\&It;ldSite>, @ E4H % Workspace Environment Management b= fUlik 3 ID, % ID A5 IMAIL
=B 1D PCfg,

\&It;State>, FSEITEIHBGRTS, HAR 1 J5E50, 0 R,
\&lt;ActionType>, #IRZEH 0,
\&It;UseExtCredentials>, 718 0, HEIAZHERFER Windows &1,

\&lt;isDefault>, TNR7 1, MFTEIHLZE AR Windows $TEIH L. #N8RA 0, NIKIFEEENZRIA
FTEN#o

\&lt;IdFilterRule>, AL T 1,
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\&lt;Revisionld>, RN 1, MRLUSERTITEINEN, ISRILERM 1, LUBRIAEEM
FHARE RO IRITENA R,

\&It;Name>, X3 Workspace Environment Management {32 ARG AFTENN L. HLFEEAREE

Bz,

\&It;Description>, X Workspace Environment Management f{I2 E AR BRI TENH R, L=
-EX—_”‘/( [==] :I:o

\&It;DisplayName>, ItLFEXRER, NEEZE,

\&It;TargetPath>, XEFTEIHIHY UNC B&1%,

\&It;ExtLogin>, BENEEIETE Windows EHERHMERAR Windows P & FF. -
\&It;ExtPassword>, BEAEHEIEE Windows EIEREA Windows A HIZE3,

\&It;Reserved01>, HFERAZTHRIKE. BPUERAARERE,

&gt;&lt;VUEMActionAdvancedOption&gt;&1lt;Name&gt;SelfHealingEnabled&lt;/
Name&gt;&lt;Value&gt;0&1t;/Value&gt;&lt; /VUEMActionAdvancedOption

EARATETENN RO BERIE L INEE, IFEGHEWL LERAR, FEEETH 0 EEHA L.

FTENN S R Al
L RAERFPimgit &4 DEVICEL £ B T mANESHFTEIN] -

o UNC B&#2 \\server.example.net\HP LaserJet 2200 Series _HJ HP LaserJet 2200
Series (BRIAFTENN)

+ Canon C5531i Series FTEI#l, fiiF UNC E&#® \\server.example.net\Canon C5531i
Series

TR AR iR iTEN DEVICE2 HE T —&EshiTENN] -

« HP LaserJet 2200 Series fiiF UNC B&f® \\server.example.net\HP LaserJet 2200

Series

<?xml version="1.0" encoding="utf-8"?>

<ArrayOfSerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd="http://
www.w3.0rg/2001/XMLSchema'">
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<SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
<Key>DEVICE1</Key>
<Value>
<VUEMUserAssignedPrinter>

<IdPrinter>1</IdPrinter>
<IdSite>1</IdSite>
<State>1</State>
<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>1</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>
<Name>HP LaserJet 2200 Series</Name>
<Description />
<DisplayName />

<TargetPath>\\server.example.net\HP LaserJet 2200 Series</
TargetPath>

<ExtLogin />
<ExtPassword />

<Reserved01>&lt;?xml version="1.0" encoding="utf-8"?
&gt;&1t;ArrayOfVUEMActionAdvancedOption xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance" xmlns:xsd="http://www.w3.0rg/2001/
XMLSchema"&gt;&lt;VUEMActionAdvancedOption&gt;&1lt;Name&gt;SelfHealingEnabl
ed&lt;/Name&gt;&1t;Value&gt;0&1t;/Value&gt;&lt;/
VUEMActionAdvancedOption&gt;&lt; /ArrayOfVUEMActionAdvancedOption&gt;</
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Reserved01>
</VUEMUserAssignedPrinter>
</Value>
<Value>

<VUEMUserAssignedPrinter>
<IdPrinter>2</IdPrinter>
<IdSite>1</IdSite>
<State>l1</State>
<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>0</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>
<Name>Canon C5531i Series</Name>
<Description />
<DisplayName />

<TargetPath>\\server.example.net\Canon C5531i Series</
TargetPath>

<ExtLogin />
<ExtPassword />

<Reserved01>&1t;?xml version="1.0" encoding="utf-8"?
&gt;&1lt;ArrayOfVUEMActionAdvancedOption xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance" xmlns:xsd="http://www.w3.0rg/2001/
XMLSchema"&gt;&lt;VUEMActionAdvancedOption&gt; &1t ;Name&gt;SelfHealingEnabl
ed&lt;/Name&gt;&1t;Value&gt;0&1t;/Value&gt;&lt;/
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VUEMActionAdvancedOption&gt;&lt; /Array0OfVUEMActionAdvancedOption&gt;</
Reservedol>

</VUEMUserAssignedPrinter>

</Value></
SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>

<SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
<Key>DEVICE2</Key>
<Value>
<VUEMUserAssignedPrinter>

<IdPrinter>1</IdPrinter>
<IdSite>1</IdSite>
<State>1</State>
<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>0</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>
<Name>HP LaserJet 2200 Series</Name>
<Description />
<DisplayName />

<TargetPath>\\server.example.net\HP LaserJet 2200 Series</
TargetPath>

<ExtLogin />

<ExtPassword />
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<Reserved01>&lt;?xml version="1.0" encoding="utf-8"?
&gt;&1lt;Array0OfVUEMActionAdvancedOption xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance" xmlns:xsd="http://www.w3.0rg/2001/
XMLSchema"&gt;&lt;VUEMActionAdvancedOption&gt;&1t;Name&gt;SelfHealingEnabl
ed&lt;/Name&gt;&1t;Value&gt;0&1t;/Value&gt;&lt;/
VUEMActionAdvancedOption&gt;&lt; /ArrayOfVUEMActionAdvancedOption&gt;</
Reserved0l>

</VUEMUserAssignedPrinter>

</Value></
SerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>

</ArrayOfSerializableKeyValuePairOfStringListOfVUEMUserAssignedPrinter>
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RNiER

A &S Workspace Environment Management™ (WEM) 2R 430 A4 R E R I AR B E Xo

PR A EBEANIE
PR Citrix Cloud™ BRSZBARIE
EEAEREO, “EEi%O8IBR.

ETERHE, EEIEMERRSHED. ErUEREEESS RO IER. SEERK. 8
AR,

7£ Citrix Cloud #1, Workspace Environment Management fRS B R4 B EEEE T Citrix Cloud
B9 Citrix Virtual Apps™ AR5 28 Lo ERIUERESIEESIE, @it Web FYE 88 MRS IV B X+
EIE WEM 7%,

EHIRO . EEREHEEREMREARS . ZIHARIAN 8284, XWTF AdminPort 654
158,

I8, Workspace Environment Management X2 NMAGLAR : RIBRSMSIENIE, XLf
HREEREEN L,

REENATRITXH. “FIERERIBET.
REEH. “REZHBIIBM.
REBEHRS. “IEARSHIIAFR.
RERERO, “IERSHmOBIIE.
REBEEFRSKRO. “EERDPIHORIIBIR.
REBEN. ZEREHHE.

KEFHEE GPO, MRIELZERMEIAREEIIR (GPO) BEIEEMHR, LLADM 3 ADMX XHHR
12, BIEBERSXLIHS A Active Directory, SAEIHSEBEN AT A ERIALN A,

REBIRO . REEHEOWTIRO, BT EECRBRMEMRSET. flil, BTFEFHRENEE
EHS R, WwORIAMEN 49752,

461



WORKSPACE ENVIRONMENT MANAGEMENT™ 2407

KBRS, 7E Transformer AFIHEREE VDA SAPIE Windows €& EMIIRS . EHREHIHITE
ERAEEZEH SEREMNRE,

RERS WO . AIEEEDAEMEMIRS2Rm . WwOBIAN 8286, MTF AgentPort a3 H1TE
o

RERSREBRO, “EERDPIHO"RIBR.
RE, “BERNEMARSBYIBF.

REHKP, “EEHARS K/ BB,
RERS]|. “BERhEMARSS3"IBT.
RERSIKF . “EhEEARS K RIIBHR.

FERSIRAO . NEEERSHEEEIBEMEMIRS OISR IEBEEEFSEMEMRS 2RED i
Mo #wmORRIAS 8285, FNF AgentSyncPort ea B 1TE %,

Citrix YFENEARSEBIRO o Citrix Y AIEARS SR A0ME, EALEHIAR S Ma/EE BB b8 T LIS
YL, HSCIBRAMER 27000,

Citrix Cloud Connector™ , RIFHFBRMEFRRITENE Citrix Cloud BENHE, ZEEEA
BRUBRED>—BITEN (m&EE:E) Lo

BoE&, —4H Workspace Environment Management B2 &% Eo
EFEAE, BEMEmiRS3E I8,
BUERE, @& Workspace Environment Management Ao & 1% &R EIREEE,

7£ Workspace Environment Management BYZAHihk A, $IEZERTE SQL Server SEHIHEIER,
7£ Citrix Cloud _E, Workspace Environment Management fR31& B 7Zfi&7E Microsoft Azure SQL
Database ARZH.

BUEPEARSS BRIk, - BUBFE ORI S A T EEES] SQL LA B3 Workspace Environment
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